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Abstract—This paper studies covert communications in an
unmanned aerial vehicle (UAV)-assisted interweave cognitive
radio network (ICRN). Specifically, a secondary user (UAV)
opportunistically utilizes the idle spectrum resource of a primary
user (Warden) to covertly transmit short-packets to ground
receivers (GRs), while Warden tries to detect the existence of
the UAV covert communications. To ensure fairness of covert
communications, this paper maximizes the minimum covert
throughput from UAV to GRs, which can be formulated as an
optimization problem with the constraints of covertness, UAV
trajectory, power and user-association. We further simplify the
optimization problem by determining the optimal transmission
power of UAV. To solve this optimization problem, we derive the
optimal transmission power of UAV and user-association index
as analytical expressions of UAV’s positions, respectively. We
also define UAV trajectory as a successive hovering-and-flying
structure. Based on these results, we employ a successive convex
approximation method to obtain the maximum value of the
minimum covert throughput. The numerical results are presented
to illustrate the impact of system parameters on the minimum
covert throughput.
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I. INTRODUCTION

NTERWEAVE cognitive radio networks (ICRNs) are a

cutting-edge network technique in the fifth-generation (5G)
wireless communication system and beyond [1][2], where
secondary users transmit data to their desired receivers using
idle spectrum allocated to primary users, and thus improving
the utilization efficiency of scarce spectrum resources. In
particular, unmanned aerial vehicle (UAV) assisted ICRNs
exhibit many promising features of flexible deployment, high
mobility and low cost. They can support large number of
sensitive data transmissions in various Internet of Things (IoT)
applications [3]-[5], such as e-Health, emergency rescue and
video monitoring. However, the sensitive data in such networks
are highly susceptible to illegal eavesdropping attacks because
of high quality air-to-ground channel and the broadcast nature
of wireless signals. Secure communication is a technique to
protect the transmitted content from being eavesdropped by
malicious node. However, the transmission itself can still be
detected. Covert communication is emerging as an important
security technique, which hides the wireless communication
process utilizing the randomness of wireless channels rather
than high computational complexity like traditional crypto-
graphic techniques [6]-[11]. In ICRN applications such as
military scenarios, if an adversary detects the transmission,
it may identify the communicating nodes and launch further
attacks. Therefore, for supporting these security-sensitive ap-
plications, it is critical to explore covert communications in
UAV-assisted ICRNs. Covert communications are emerging
as an important security technique, which hides the wireless
communication process utilizing the randomness of wireless
channels rather than high computational complexity like tradi-
tional cryptographic techniques [6]-[11]. For supporting these
security-sensitive IoT applications, it is critical to explore
covert communications in UAV-assisted ICRNs.

Available works on covert communications mainly focus on
two scenarios with and without UAV [12]-[28] (see Section II
for details). For the scenario without UAV [12]-[19], these
works explore various covertness scheme to enhance covert
performances (e.g., covert throughput,covertness) based on
noise uncertainty, channel uncertainty, and friendly jamming
in single hop and two hop wireless systems. As for the
scenario with UAV [20]-[28], these works jointly optimize
UAV’s trajectory and transmission power to improve covert
performances, where UAV serves as either relay, aerial user or
aerial base station. Recently, the works in [29]-[34] conduct
some initial studies on covert communications in UAV-assisted
ICRNSs, where a UAV serves a single user. Specifically, the
work in [29] maximized the effective throughput by a joint



optimization of sensing blocklength, transmission blocklength,
transmission power and UAV flight altitude. The work in
[30] jointly optimized UAV trajectory and transmission power
to maximize the covert rate using a model-driven generative
adversarial network. The work in [31] maximized covert rate
performance by jointly optimizing UAV location, transmission
power, sensing time ratio and jamming power of a secondary
receiver in the presence of multiple Wardens. Reference [32]
proposed a cognitive radio system where a UAV with a
reconfigurable intelligent surface acts as a relay and friendly
jammer. The work employs optimization and deep learning
to maximize covert throughput while adapting dynamically
to environmental conditions. The work in [33] proposed a
cognitive jamming-assisted cooperative UAV covert commu-
nication scheme. It maximizes the minimum average covert
rate by alternately optimizing the jammer’s sensing time and
trajectory, as well as the transmitter’s power and trajectory.
Reference [34] proposed leveraging the primary user’s signal
as beneficial interference to disrupt warden detection. Under
finite blocklength constraints, it formulates an average effec-
tive throughput maximization problem by jointly optimizing
the UAV’s transmit power and trajectory.

Note that the above works on the UAV covert communi-
cation in ICRNs consider that the primary user is legitimate,
and an illegitimate user attempts to detect the communication
process of the legitimate primary user. Moreover, the works
consider that a UAV serves a single user. However, a UAV
usually serves multiple users as well in practice. In such
a multiple users’ scenario, UAV trajectory and transmission
power can significantly affect the covert performance between
the UAV and each user. Different from the works, this paper
focuses on a hybrid adversarial-cooperative scenario, where
the primary user (Warden) operates under a dual identity. Pub-
licly, the Warden serves as a legitimate member of the UAV’s
system and is therefore required to share its transmission
schedule and channel state information to maintain its covert
identity, which allows the UAV to be aware of the Warden’s
spectrum occupancy. Privately, the Warden is an illegitimate
user to detect whether the UAV communicates with ground
receivers (GRs). This scenario is common in applications such
as military communications. For example, a terminal may
present itself as a legitimate operational node, exchanging
information with authorized users according to established
protocols. However, privately, it acts as a spy by monitoring
communication activities among legitimate users, enabling it
to assess whether forces are operating in coordination and
to infer the overall operational situation. In addition, this
paper considers that a UAV can serve multiple users. In such
a multiple users’ scenario, UAV trajectory and transmission
power can significantly affect the covert performance between
the UAV and each user. Meanwhile, the UAV also needs to
identify the user who communicates with it each time (i.e.,
user-association). To the best of our knowledge, this is the first
work to jointly optimize the UAV trajectory, power and user-
association to improve the covert performance in UAV-assisted
ICRNSs. Specifically, this paper explores the maximization of
minimum covert throughput to ensure the covertness, time-
liness and fairness of short-packet transmissions. The main

contributions of this paper are summarized as follows.

(1) We concern on a UAV-assisted ICRN, which is comprised
of a secondary user (UAV), multiple GRs, and a pri-
mary user Warden. UAV attempts to covertly transmit
short-packets to GRs utilizing idle spectrum resource
allocated to Warden. Warden detects the existence of
UAV covert communications. To maximize the minimum
covert throughput, we formulate it as a nonlinear noncon-
vex optimization problem with the constraints of covert-
ness, UAV trajectory, power and user-association. We
further simplify the optimization problem by determining
the optimal transmission power of UAV.

(2) To solve the optimization problem, we derive the optimal
transmission power of UAV and user-association index as
analytical expressions of UAV’s positions, respectively.
Then, we construct the structure of the UAV trajectory,
and transform the variables on an infinite number of
trajectory points into these on a finite number of tra-
jectory points for the optimization problem. Meanwhile,
we obtain the minimum covert throughput relating the
variables on discrete trajectory points through integration.
We further use the successive convex approximation
(SCA) method to approximate the optimization problem
as a convex problem, and propose an iterative algorithm
to solve it.

(3) Extensive numerical results are presented to illustrate
the impacts of system parameters on minimum covert
throughput and also to reveal our findings.

The rest of this paper is organized: In the Section II, we
introduce related work on covert communication. In Section
III, we present system model. In Section IV, we formulate
optimization problem and further simplify this optimization
problem. In Section V, we construct the optimal UAV flight
trajectory structure. Further, we reformulate and solve the
optimization problem in Section VI. Sections VII and Sec-
tions VIII provide numerical results and conclude this paper,
respectively. Table 1 lists all the symbols used in this article
and their corresponding explanations.

II. RELATED WORK
A. Scenarios without UAV Assistance

In wireless network scenarios without UAV assistance, Hu
et al. proposed a covert communication scenario in a relay
network, where the relay attempts to covertly transmit its own
information to the destination, while the source tried to detect
this covert transmission. The authors proposed two strategies
for the relay to transmit its covert information, namely rate-
control and power control schemes, and derived achievable
effective covert rates from the relay to destination [12]. Wang
et al. proposed an IoT multi-antenna covert communication
strategy based on spectral masking [13]. In [14], the authors
considered a covert communication system with a Random
Frequency Diversity Array at the transmitter Alice. Lin et al.
studied the covert performance of limited blocklength device-
to-device transmissions between multi-antenna transceivers
assisted by Decode-and-Forward relay nodes [15]. In [16], due
to the randomness of channel coefficients caused by multipath



TABLE I: All symbols and their explanations in the article

Symbol Definition
K Number of ground receivers
K Set of ground receivers, K = f1;2;:::;Kg
Wi Position of the k-th GR
Wy Position of the Warden
Wi Estimated position of GR or Warden
Wi Position uncertainty of GR or Warden
] Total flight duration of the UAV
q(i) Horizontal position of UAV at time |
do Initial position of UAV
Jde Final position of UAV
H UAV flight altitude
hy (1) Channel power gain from UAV to GR K at time i
hq (i) Channel power gain from UAV to Warden at time |
0 Channel power gain at unit distance
ﬁ AWGN power at GR k
czi AWGN power at Warden
ak (i) User-association index
a(i) User-association vector: (a1(i);:::;a (1))
P (i) UAV transmission power at time i
Pmax Maximum UAV transmission power
Y Maximum UAV speed
B Channel bandwidth
vk (i) Received signal at GR Kk at time |
ya(i) Received signal at Warden at time i
Ho Null hypothesis: UAV not transmitting
Hy Alternative hypothesis: UAV transmitting
Po; P1 Likelihood functions under Hp and H1
D(P1kPo) | Kullback-Leibler divergence from P1 to Pg
d Covertness threshold
L Blocklength of communication
aq(i) Velocity of UAV (first derivative of q(i))
R Auxiliary variable: minimum covert throughput
Average packet generation rate at Warden
Tf Average interval between two adjacent packets at Warden
T¢ Packet transmission duration for Warden
Spectrum hole duration
Prc Packet collision probability
Pre Packet error probability
D Amount of information sent by UAV
R Transmission rate at UAV
K Signal-to-noise ratio at GR k
VH Parameters in packet error probability expression
Average effective spectral efficiency
Pre Average packet error probability
L Optimal blocklength
p(a(i)) Optimal transmission power as function of position
Q Set of UAV trajectory points
i Vector of hovering durations
dm;n(Q) | Distance between two adjacent trajectory points
dk () Distance from point ¢ to GR K including altitude
r('r:;)k Convex approximation of throughput at hovering point
Normalized time variable for flight phase
g Number of iterations
ﬁ; 5 Variance of position uncertainty for GR and Warden
S Set of feasible UAV flight paths

small-scale fading and Poisson channels, channel path loss
and environmental noise were utilized to introduce confusion
and mislead eavesdroppers. Ta et al. analyzed the impact of
channel and noise uncertainty on Wardens during detection and
derived covert performance considering channel and fading
uncertainty [17]. In [18], the authors investigated the covert
throughput maximization by jointly optimizing transmission
power and blocklength of transmission and sensing in ICRNs.
The goal of [19] was to maximize the spectral efficiency

by jointly optimizing transmission power and blocklength of
transmission in ICRNs.

B. Scenarios with UAV Assistance

Recent research has also focused on covert communications
in wireless networks with the assistance of UAVs. In [20], the
authors optimized the coding rate, transmission power, and the
required number of hops to maxmize the throughput in a multi-
hop network. Zhou et al. proposed a Penalty Sequence Convex
Programming algorithm to improve system performance [21].
Building on this, Yan et al. considered covert communication
scenarios enabled by UAVs, taking advantage of ground noise
uncertainty, and designed the UAV’s flight altitude and trans-
mission power to conceal its transmission behavior [22]. In
[23], the authors explored multi-UAV covert communication
systems and proposed a random method based on Rapidly-
exploring Random Tree to construct UAV trajectories under
collision constraints. Furthermore, Wu et al. proposed a con-
tinuous hovering flight trajectory structure to optimize UAV
trajectories [24]. Reference [25] introduced a UAV three-
dimensional trajectory and intelligent reflecting surfaces (IRS)
phase optimization algorithm based on dual deep networks
to optimize UAV trajectories for the best covert communi-
cation performance. Wang et al. combined UAVs with IRS
to propose a UAV-IRS-assisted covert communication scheme
aimed at maximizing covert transmission rates [26]. Yang et al.
proposed a dual-UAV-assisted covert communication system
[27]. The paper in [28] investigated a covert communication
system enabled by a fluid antenna array in the presence of an
active warden. The authors maximized the minimum average
covert rate by jointly optimizing the beamforming vectors,
the autonomous aerial vehicle trajectory, and fluid antenna
positions.

Note that the differences between our work and the refer-
ences in [19] and [24] are summarized as follows. One key
difference is that our work considers a hybrid adversarial-
cooperative scenario. In contrast, the existing works in ref-
erences assume a purely adversarial-noncooperative scenario,
in which the adversarial detector does not cooperate with
the legitimate users. Another difference is that the work in
[24] focused on a multi-user UAV covert communication
system but does not incorporate interweave spectrum sharing
or cognitive-radio constraints; while the work in [19] examined
interweave cognitive networks but only considers a single
secondary transmitter-receiver pair, without UAV mobility
or multi-user scheduling. Moreover, the difference scenarios
also lead to different problem formulations and solution ap-
proaches. Our work derives the optimal transmission power
and the user-association index as explicit functions of the
UAV’s position, and determine that the optimal trajectory
follows a successive hover-and-fly structure. Furthermore, our
work also transforms the original non-convex problem into a
tractable form via discretized trajectory point parameterization
and solve it using a SCA method tailored to our integrated
constraints. In contrast, the work in [24] jointly optimize
UAV trajectory and power allocation but do not incorporate
cognitive-radio aspects, lacking corresponding collision anal-
ysis; while the work in [19] focuses on blocklength and power



optimization in a fixed geometric setting, without considering
trajectory or multi-user factors. In addition, regarding the
similarity in trajectory structure, both our work and the work
in [24] adopt the successive hovering and flying structure
pattern. Our trajectory structure accounts for the impact of
cognitive radio-related constraints, such as blocklength and
packet collision probability, on the trajectory. In contrast,
Reference [24] only considers the impact of transmit power
and power allocation coefficient on the trajectory, without
incorporating the impact of cognitive radio-related constraints.

For a comprehensive overview of research on covert com-
munications in interweave cognitive radio networks [29]-[34],
the typical system model consists of a primary legitimate
transmitter, a secondary transmitter UAV, one or multiple
wardens, and one or multiple receivers. In such scenarios, the
secondary user UAV typically leverages the primary user’s
signa or activity patterns as beneficial interference or cover
to conduct covert communications with the receivers. After
deriving the minimum detection error probability or the Kull-
back-Leibler (KL) divergence, joint optimization of trajectory
and power control, cooperative jamming strategies, or deep
learning-based adaptive resource allocation is employed to
achieve covert communication. However, in our study, we
consider a distinct adversarial yet cooperative scenario where
the UAV, acting as a secondary user, attempts to covertly
deliver confidential information to GRs during its flight from
an initial position to an end destination. The Warden has a dual
identity, i.e., legitimate primary user in public and illegitimate
user in private. Publicly, it pretends to be affiliated with the
same group as the UAV, transmitting legitimate information to
GRs. Privately, it acts as an illegitimate user to detect whether
the UAV communicates with GRs. In public, the Warden must
share its channel state information with the UAV to conceal
its identity as an illegitimate user.
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Fig. 1: Network model.

III. SYSTEM MODEL
A. Network Model

As illustrated in Fig.1, the system consists of a UAV
transmitter, a ground transmitter (Warden), and K GRs. The
UAV acts as a secondary user, which attempts to covertly
deliver confidential information to GRs during its flight from
an initial position to an end position. The Warden has a dual
identity, i.e., legitimate primary user in public, and illegitimate
user in private. Publicly, it pretends to be affiliated with the
same group as the UAV, transmitting legitimate information
to GRs. Privately, it is an illegitimate user to detect whether
the UAV communicates with GRs. In public, the warden
needs to share its channel state information with the UAV to
conceal its identity as an illegitimate user. The primary user
Warden delivers information to GRs using primary spectrum
and also detects the existence of wireless communications
between UAV and GRs simultaneously. There exist three types
of links, i.e., primary link from Warden to each GR, secondary
link from UAV to each GR, and detecting link from UAV
to Warden. These links use the primary spectrum. UAV can
communicate with each GR when the primary spectrum is
idle. Warden is equipped with a transmitting antenna and a
receiving antenna, and each of other nodes is equipped with
an antenna.

In two-dimensional Cartesian coordinate system,the position
of the k-th GR is denoted by Wi = (Wy;k; Wy:k); 8k 2 K,
f1; 2; ; Kg, and the position of the Warden is denoted by
Wg = (Wx;d; Wy:d). Actually, we may not have exact knowl-
edge of the locations of GRs and Warden. Then, we represent
wj = Wj + 4Aw;j;j 2 Tk;dg, where Vi = (Wy.j; Wy:j)i ] 2
fk;dg denotes the estimated position of the k-th GR or
Warden. Meanwhile, 4wj = (dwyj; 4wy;j);J 2 Tk;dg
denotes the uncertainty of the location of the k-th GR or
Warden. We consider that 4wy:j and 4wy.j are independent
and identically distributed (i.i.d.) Gaussian random variables.
We use | to denote the flight duration of UAV from the initial
point o = (Xo;Yo) to the end point gg = (Xg;Ye) on a
horizontal plane parallel to the ground at a height of H.

B. Channel Model

We assume that the wireless channels from UAV to GRs
are modeled as the free-space path loss channel for the
unobstructed line-of-sight (Los) signal. We also assume that
the wireless channels from Warden to GRs follow Rayleigh
fading [24]. Since the Warden has a dual identity, it has to
cooperative with the UAV in public, and thus the UAV knows
the Warden’s channel state information (CSI) and its location.
Meanwhile, the background noise at all receivers is modeled
as additive white Gaussian noise (AWGN). We use hy(i) and
hq(i) to denote the channel gains from UAV to the K-GR and
to Warden, respectively. Then,

s s
he()= 2 ha() =
kq@i) wkk®+H? kq(i) wgk® +H?
M
where kq(i) wijk represents the Euclidean norm of q(i)
wj;j 2 Tk;dg, o is the channel gain per unit distance, q(i)
denotes the horizontal position coordinates of UAV at time i,




and Wj is a circularly symmetric complex Gaussian (CSGN)
random variable following CN (q + H; 2);j 2 fk;dg.

We use the user-association index a (i) to represent whether
or not UAV communicates with the k-th GR. When UAV does
not communicate with the k-th GR, ax(i) = 0. Otherwise,
ak(i) = 1. At each time i, UAV serves as one GR. Thus, we
have

0 ak(i) 1;8k2K; )
and
x
ac()=1L;i2[0;17: 3)
k=1
We use a(i) to represent the vector (ai(i);:::;ak(i)). In

the flight duration I, the total throughput Rk (q(i); a(i); P (i)
between UAV and the k-th GR is determined as

Rk%q(i): a(i); P (i))

I - -
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where 2 is the AWGN power and P (i) denotes the transmis-
sion power of UAV at time i.

IV. PROBLEM FORMULATION AND SIMPLIFICATION

In this section, we formulate the maximization of minimum
covert throughput as an optimization problem with the con-
straints of the UAV trajectory, power and user-association. We
further simplify it by determining the optimal transmission
power of UAV.

A. Problem Formulation

When the UAV transmits confidential information to the k-
th GR at time i, the received signal yy(i) at the GR K is
expressed as

ye@) = P ®hixm) + )

where X(i) denotes the signal transmitted by the UAV at time i.
Similarly, the received signal yq(i) at the Warden is expressed
as
ai) = 3; Ho;
Ya(i) , 0 ©)

ya(i) =" P(Dha(D)x(i) + & Ha;

where Hp is the null hypothesis, indicating that the UAV is not
transmitting information to the GRs, and Hj is the alternative
hypothesis, indicating that the UAV is communicating with the
GRs. Likewise, 3 is the AWGN power.

The Warden performs optimal hypothesis testing and de-
termines whether the UAV is communicating with the GRs
based on the test results. Specifically, if the UAV is not
communicating with the GRs and Warden decides on Hj,
it is considered a false alarm. Conversely, if the UAV is
communicating with the GRs and the Warden decides on
Ho, it is considered a miss detection. According to [35], the
covertness constraint is given by

P p_
D(P1]jPo) 2 g, @)

where 4 is a covertness threshold, Py and P; represent
the likelihood functions with Hp and Hj, respectively, and

D(P1 jj Po) represents the KL divergence from P; to Py. Based
on [36], we can further transform D(Py jj Pg) into

" T#
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where L denotes the blocklength of communication between
the UAV and the GRs.

By substituting (8) into (7), and then performing a Taylor
expansion, we obtain that
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This approximation is justified because in covert com-
munications, the transmission power is strictly constrained,
resulting in low signal-to-noise ratio (SNR) [w] 1.
Under this low SNR, higher-order terms in thedTaylor ex-
pansion become negligible. Retaining only the second-order
term yields a convex quadratic constraint, which is essential
for applying SCA methods efficiently. Similar low-order Tay-
lor approximations are commonly adopted in related covert
communication literature [24][27][29], in which first-order or
second-order expansions are used to maintain tractability while
preserving sufficient accuracy under low SNR conditions.
Therefore, the Taylor expansion in Eq. (9) retains only the
second-order term.

The objective of this paper is to jointly optimize UAV tra-
jectory, UAV transmission power, and user-association index
to maximize the minimum covert throughput between the UAV
and the GRs, while satisfying the constraints of covertness and
mobility. The optimization problem can be formulated as

OP) : inRk(q(i); a(i); P (i 10
( S S k(a(i);a(i); P (i)  (10a)
st g(0) = qo; (1) = ge; (10b)

adi) * vzgiz [0;1]; (10c)
P({) Pmax;812][0;1]; (10d)
(2); (3); (9);

where (i) represents the first derivative of (i) respect to
i, V is the maximum flight speed of the UAV and Pmax
is the maximum transmission power. Constraint (10b) is the
position constraint of the UAV, where the initial and final
points are fixed. Constraint (10c) is the speed constraint of
the UAV, which means that the maximum speed of the UAV’s
flight cannot exceed V. Constraint (10d) is the upper bound
constraint on the transmission power of UAV. To facilitate
our subsequent analysis, we introduce an auxiliary variable



R, representing the minimum covert throughput between the
UAV and GR k. Furthermore, we can reformulate (OP) as

(PL): max R (11a)
fq(ig;fa(ig; fP (Hg:R
sit:: Rk(q(i);a(i);P(i)) R;8k2K;
(11b)
q(0) = do;q(l) = gg; (11c)
a(i) ©v2gi2 [0;1]; (11d)
P({) Pmax;8i2[0;1]; (lle)
(2);(3);9):

To solve this optimization problem with multiple variables,
we will simplify the problem by deriving the optimal transmis-
sion power of UAV as analytical expression of users’ positions
in the next subsection.

B. Problem Simplification

The primary user Warden transmits data packets intermit-
tently. Similar to [19], the average interval time Tg¢ for
transmitting two adjacent packets at Warden is given by

1
1
Te = te 'dt==;
0

(12)

where denotes the average packet generation rate at Warden.
Then, the occupancy of band for Warden is given by =
T¢ , where T¢ denotes the packet transmission duration for
Warden. We can express the probability that T¢ is less than
the spectrum hole duration as

PrfTe< g=e (13)

Meanwhile, the packet transmission duration T¢ equals to
L=B. Here, B denotes the bandwidth. The packet collision
probability Pr. is defined as the probability that both the
primary user Warden and the secondary user UAV transmit
information, simultaneously. Then, we have

B R (14)

Pre=Pr B

In communication processes, both packet collisions and
packet transmission errors occur. Therefore, we introduce the
transmission rate R = D=L, where D denotes the amount
of information sent by UAV. The packet error probability is
defined as the probability that the GR K receives an incorrect
packet. Furthermore, according to [19], we can express the
packet error probability as

>1; K <#+ 5
Pre _ (k #+35 #+53  « # 3 (19
~0; k># o
P
where = L=[2 (exp(2R ) D1)#=exp(R) 1, and

k = P (i) jhi(i)j* = 2 represents the SNR of GR k.

The average effective spectral efficiency (AESE) is the
average rate of successfully delivered useful information per
unit bandwidth per second. We will maximize the following

AESE to improve the covertness performance, which is given
by
TR —
= 2fT (1 Pro)@ Pre)ist(®andL2Z*; (16)
f

where T¢=(2 Tg) denotes the average number of times per
unit time that the secondary user successfully initiates a
transmission, Pre denotes average packet error probability,
which will be elaborated in the following subsection, and
L 2 Z™ denotes that the blocklength is a positive integer.

Considering that both the blocklength and transmission
power are independent variables of AESE, they have a signifi-
cant impact on AESE. Therefore, this subsection will focus
on optimizing the blocklength and transmission power to
maximize AESE.

According to formulas (15) and (16), we observe that
1s a monrgtomcally increasing function of P (i), and P (i)

§=( Ljhd(l)j ) Furthermore, we can obtain P (i) =

2 d d =( Ljhd(l)J ) to satisfy the covertness constraint in
(16) while maximizing AESE. Next, the corresponding aver-
age packet error probability is derived in the following lemma.

Lemma 1: The average packet error probability for trans-
mitting a fixed amount of information D is given by

1

p— -

— 2 22 2L 2% _
Pre=1 ptiln 1+422 P22 ;
ddd kk22(17)

where zy = 2# + 1 and z, = 2# 1.

Proof : Please find the detailed proof in Appendix A.

To facilitate subsequent calculations, we simplify the aver-
age packet collision probability. Due to the strict concealment
constraints, the transmission rate is very small. Therefore, us-
ing a Taylor expaBsmn we approximate the fol]'gmng variable
as L2 D), # D=L, z; D=(4 )+1
and z» D=(4 ) 1. Thus, the average packet error
probability can be further expressed as

) k,d"m +1)

PT, P P—
® 222, L+ 2 D2(C D=4 )+1)

(18)

Furthermore, based on (14) and (18), we can rewrite (16)

as .
De &
= 78(1
2B
According to (18) and (19), we can obtain that AESE is a
cubic equation with respect to blocklength. Therefore, we can
determine the optimal blocklength to achieve the best AESE
using the following lemma.
Lemma 2: The optimal blocklength L is given by

Es s !ZZ
L =27 2;3 P 22I~3 -t
8§G4d 8§4dd

Pre);stL22Z2™: (19)

(20)
where b ¢ represents the It_lslnctlon &at rounds down to the
nearest integer, = D D=(4 ) +1) and =
(322 )2"'(622 )3

PrOOf Please find the detailed proof in Appendix B.




Based on the optimal blocklength provided by Lemma 2, we
can determine the optimal transmission power by substituting
it into (9). Furthermore, the optimization equation (P1) can be
rewritten as

(P2): max_ R (21a)
fq(i)g;fa(i)g;R
1 . .
€t BI 1 oak ()p(q(i)) di
s /0 0g, (1 + 2(ka(i) W + H2)) i
8k 2 K; (21b)

(2); (3); (11c); (11d);

. 2
where p(Q(i)) = Min(Pmax; Pt ).

V. UAV FLIGHT TRAJECTORY STRUCTURE DESIGN

In this section, we construct the optimal flight trajectory
for UAV. Then, we prove that the successive hover-and-flying
structure is the optimal trajectory structure. For the user-
association index a(i), we can prove through Lemma 3 that it
is a function of q(i).

Lemma 3: When the UAV follows the same path or hovers
at a point, the coefficient a(i) does not change with time.
Therefore, a(i) can be reconstructed as a function of q(i).

Proof : Please find the detailed proof in Appendix C.

According to Lemma 3, we can rewrite a(i) as a(q(i)).
For convenience in subsequent analysis, we divide the total
communication task duration | between the UAV and GRs into
N segments, where N is a very large number and ® = 1=N.
During each time ", the UAV either flies at a constant speed
v or hovers in a point. Additionally, for any UAV trajectory
from the starting point (o to the ending point g, the flight
process can be divided into three parts.

Case 1 : When the UAV hovers at a certain point during
the time ", its speed V! = 0. We use f(i)g to represent
the entire trajectory points of the UAV task, where T(i)g
has the same hovering point and the whole length of
portion ® as its hovering duration.

Case 2 : When the UAV flies at its maximum speed, the
speed V! = V. We use fq(i)g to represent the path of
the UAV flying at maximum speed throughout the entire
task, with each segment of the flight sustaining.

Case 3: We assume that the UAV flies at a speed V!
throughout the entire duration, where 0 v’ V. Mean-
while, the flight time for each time is © = Xa=()_do(k
Furthermore, we define the time during which the UAV
flies at maximum speed as ¥ = = Kae® do(k pe
remaining time is denoted as " = © B/ During the

time ", the UAV flies at a speed of {"%s.

Based on the above three cases, we can express (21a) as (22)
(See the top of the this page). By (22), we can see that flying
ataspeed 0 V! V can be reconstructed as the sum of the
paths F(i)g and fq(i)g. Therefore, the entire flight trajectory
of the UAV can be optimized for the successive hoverlng and
flying structure, where i; = # and i, = w Based on
the above derivation, we can transform formula (21a) into

Z, N
oak(1)p(a(i)) .
0 ZB R 2(ka(i) wik® + Hz))dl
o o (q(i))p(aq(i)) .
=, BT i weeeny B
Zp . .
oak (Q(1))p(a(i)) .
+ . B log, (1 + 2 (ka (i) Wil + |_lz))dl.

where | represents the time the UAV flies at maximum speed
V,and =1 1.

Based on the above derivation, we can conclude that the
minimum covert throughput between the UAV and GRs can
be divided into the maximum flight speed phase and the
unrestricted flight speed phase. According to (23), we can
reformulate the optimization problem (P2) as

P3): max R
( )fq(l)gR

! oak(a(i))p(a(i))
sit:: . B log, (1 + 2(ka(i) Wi + HZ)

Zy oak(a(1))p(a(i)) )di

(24a)

ydi

B log, (1
+ . 0g, (1 + 2ka (i) Wik + H2)
R;8k 2 K (24b)
fa(i)g 2 s;8i 2[0; []; (24c)
0 ak(q(i)) 1;8k2K;i2]0;1]; (24d)
ax(q(i)) =181 2[0;1]; (24e)
k=1

where S denotes any UAV flight path.

According to (24b), we note that when the UAV flies at
maximum speed, its optimal throughput remains constant, i.e.,
fq(i)g is part of the optimal trajectory. Therefore, we will
prove in the following lemma that F(i)g represents a set of
hovering points.

Lemma 4:The optimal T(i)g of problem (P3) represents a
set of hovering points.

Proof : Please find the detailed proof in Appendix D.

According to the characteristics of the successive hovering-
and-flying structure, it is clear that the UAV will hover as close
to GRs as possible to maximize minimum covert throughput
when in a hovering state. Therefore, we can conclude that the
UAV will have no more than K hovering points. Therefore,
the optimal trajectory satisfies the following two conditions:
i) following the successive hovering-and-flying structure; ii)
the number of hovering points is less than or equal to K. It
is worth noting that, unlike traditional trajectory discretization
structures, the successive hovering-and-flying structure uses
integration to calculate the throughput of UAVs when flying
at maximum speed with GRs. Therefore, under the successive
hovering-and-flying structure, the throughput between UAV
and GRs does not suffer from discretization errors due to the
discretization process.

VI. PROBLEM REFORMULATION AND SOLUTION

Since it is difficult to solve this infinite variable optimization
problem, we reformulate the problem by introducing a series
of turning points. The UAV can adjust its flight direction at
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these turning points at maximum flying speed. Furthermore,
we obtain the UAV’s reformulated flight trajectory, transform-
ing the problem from one with infinite variables to one with
finite variables. Finally, we solve the problem using the SCA
method.

o Turning points

® Hovering points

Im

° Am+1

Fig. 2: Turning point diagram.

A. Problem Reformulation

According to the optimal UAV flight trajectory mentioned
above, we first represent the m-th hovering point as gy, where
m 2 K. Meanwhile, we set the hovering time of the UAV
at hovering point m as ty,. Furthermore, we use the vector

problem (P3), we also need to calculate the throughput of
the UAV during the maximum speed flight phase. Therefore,
as shown in Fig. 2, we divide the trajectory between each

pair of hovering points into N + 1 segments, where N is the
number of turning points and N
can fit the UAV’s trajectory with maximum speed using N
turning points. To fit the trajectory of the UAV’s entire task
process, we set the trajectory between points Oy, and gm+1 as
, 1. Accordingly, we will
use Q to describe the UAV’s entire task path, i.e.,

(25)

where (o0 denotes the initial point of UAV trajectory, and
Ogk:N+1 denotes the ending point of UAV trajectory. The UAV
will pass through all trajectory points along Q during the
maximum speed flight phase.It is worth noting that increasing
the number of turning points complicates the computation
complexity but allows for a more accurate fit of the UAV’s
trajectory. Hence, we need to adjust the value of N to balance
the fitting accuracy and computation complexity.

For convenience in subsequent analysis, we denote the
distance between two adjacent points Qm:n and Qm:n+1 on
the trajectory as dm:n(Q) = Kdm:n+1  dm:nk. Thus, we can
obtain the relationship between m:n and Qm:n+1 as follows

(@min+1 Am;n)Vi, dm;n(Q)].
dm;n(Q) ’ \ '
(26)

Additionally, due to this phase is the UAV’s maximum speed
flight phase, we have q(i) = qm:n+1.

Based on Lemma 3, we know that the user-association index
a(i) is a function of (i) only. Due to the trajectory points are
constant within a set of UAV trajectories, we reconstruct a(i)
as a series of constants and denote the user-association index

i2][0;

Om:n+1 = Om:n



at hover point qm and on the flight segment dm:n(q) for UAV
communication with GR K as am:.x and am:n:k. Furthermore,
we can express the throughput of the UAV communication
with GR Kk as

o) — + 08m:kP(dm) .
Rk(Q;i;a) rn:1Blogz(1 7ﬁdk(Qm)2 )im
Z dm:n(@ .
+ XX Y B log,(L + Oazm;n;kp(CIm_;n(zl)))di;
m=0n=0 O ik (@m:n(i))
(27
q
where di(q) = kq wyk? + H2 represents the distance

from g to GR k. Meanwhile, (P3) can be reformulated as

(P4): max R (28a)
QiiaR
st Rk(Q;i;a) R;8k2K; (28b)
X XK X
im + 7dm;\r;(Q) I, (280)
m=1 m=0n=0
i 0 (28d)
X X
0 a 1, Am:k = 1 Am:n:k = 1
k=1 k=1
8m2K;8n2 N: (28e)

We can observe that due to (27) is non-convex, which
means (28b) is also non-convex, problem (P4) is non-convex
as well. The optimization problem in (P4) established in
this paper is highly non-convex and nonlinear, which makes
it impossible to directly apply standard convex optimiza-
tion tools to obtain the global optimal solution. For such
non-convex problems, common optimization methods include
branch-and-bound, heuristic algorithms, and iterative methods
based on local convex approximation. Among these, branch-
and-bound has low computational efficiency and cannot meet
the quasi-real-time resource allocation requirements of covert
communication systems. Heuristic algorithms cannot guar-
antee convergence to a specific optimal point. SCA offers
an excellent balance between computational complexity and
feasibility, along with well-defined theoretical convergence
guarantees. In the next two subsection, we choose to adopt
SCA to design an efficient solution algorithm.

B. Hovering Duration Convex Approximation

In this subsection, we use the SCA method to solve the
UAV trajectory during the hovering phase. This allows us
to determine the throughput g?k(Q; i;a) for communication
between the UAV at qm, and the GR k at each hovering point.

It is obvious that F(X) = log,(1 + X) is a concave
function, and (%) = log(1 + 1) is also a concave function.
Furthermore, for formulas log,(1 + %a%:?)’;‘))im, we can

obtain the inequality at point qm as follows

am:kP(dm),. () dk(C]m)2 . OF
lo 1+L | r——————Im+Y 1 dm;
gz( lidk(qm)2 ) m m’kam;kp(qm) m m,lz2n9'1)

(a8 )?p(al)?
( 2dk@R)*+ o0@EIP@S)d(@)2) In2

_ 0@m;kP(dm) (r) dk(Qm)2
Ymik = 10g2(1 + =g 55) + Xk oam)

According to the inequality involving the arithmetic mean,

where Xr(; ;)k = and

are positive.

8ai;::;am 2 RY;aax:::am @M +;:::; +aMh)=m,
equality holds if and only if a; =;:::;= am. We can then
derive

™ _dk(@m)® . GF
r————Im+Y_
mik am;kP(dm) ™ ik

Xg;)kdk(qm)2(Wf;r%;sz(;rr?n;kwsf;rr?n;k) .
® w® wo Im
(W1im:kWaim:k Waim:k)a@m:kP(am)

X0 W Clk(am)® X0 Wi
4W2(;rr21;kwef;rr31;k 4W1(;rr31;kW3$;rr21;kaﬁ1;k
XD W X, i, o
W WD Py AT W W
. (@i
(30)
According to the above inequality, we have Wl(;?q;k =
dk(icr(;g;))z’ 2(rr31k = ig)ag?k’ and Vv’a‘(rr)nk = if(;)p(qg))-

Equality holds if and only if the number of iterations r
reaches its maximum. Thus, we obtain a convex approximation
function for the throughput of the UAV communicating with
the GR k at the hovering point gm, i.e. g?k(Q; i;a) is the
lower-bound concave function for the throughput at hovering
point Qm.

C. Flying Duration Convex Approximation

In this subsection, we use the SCA method to solve the UAV
trajectory during the flying phase. This allows us to determine

the throughput ,(T:;)n;k(Q; i; @) for communication between the
UAV and the GR k along each segment of the flight path.
For the convenience of subsequent analysis, we introduce

an auxiliary variable = #I(Q)' Based on the derivations

from the previous subsection, we can construct the throughput
for the flight phase as
1

08m;n;kP(Am;n(i))
o T )
— dnin(Q) ~ 1 Oam;n;kp(qen;n( )
\ 5, K Zdk(@min( ))?
dm;n(Q)B " 1 dk(qom;n( ))?
v 0 P(@Min( )
+ Yo )d

Z
dm:n\gQ)B 1X(r) ;k( )
0

Z dm;n(Q)
Vv

1+ d

B log,

X )

Ak (Onin (- ))?
am;n:kP(Ah;n ()

m;n

Z(r)

+ =" dmin(Q)B;

€)Y
Qm;n + Qm;n),

X(r) r o(r r r
mik g =g a=al)

m;n;k

where qf.n( ) (Amin+1
" —

Xm;n;k( ) -

Yo )= Yo am =dma(  )af=ag,

m:n R mik ™ “m;n;k
01 Yrgl;k( )d  are all positive.

and

Z(r) —

m;n;k —



dmn(@B * ) G<@nC NP Znnadmin(Q)B
v minik am;n:kP(@h:n( ) %
W(l’) W(r) d B Z, 0 2 Z(r)
1;m;n;k " 2;m;nk m;n(Q) () dk(qm;n( )) m;n;k
(r) (r) Xm:n;k ) 0 d + V] dm:;n(Q)B
VWl;m;n;kWZ;m;n;kam;n:k 0 am:n;kp(Qm;n( )
2 |
) Z =3
Wl;m;n'k B 1 Xr(nr;)n;k( )dk(q?”n;n( ))2
) 0 d
VW o P(Am:n( )
2
)
W2;m;n k B dm;n(Q)sB + ngr:;)n;kdm;n(Q)B
3VVvl(;rn)q;n;kara'n;n;k 3V\Nl(;rn)q;n;kWZ(;rrzmn;k v
2 1
™ z LI (32)
_ o Womna BT X0 COWSR i )dk(@minC )
VWi O Wik P@nn( )
Q) 2
Waminic B dm:n(Q)°B Zr(wzz)n;k
) 3 ) ) \V dm;n(Q)B
3V\Nl;m;n;kam;n;k 3V\Nl;m;n;k\NZ;m;n;k
w® ’B Z,ym G ™ 0 . 13
1minik Xm;n;k( )WS;m;n;k( ) Xm;n;k( )dk(qm;n( )) d
VW o 2p(nin( ))? 2w )
2
)
W23m3n k B dm;n(Q)sB + Zr(T:;)n;kdmin(Q)B .
ngfr%;n;kagn;n;k ngfrr)n;n;kWZ(;rrL;n;k v

By following the inequality transformations from the
previous subsection, we can obtain a convex approximation
expression in (32) for the throughput from UAV to GR
k during the flight phase (See the top of next page).

(n — dm:n(Q)
In—(32), Wl;m;n;k flx(r) ( )dk(qon(wr%( »2 ’
0 Tminik P@MRC )
r r r
W2(r31n k = dm?n(Q(r))ar(“n?n;k and Wé;%;n;k =

dk(q%?,( ))2p(q9${;)n( )) are also all positive. Equality
holds if and only if the number of iterations r reaches its
maximum. Due to dm:n(Q) is a convex function of (Q), we
construct a concave approximation for dm.n(Q) as follows

1

dm;n(QM)

+ (yr(r:;)n+1

. AL (Q):

(r)

dm:n(Q) m;n+1 X(mr?n)(xm;n+1 Xm;n)

(x

yr(r:;)n)(ym:n+1 Ym:n)

(33)
Furthermore, we can reformulate (32) as
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Qi;a) ,

m;n;k

2p(@nin (. ))?

0

X )
4+ m

n

)dic(Gm;n
)

;k(
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. Zunxdiin(Q)B
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(34)
Similar to the previous context, r(;;)n;k(Q; i;a) represents
the throughput of the UAV communicating with GR K during

the flight phase, and it is a lower-bound concave function.
Combining (28b), (30) and (34), we obtain

(r)

m;n;k

o o KK
mik(Q ;@)

m=0n=0

Rk(Q;i;a) (Q;i;a)

m=1
. RO(Q:i; a):
(35)

where equality holds if and only if the number of iterations r
reaches its maximum.

Based on the above derivation, we have approximated (P4)
at point (Q(;i(M;a(M) as a convex form. Therefore, we can
convert (P4) into

(P5): Qr;r?;zgRR (36a)
st RO(Q;ija) R;8k2K; (36b)

(28c); (28d); (28e):

So far, we have transformed the non-convex problem (OP)
into a convex problem (P5). We can now solve it using
convex optimization methods. Specifically, after solving the
relaxed problem, we apply a simple rounding strategy where
the user wit( the maximum association value is selected,

1; if k = arg max; a; (i);
0; otherwise
sures feasibility while maintaining near-optimal performance.
The value obtained after each iteration is used in the next
iteration until the optimal solution is found. The specific
algorithm is shown in Algorithm 1.

In the initialization of the position variable Q(®, we adopt

a simplified initialization method. The UAV initial trajectory

ie,ak(i) = . This approach en-



is set as a straight line from the start point g to the end point
ge, traversing K hovering points, without using any prior
information of the ground receivers’ locations. This makes the
initialization method applicable to arbitrary user distributions.
Although this initialization is simple, it is sufficient based on
the SCA framework. In each iteration, even starting from a
straight-line trajectory, the algorithm automatically adjust the
trajectory to form hovering points near the ground receivers,
because the objective function strongly penalizes long dis-
tances to any user. In the initialization of the position variable
a©®, for each hovering point qﬁﬁ), we associate it with the
GR that has the smallest distance dk(qﬁﬁ)). That is, we set
afg?k = 1 for that k andg§ otherwise. This produces a binary
association that satisfies | am;x = 1 and am;k 2 f0; 1g. The
same rule is applied to the flight phase association indices
afg?n;k. This initial association is both feasible and close to
the expected optimal solution because the UAV tends to serve
the nearest user when hovering. In the initialization of the
position variable i the total mission time 1 is first allocated
evenly among all hovering points and flight segments. Then,
starting from an equal allocation, we slightly increase the
duration of the hovering point corresponding to the GR with
the currently lowest throughput, while decreasing the duration
of the hovering point with the highest throughput, keeping the
total time unchanged.

According to Algorithm 1, we analyze the complexity of the
algorithm. Note that this algorithm is based on the ellipsoid
method for solving, and its complexity is mainly related
to the number of optimization variables and constraints in
the optimization problem. For optimization problem (P5), it
contains Ny = K21 + 2K? + 3K + 4K + 21 optimization
variables and N = K + 1)(K+ (K +1)(1 + 1))+ K +1
constraints. According to the complexity analysis in [38], in
each iteration, the algorithm needs to introduce calculations
for the quantities of Ny and N¢. Therefore, on the basis of
the iteration number ¢, the complexity of Algorithm 1 is given
as

0 gNZ  O(Ny)?O(NyN)

(37)
=0 g NJ+NSN,

In Fig.3, we can observe that as the number of iterations
increases, the minimum covert throughput gradually rises.
When the number of iterations reaches 11, the value of the
optimization objective essentially stabilizes. This indicates that
our proposed algorithm converges efficiently to an optimal
solution within a few iterations.

VII. NUMERICAL RESULTS

In this section, we evaluate the covert communication
performance of interweave cognitive radio networks assisted
by UAV. We set the default values for the parameters

as: K = 5, = 140dBm, B = 15kHz, = 70,
D = 4nats, H = 30m, Pmax = 20dBm, I = 500s,
V =5mss, 2 = 3 =2 2= 3= 280dBm,
¢ = 005 N = 1 wyg = (500;600), wy =

[(220; 260); (360; 270); (910; 90); (780; 620); (870; 750)],

Algorithm 1 Solving the optimization problem in (P4)

Initailization
Initializing (Q(;i(M;a(M), and setting r = 0 and toler-
ance .
Iteration
1: Obtaining Rﬁr)(Q; i;a) based on (30); (34) and (35);
2: Solving the optimization problem in (P5) and obtaining
the optimal local point (Q ;i ;a ) and current optimal
minimum covert throughput R ;
3: if the difference between the current optimal minimum
covert throughput and the previous one is no more than
then
Stop iteration;

else
(QM;i;aM) =(Q ;i a);
r=r+1;

: end if

: return to 1;
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Fig. 3: Algorithm iteration diagram.

Qo = (100; 100) and g = (900; 900). The following figures,
unless otherwise specified, will not change the parameters.

First, we analyze the UAV’s flight trajectory. As shown
in Fig. 4, the UAV takes off from the initial position and
approaches the GRs along the shortest possible path while
avoiding the Warden. Moreover, the UAV’s hovering position
should be as close to directly above the GRs as possible, which
ensures the communication quality between the UAV and the
GRs.

Meanwhile, the successive hover-and-flying structure bal-
ances communication quality and mobility cost, requiring
the UAV to allocate mission time to locate favorable com-
munication positions. Among these, hovering is the optimal
strategy for fully exploiting a favorable location, allowing
the UAV to dedicate continuous time blocks to high-quality
transmission for individual users. Flying at the maximum
speed V reduces the time needed for the UAV to reposition to
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discretely, which will expend substantial computational power
to simulate a continuous ight trajectory. In our work, we
adopt the successive hovering-and- ying trajectory structure,
where the ight path is divided into a series of ight segments
with different constant speeds, and the covert throughput of
each segment is obtained through integration, thus reducing
the computational effort required. Fig. 5 illustrates their tra-
jectories and performance comparation. As shown in Fig. 5,
we can observe that for each xed covertness constrainthe
minimum covert throughput performance under our trajectory
structure, as well as under APF and time-discrete SCP, is
better than that without trajectory optimization. In particular,
our trajectory structure achieves a higher minimum covert
throughput than both APF and time-discrete SCP.

Fig. 4: The UAV trajectory.

Fig. 6: The relationship between the covert constrajnand
the minimum covert throughput for different channel
bandwidths B.

As shown in Fig. 6, the minimum covert throughput be-
tween the UAV and the GRs increases as thegradually
Fig. 5: Performance comparison under different ight jncreases. Conversely, when the B increases, the minimum
structures. covert throughput decreases. This is because a higher covert
threshold relaxes the covert constraints, allowing the UAV to
transmit information with higher power, resulting in better
advantageous locations, thereby maximizing the time availaldemmunication quality between the UAV and GRs. At the
for actual data transmission and improving communicaticame time, smaller channel communication bandwidth leads to
ef ciency. We compare our adopted successive hover-andereased communication time between the Warden and GRs,
ying trajectory structure with other ight strategies, i.e., time-prompting the UAV to adaptively adjust the blocklength to
discrete sequential convex programming (SCP)[24],the artireduce the packet collision probability. As the packet collision
cial potential eld (APF) [39] and no trajectory optimization.probability decreases, the communication quality between the
Here, the APF scheme is interpreted as follows: when th# and GRs improves, resulting in an increase in the
mission time is suf cient, the optimal UAV trajectory exhibitsminimum covert throughput. Therefore, we should choose a
a “hover and y” structure: the UAV ies toward the point lower bandwidth for communication whenever possible, while
with the lowest potential eld at maximum speed, hovers attill satisfying the covert constraints and maintaining commu-
that point to communicate at the maximum rate, and then iesgcation quality. Meanwhile, when B = 10kHz, the minimum
to the destination at maximum speed. The time-discrete S€&vert throughput under all three trajectory structures increases
discretizes the UAV ight trajectory into a large number ofas 4 is relaxed. It is worth noting that, for a xedy, our
time slots and computes the covert throughput within each sfobposed trajectory structure exhibits superior performance.
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Fig. 7: The relationship between the location uncertaijty ~Fig. 8: The relationship between the channel bandwidths B
and the minimum covert throughput for different Warden's and the minimum covert throughput for different UAV ight
average packet generation rate . altitude H.

In Fig. 7, we discuss the impact of GRs location uncertainthie bandwidth B is relatively small, its impact on the minimum
2 and the Warden's average packet generation rate on tieevert throughput is more pronounced. As shown in Formula
minimum covert throughput. AsZ increases, the minimum (20), a smaller bandwidth results in a shorter blocklength
covert throughput between the UAV and GRs decreases. Céor-the UAV's transmitted infor@gtion. Meanwhile, according
versely, as the increases, the minimum covert throughptt the formula P (i) = 2 ¢ 3=(" Ljhq() ] 2), as the block-
increases. This is because higher GRs location uncertaitéggth decreases, the UAV's transmit power increases. Thus, a
enlarges the blocklength for UAV-to-GRs communicatiorsmaller bandwidth leads to higher transmit power for the UAV,
leading to increased packet collision probability and reducéldereby improving the minimum covert throughput. When the
UAV transmission power, thus decreasing the minimum covdsandwidth is small, an increase in bandwidth results in a
throughput. When the Warden's average packet generatiatatively large change in magnitude, accompanied by a sig-
rate increases, the UAV adaptively reduces the blocklengthcant variation in the UAV's transmit power, which causes a
to avoid collisions with the Warden, which results in highenoticeable change in the minimum covert throughput. As the
transmission power and increased minimum covert throughpbandwidth gradually increases, its impact on the minimum
This indicates that we should aim to determine user locatioogvert throughput progressively diminishes. This is because
as accurately as possible and not worry about the Wardehen the bandwidth is suf ciently large, the dominant factors
increasing their communication frequency. Meanwhile, whdimiting the blocklength gradually shift to other parameters
=250, the minimum covert throughput under all three trajecsuch as and 4, causing the variation in blocklength to slow
tory structures decreases gs becomes stricter. It is worth down. Due to this reduced variation in blocklength, the change
noting that, for a xed 2, our proposed trajectory structurein transmit power also slows down, which in turn alleviates the
exhibits superior performance. Moreover, the APF structuire uence of transmit power on the variation of the minimum
signi cantly outperforms the discrete SCP structure. throughput. Therefore, we should choose a lower bandwidth

Next, we discuss the impact of UAV ight altitude andfor communication whenever possible, while still satisfying
bandwidth on the minimum covert throughput. As shown ithe covert constraints and maintaining communication quality.
Fig. 8, when the UAV ight altitude H increases, the minimumWhen H = 20m , the minimum covert throughput under
covert throughput decreases. This is because an increasélithree trajectory structures decreases as B is increased. It
UAV ight altitude results in a longer distance between thés worth noting that, for a xed B, the performance of our
UAV and GRs, leading to increased path loss and, condgjectory structure and the APF trajectory structure is far
quently, reduced communication quality and minimum covegtiperior to that of discrete SCP, and the performance under
throughput. It is worth noting that when the UAV ight altitudeour trajectory structure is slightly better than that of APF.
is lower, changes in altitude have a more signi cant impact on In Fig. 9, we evaluate the impact of the Warden's average
the minimum covert throughput. As the altitude H increasepacket generation rate and variable versus xed blocklength
the effect on minimum covert throughput diminishes. Thistrategies on the minimum covert throughput. When the
is because, at higher altitudes, the impact of path loss @farden's average packet generation rate increases, the UAV
communication quality gradually decreases. Meanwhile, whadaptively reduces the blocklength to avoid collisions with
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Fig. 9: The relationship between the Warden's average Fig. 10: The relationship between the maximum transmission
packet generation rate and the minimum covert throughput power R,ax and the minimum covert throughput for
for different blocklength L setting strategy. different location uncertainty?.

the Warden, which results in higher transmission power afihax - When Frnay increases to a certain value, the minimum
increased minimum covert throughput. This indicates th§@vert throughput remains unchanged. It is worth noting that,
we should aim to determine user locations as accurately querall, the performance_ under our trajectory structure is better
possible and not worry about the Warden increasing théffan that of APF and discrete SCP.
communication frequency. When L is xed, the minimum
covert throughput remains unchanged as the Warden's average
packet generation rate increases. However, if L is optimized,
the minimum covert throughput gradually increases as
increases. As derived, when L is xzed, the UAV's transmission
power p(q(i)) = MNP max ; %) and as long as the
transmission power meets the covert constraints, the minimum
covert throughput remains unaffected. If the UAV optimizes
L, it will adaptively reduce L as increases to avoid packet
collisions, which increases p(q(i)) and consequently raises
the minimum covert throughput. Thus, optimizing L is indeed
meaningful.

As shown in Fig. 10, when R, gradually increases, the
minimum covert throughput rst increasz,es and then stabilizes.
We have p(q(i)) = min(P max;f%). When Prax

2

is less than%, p(@(@)) = P max, SO as Rax
increases, p(q(i)) also increases, resulting in better commu-
nication quality and increased minimum covert throughput.

2 . 2 . . . .
When PBhpax exceeds%, p(a()) = % Fig. 11: The relationship between the covert constrajnt

so p(q(i)) remains constant as R« increases. Additionally, and the minimum covert throughput for different task time 1.
as 2 increases in Fig. 10, the minimum covert throughput

signi cantly decreases, further con rming that a largérleads Finally, we discuss the impact of UAV task time | on the
to reduced channel quality and thus lower minimum coveminimum covert throughput. In Fig. 11, as | increases, the
throughput. This is because higher GRs location uncertairmtyinimum covert throughput also increases. This is because a
enlarges the blocklength for UAV-to-GRs communicatioripnger | allows the UAV to better t its ight path closer
leading to increased packet collision probability and reducéd the GRs, providing more time for communication and
UAV transmission power, thus decreasing the minimum coverducing path loss, which improves communication quality
throughput. Moreover, wherg = 20 , the minimum covert and thus increases the minimum covert throughput. However,
throughput under all three trajectory structures increases withis important to note that when covert constraints are very



strict, the impact of | on the minimum covert throughputi1]
is minimal, as these stringent constraints signi cantly reduce
communication quality, making the effect of small changq§2]
in | negligible. When covert constraints are relaxed, the
impact of | on the minimum covert throughput becomes
signi cantly greater. As shown in Fig. 11, when | = 600s, 13]
the minimum covert throughput under all three trajectory
structures decreases agis relaxed. It is worth noting that, for [14]
a xed g; the performance of our trajectory structure and the
APF trajectory structure is far superior to that of discrete SCfs
and the performance under our trajectory structure is slightly
better than that of APF. [16]

VIIl. CONCLUSION [17]

This paper investigated covert communications in UA\,f—18
assisted ICRNs, which aims to maximize the minimum covert
throughput for ensuring the fairness of covert communica-
tions by a joint optimization of UAV trajectory, power andl*®
user-association. It was formulated as a nonlinear nonconvex
optimization problem. To solve this problem, we derived thig0]
optimal transmission power of UAV and user-association index
as analytical expressions of users' positions, respectively. \{yg,
also designed the UAV trajectory structure. Then, we obtained
the maximum value of the minimum covert throughput b
a successive convex approximation method.The numeriléaﬁ]
results illustrated that a careful setting of parameters such as
the transmission power, trajectory and blocklength of the UAZ?!
can signi cantly improve the minimum covert throughput.
An interesting direction for future work is to analyze UAV[24]
spectrum sensing, particularly in non-cooperative communi-
cation scenarios where the UAV lacks prior knowledge of thes,
Warden's spectrum holes. We further analyze the spectrum

sensing in the successive hovering and ying structure. 26]
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