On Joint Covert and Secure Communications in
D2D-Enabled Cellular Systems

Ranran Sun, Bin Yang, Yulong Shen,Xiaohong Jiang, Senior Member, IEEE, and Tarik Taleb, Senior
Member, IEEE

Abstract—This paper explores the joint covert and secure commu-
nications in a device-to-device (D2D)-enabled cellular system (DCS)
consisting of a base station BS, an eavesdropper Eve, and two user
equipments UE and UR. To conduct secure communications with UE
against Eve, BS works either under the cellular mode using direct
transmission or under the D2D mode replying through UR, while UR
is greedy since it opportunistically transmits its own covert message
to UE against the detection from BS. To understand the fundamental
performance of secrecy rate and covert rate in DCS, we first develop
theoretical models to depict the detection probability/secrecy rate of BS
and covert rate of UR under different modes (i.e., underlay, overlay,
or cellular). Based on these models, we further explore the secrecy
rate maximization (SRM) for BS subject to the constraints of detection
probability at BS and transmit power at both BS and UR, as well as
the covert rate maximization (CRM) for UR subject to the constraints of
covertness requirement and covert transmit power. Finally, we employ
the Newton-based searching method to solve the SRM/CRM problems
and illustrate via numerical results the achievable secrecy rate and
covert rate of BS and UR under various DCS scenarios.

Index Terms—Device-to-device, physical layer security, covert commu-
nication, secure communication, performance analysis.
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Evice-to-device (D2D)-enabled cellular systems (DC-

Ss), which enable the direct communications between
nearby devices to be conducted without relaying through a
base station (BS), have emerged as a new paradigm in 5G
and beyond mobile communication systems [1]-[3]. Such
D2D direct communications in close proximity have the po-
tential to achieve high data rate, low delivery latency, large
cellular coverage and good load balance, and thus can bring
benefits to various proximity-based applications such as
local business, emergency communications and Internet-of-
Things (IoT) [4], [5]. However, due to the inherent broadcast
nature and openness of wireless communications, security
becomes a major challenge that hinders the wide deploy-
ment of such DCSs [6].

Physical layer security (PLS) technology that exploits the
inherent random characteristics of wireless channels (e.g.,
fading and interferences) to implement secure information
transmission, is now recognized as a highly promising ap-
proach for security guarantee in DCSs [7], [8]. By now, lots of
research efforts have been devoted to the applications of PLS
in DCSs to achieve secure communications [9]-[15] or covert
communications [16]-[31]. The secure communications aim
to prevent eavesdropping attacks from intercepting the
content of wireless communications, while the purpose of
covert communications is to prevent detection attacks from
detecting the existence of the wireless communications.
Although the available works study the secure communica-
tions and covert communications separately, we may need
to jointly consider both secure and covert communications
at the same time for some critical applications in DCSs.
For instance, for DCS-based military communications, sol-
diers/leaders from friendly troops usually require secure
communications to transmit secret message without being
intercepted by spies, while the spies require covert commu-
nications to avoid their communications being detected and
thereby exposing of their identities.

The joint covert and secure communications in wireless
systems was explored in some recent works [32]-[37]. The
work in [32] studied the average rate maximization subject
to both the covert and secure communication requirements
in a single hop wireless system consisting of a source, two
receivers, an eavesdropper and a warden, where eaves-
dropper attempts to intercept the transmission content from
source to one receiver, and the warden tries to detect the
transmission from source to another receiver. The work



in [33] explored the secrecy rate maximization in a two-
hop untrusted relay system under the covertness constraint,
where the untrusted relay intercepts source’s message and
the warden detects the communications via the source-
relay-receiver link. The work in [34], [35] studied a secure
and covert communication for ultra-high reliability and low
latency systems with the help of artificial noise, where
the secrecy rate maximization problem is explored under
the covertness constraint. The work [36] further explored
the optimization problem for secrecy rate maximization
in the reconfigurable intelligent surface (RIS)-empowered
systems. Our previous work [37] investigated the covert
rate maximization in a D2D-enabled uplink cellular net-
work with secrecy constraint, where a transmitter attempts
to covertly transmit message to a base station (BS) with
the help of an untrusted relay adopting the amplify-and-
forward transmission protocol, while the relay also tries to
eavesdrop message from the transmitter. Although the work
[33] explores the joint covert and secure communications in
a two-hop system relaying through an untrusted relay who
intercepts the message from the source, our work mainly
focuses on the greedy relay assisted secure communication
against the warden in the D2D-enabled cellular system,
where the greedy relay tries to transmit its own message
covertly without being detected by the source. It is notable
that the research results in [32]-[36] are not directly appli-
cable to the DCS scenario since the fundamental issues of
mode selection, spectrum sharing and interference in DCSs
are largely ignored in above works. Specifically, in DCSs
each user can either select the cellular mode to communicate
with BS or the D2D mode to communicate with its nearby
user according to a pre-designed mode selection scheme.
Furthermore, under the D2D mode, each user can operate
over either underlay mode reusing the cellular spectrum
or overlay mode using a dedicated spectrum. Here, the
spectrum sharing in underlay mode can further cause in-
terference among links sharing the same spectrum.

It is notable that the joint covert and secure commu-
nications are desired in many application scenarios. For
instance, the security and privacy protection of health data
is crucial for all patients and healthcare institutions. In such
a scenario, the health data is usually transmitted from a
base station (BS) to a terminal, while ensuring that it is not
eavesdropped by a malicious user. On the other hand, when
the BS is far away from the terminal, it first transmits data to
a relay and then the relay forwards the data to the terminal.
To stimulate relay cooperation, the BS allocates energy and
spectrum resources to the relay for only forwarding the data.
However, the relay also wants to utilize these resources
to covertly transmit its own data to the terminal, while
ensuring that it is not detected by the BS.

As an attempt towards the study of joint covert and se-
cure communications in DCSs, this paper considers a down-
link DCS consisting of a base station BS, an eavesdropper
Eve, and two user equipments UE and UR. The BS can work
either under the cellular mode using direct transmission
or under the D2D mode relaying the message through UR
when BS is far away from UR. The Eve attempts to intercept
message from BS and UR under these two modes. Addition-
ally, BS allocates resource (e.g., spectrum, power) to UR only
for forwarding its message. However, UR is greedy such
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that it also uses the resource to opportunistically transmit
its own message to UE covertly. Thus, BS attempts to detect
the existence of the covert transmission, while UR wishes
to hide the transmission process. Specially, under the D2D
mode, the underlay and overlay strategies can be applied
for spectrum sharing, where the underlay allows UR to
reuse the cellular spectrum and overlay allows UR to use
only a dedicated spectrum. Note that the network scenario
and the decode-and-forward transmission protocol adopted
by the relay in this paper are different from these in [37].
This means that the theoretical analyses are fundamentally
different in these two papers.

The main contributions of this paper can be summarized
as follows.

e For the DCS, we design a mode selection scheme
based on received signal strength (RSS), where the
BS adopts the cellular mode to directly communicate
with UE if RSS at UE is no less than a pre-determined
threshold, or adopts the D2D mode to communicate
with UE by replying through UR, otherwise.

o We derive the maximum detection probability and
secrecy outage probability of BS under different
modes (i.e., cellular, underlay and overlay), and also
provide theoretical modelling for the secrecy rate of
BS under these three modes, respectively. Based on
these results, we then explore the optimal settings of
transmit powers at both BS and UR for the secrecy
rate maximization (SRM) of BS under each mode.

e We further derive the covert outage probability and
covert rate of UR under the underlay and overlay
modes of D2D transmission, and also explore the
optimal setting of transmit power at UR for covert
rate maximization (CRM) of UR subject to the secure
communication constraint from BS.

e Finally, we provide extensive numerical results to
illustrate both the achievable secrecy rate of BS and
covert rate of UR under different DCS scenarios.

The rest of this paper is organized as follows. Section
II presents the related works. Section III introduces the
system models. Section IV and Section V provide theoretical
modeling and optimization of system performances from
the perspective of BS and UR, respectively. We provide the
extensive numerical results in Section VI. Finally, Section VII
concludes this paper.

2 RELATED WORKS
2.1 Secure Communications

By now, many works have focused on the study of PLS-
based secure communications in DCSs [9]-[15]. The work
in [9] proposes a joint guard zone and threshold-based
access control scheme for the D2D users to maximize the
secrecy rate of cellular links. The performances of both
cellular and D2D links are further explored in terms of
the secrecy outage probability and probability of non-zero
secrecy rate of cellular link as well as the outage probability
of D2D link [10]. Based on stochastic geometry theory, the
work in [11] studies the connection probabilities and secrecy
probabilities of both the cellular and D2D links, where the
locations of users follow the distribution of Poisson point



process (PPP). Using Poisson cluster processes (PCPs) to
model the locations of users, the work of [13] examines the
coverage outage probability and secrecy outage probability
of D2D links. A closed-form expression is derived for the
probability of achieving nonzero secrecy rate of cellular
link, where the transmission power of D2D users can be
flexibly controlled [12]. Reconfigurable intelligent surfaces
are used to reduce the outage probability of D2D link while
improving secrecy performances of cellular link in terms of
the secrecy outage probability and the probability of non-
zero secrecy rate [14]. Note that all above works largely
ignore the fundamental spectrum sharing-based mode s-
election and spectrum partition issues. The work in [15]
proposes a mode selection scheme allowing D2D pairs to
select between the underlay and overlay modes as well as
a spectrum partition scheme to partition spectrum between
cellular users and overlay D2D pairs. The secrecy rate and
secrecy outage probability are further derived under these
two schemes.

2.2 Covert Communications

Covert communications have been investigated in various
wireless systems mainly including the scenarios of single
hop [16]-[21], [26] and two hops [22]-[25]. Recently, some
initial works conduct the studies of covert communications
in DCSs [27]-[31]. The work in [27] proposes a power control
scheme to guarantee the covert communications of D2D
links, and illustrates the improvement of covert rate perfor-
mance under such a scheme. Sum covert rate maximization
of D2D links can be obtained by jointly optimizing spectrum
allocation and power control [28], and by jointly optimizing
the user trust degree and spectrum allocation [29]. Two
artificial noise injection schemes are proposed to confuse
the detection of wardens and the covert rate maximization
of D2D link is further explored under each scheme [30]. The
work in [31] first designs a safety area based relay selection
scheme such that wardens cannot detect the existence of
D2D communications, and then maximizes the covert rate
of cellular links by jointly optimizing relay selection and
transmit power of D2D users.

3 SYSTEM MODELS
3.1 System Model

(a) Cellular mode

(b) D2D mode
— - — > Interference Link /¥ Self-interference
N~

— Cellular Link — -+ —» Detection Link

— D2D Link — — — Eavesdropping Link

Fig. 1: System Model.

TABLE 1: List of key notations

Notations Description
hi j Channel coefficient from node ¢ to node j
d; Distance between node ¢ and node j
o7 Noise variance at node 4
Py Transmit power of BS
pmax Maximum transmit power of BS
PP Transmit powers of UR for forwarding
e messages from BS and for covert messages
pmax Maximum transmit power of UR
T for forwarding messages
[ Self-interference cancellation coefficient at BS
T Detection threshold at BS
Py, Threshold of RSS-based mode selection scheme
R Desirable covert rate
EZ (EZ) Covert rate under underlay (overlay) mode
Rs Desirable secrecy rate
6 6 =2%s
" n = 2%
“w w=2Fc — 1
) 5 =221
P, Detection probability at BS
ce Secrecy rate between BS and UE
s under the cellular mode
Ccw, Ccv! Average secrecy rates under Hy and H;
w0 00 SINRs from BS to UE under
SINR{e (SINRg the underlay (overlay) mode when Hy is true
wl ol SINRs from BS to UE under
SINRg: (SINR{ the underlay (overlay) mode when Hj is true
SINRYP(SINRZD), SINRs at node ¢ under the underlay (overlay)
SINR?l(SINRfl) mode when Hg and H; is true, respectively
Ps Probability of selecting cellular mode
Ps, Secrecy outage probability under cellular mode
Pud (poo ) Secrecy outage probability under
sopl~ sop underlay (overlay) mode when Hy is true
pul (pol Secrecy outage probability under
sopl sop underlay (overlay) mode when Hj is true
Pu(Po Covert outage probability
cop V- cop under underlay (overlay) mode

As illustrated in Fig. 1, we consider a downlink transmis-
sion scenario in a D2D-enabled cellular system consisting of
a BS, an eavesdropper Eve, and two user equipments UR
and UE, where the BS can operate over two communication
modes (i.e., cellular and D2D) according to a received signal
strength (RSS)-based mode selection scheme. In the scheme,
if RSS at any user equipment (e.g., UE) is no less than a
threshold P;;,, BS selects the cellular mode under which
BS directly sends message to UE. Otherwise, it selects the
D2D mode under which another user equipment (e.g., UR)
employs decode-and-forward protocol and full-duplex op-
eration to simultaneously receive and forward the message
from BS to UE. According to the IEEE 802.11, the received
signal strength indicator (RSSI) is presented to represent the
signal strength. Wireless hardware manufacturers give the
RSSI and the corresponding RSS threshold for every wire-
less hardware product. Thus, the RSSI and corresponding
RSS threshold can be used to decide P;;,. Herein, Eve tries to
eavesdrop the message transmitted from BS to UE silently.
For the cellular mode, Eve intercepts the message only from
BS. As for the D2D mode, UR not only forwards the legit-
imate message from BS, but also attempts to covertly send
its own message simultaneously. As a result, BS needs to
detect the existence of the covert transmission. Meanwhile,
Eve receives signals from BS and UR simultaneously aiming
to intercept the message. Here, BS and UR adopts full-




duplex communication mode, due to the fact that BS not
only sends message, but also receives signal to detect the
covert communication simultaneously, while UR utilizes it
to improve spectrum utilization and achieve a higher data
rate.

We consider two spectrum resource sharing manners in
the DCS, namely underlay and overlay, where there are
in total six types of links, i.e., cellular, D2D, interference,
self-interference, detection and eavesdropping links. Under
the underlay mode, the D2D link from UR to UE reuses
the same system spectrum resource with the cellular link
from BS to UR. Thus, there exists interference between these
two links. Since BS transmits legitimate signal and also
receives signal from UR simultaneously, there exists self-
interference at BS from its transmission to its reception.
Under the overlay mode, the system spectrum resource
is evenly partitioned into two equal-sized and orthogonal
resource blocks, and each of the D2D and cellular links uses
a different resource block such that there does not exist
interference between them. We assume that UE and Eve
have a single antenna. The total bandwidth of the system
spectrum resource is W MHz. Without loss of generality
W is set to 1 throughout this paper. Additionally, the key
notations used in this paper are illustrated in Table 1.

3.2 Channel Model

The quasi-static Rayleigh fading channels are used to model
the wireless links in our concerned DCS. In the fading
channels, each channel coefficient h; ; from a transmitter 7 to
a receiver j remains unchanged in one slot while changing
independently from one slot to another. h; ; is a complex
Gaussian random variable with zero mean and variance
UE ; = d; ', where a denotes the path loss exponent and
d; ; denotes the distance between i and j. Here, i € {s,r}
and j € {s,r,d, e}, where s, , d and e are associated with
BS, UR, UE and Eve, respectively. Specially, h5 s and h,. , are
the coefficients of the self-interference channels at BS and
UR, respectively. ds s and d,, are the distances between
the receiving and transmitting antennas at BS and UR,
respectively. We use n, n,, nq and n. to denote the additive
white Gaussian noise at BS, UR, UE and Eve with variances
02,02,03 and 02, respectively. With long-term observations,
we assume that BS, UR and Eve can know the statistical
channel state information (CSI) of each channel [17], [24].
We also assume that BS employs a transmit power P;, and
allocates transmit power P, to UR only for forwarding BS’s
message, where P, < P and P, < P,

3.3 Detection Model

In our study, when the greedy UR forwards the message
from BS to UE, it may also covertly transmit its own message
simultaneously. To decide the existence of the covert trans-
mission, BS conducts a binary hypothesis testing including
null and alternative hypotheses based on his observations.
The null hypothesis Hy states that UR did not transmit
covert information to UE while the alternative hypothesis
H; states that UR transmitted covert information. For the
underlay and overlay modes, the received signal y; () at BS
under Hy and H; are given by

A+ oPshs sz5(i),  underlay mode.

Ho : ys(i) = { A, overlay mode. @

A + v Pchs,rmc(i)
+v @Pshs,sxs(i)?
A+ /Pehsrxe(i),

where A = \/P.hs ,2,(i) + ns(i), and P, is the transmit

power of covert message at UR. (i) and z,(i) represent
the ith transmitted signal at BS and UR, respectively, z.(¢)
represents the ith covert signal at UR, and they satisfy that
E[lzs(i)]?] = 1, E[|z,.(i)|*] = 1 and E[|z.(i)|?] = 1, where
E[-] denotes the expectation operator, ¢ = 1,2,--- ,n is
the index of each signal and n is assumed to be infinity,
ie, n — oo. ¢ denotes the self-interference cancellation
coefficient at BS. Since the codeword of the signal from BS
is known to itself, we consider that BS can cancel the self-
interference from the signal to his reception perfectly by
utilizing the self-interference cancellation technology [38],
i.e., ¢ = 0, which corresponds to the case that BS detects
the covert transmission without being affected by the self-
interference!. According to (1) and (2), we know that the
received signals at BS have the same expression under the
underlay and overlay modes, which can be rewritten as

Hi:ys(i) = underlay mode.  (2)

overlay mode.

. A, Hp.
s(i) = {A +VP.hsae(i), Hi. ®)
Based on the received signal vector ys =

[ys(1),ys(2),- -+ ,ys(n)], BS decides whether ys is from Hy
or H;. According to Neyman-Pearson criterion, BS uses
the following threshold-based decision rule to minimize its
detection error [39],

D
Yo 2, (4)

where Y, = 2377 |y,(i)|? is the average power received
at BS in a time slot, Dy and D; represent these two deci-
sions of BS that it approves Hy and Hj, respectively, 7 is
the detection threshold. We consider an infinite number of
received signals at BS in each time slot, i.e., n — oo, then
the average power received at BS is given by

Y. — PTWS,TP"'U??
s Pr|hs,7“‘2 +P0|hs,r‘2 + 02

ERl

H,.
Hj )

According to (4) and (5), BS has to make a decision
on whether UR transmits covert signals or not. We use
detection probability P; to measure the detection perfor-
mance at BS, which is defined as the probability that BS can
successfully detect the covert transmission at UR under the
D2D mode. Formally, we formulate Py, as

P,=1- Pg, (6)

1. ¢ = 0 indicates that BSs detection for the covert transmission of
UR is not affected by the self-interference. From the perspective of
BS, the self-interference negatively affects its detection and results in
the decrease of detection probability. If the covert communication of
UR can be achieved in the case ¢ = 0, UR can also achieve covert
communication in the case ¢ > 0.



where Pg is the detection error probability at BS, which is
expressed as [24]

Pp =Pra+ Pup (7)

where the probability of false alarm Pp4 = P{Y, > 7|Ho}
represents the probability of the event that BS makes a deci-
sion D; to approve H; while H is true, and the probability
of missed detection Py;p = P{Y, < 7|H;y} represents the
probability of the event that BS makes a decision Dy to
approve Hy while H; is true, therein P{-} is the probability
operator.

3.4 Performance Metrics

We give the definitions of performance metrics as follows.
Secrecy rate: It is defined as the expected secrecy rate

under these two cases that UR transmits and does not trans-

mit covert message. At the secrecy rate, BS can successfully

transmit message to UE without being intercepted by Eve.
The secrecy rate denoted as C? can be expressed as

C! = Py,CY° + Py, C', ®)

where v € {c,u, 0}, ¢, u, 0 denote the cellular, underlay and
overlay modes, respectively, C*° and C'! are the average
secrecy rates under the conditions that Hy and H; are true,
respectively, Py, and Py, are the probabilities that UR does
not transmit covert message and transmits a covert message,
respectively. Specially, when UE selects the D2D mode, these
two hypotheses would occur with equal probability (i.e.,
By, = Py, = %) due to the fact that BS did not know which
hypothesis would occur [17], [40]. When UE selects the
cellular mode, there does not exist covert communications
(i.e, Pg, = land Py, =0).

Covert rate: It is defined as the transmission rate from
UR to UE without occurring secrecy and covert outages
under the D2D mode. At the covert rate, BS can detect
the existence of the transmission from UR to UE with an
arbitrarily low probability.

The covert rate R can be formulated as R = R.P{(1 —
P)(1 — Ps), where R, denotes the desirable covert rate,
P denotes the probability that UE selects D2D mode,
P5 denotes the secrecy outage probability that UE cannot
successfully receive the secure message, and P; denotes
the covert outage probability that UE cannot successfully
receive the covert message.

To derive these performance metrics, we also give the
following basic expressions on instantaneous secrecy rate
and instantaneous covert rate under the cellular and D2D
modes, respectively.

1) Cellular mode: The signal-to-noise-ratio (SNR) 7sq
at UE and the SNR 73 at Eve can be determined as

Yed = %, and 73 M, where 754 and 73 are

the exponentially distributed random variables with mean
P.d75 Pd;

Asd = g; 4 and A3 = o respectively. According

to [15], we can determine the instantaneous secrecy rate C¢
under the cellular mode as
Cs = logy(1 + vsa) — log(1 +3)]™, ©)

where [v]T = max[v, 0].
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2) D2D mode: We give the basic expressions under the
underlay and overlay modes, respectively.

Under the underlay mode, when Hj is true (i.e., trans-
mission without covert message at UR), the signal-to-
1nterference—plus—n01se -ratio (SINR) SINR“0 at UR, the one

SINRY? at UE and the one SINR“’ at Eve are glven by
w0 _ _ Pilhss® _ _Prlheal®
SINRY" = Gpfi ooz = 501 SINRY” = piisor =
+1’ and SINR"O = M = 72 + 73, where

qb denotes the self-interference Cancellatlon coefficient, and
different values of ¢ € [0,1] correspond to different can-
cellation levels of the self-interference signal at UR. 7, =

P, |hs -? _ ¢Pr \hw|2 P, \hre\ Pr|hr.al®
Y Y2 = —Hipe and = T
. P d; q5P d Podo®
w1th means \; = U;f’r, A = , Ay = U;e and
Ay = —5%, respectively.

Smce UR employs decode-and-forward protocol, the
end-to-end SINR SINR{ from BS to UE is given by [41],

SINR®: = min{SINR"’, SINR4"} = min{ tl - Z: 1];10)

Therefore, the instantaneous secrecy rate C“? of the channel
from BS to UE under Hy can be expressed as

C"0 = [logy (1 + SINR{Y) — logy (1 4+ SINRU))| . (11)

When H; is true (i.e., transmission with covert message
at UR), the SINR SINR“1 at UR, the one SINR at UE and
the one SINRY! at Eve under H; are given by SINR"! =

st = s SINRY = mai‘zﬂilg e

Sy and SINRY! = Pl lelt — a5 where

Prl = P?""'Pcr’Yyl- = %/7 = %aﬂd% =

L‘Z;""‘I? with means \} = ¢P’ d’(: ;A5 = P;ig‘j and \g =
—5:<, respectively. The end-to- end SINR SINR{; from BS

to UE under H; is determined as

SINRYE = min{SINR"!, SINR4"'} = min{ SE

1+1 Y5+ vsa + 1
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Then, the instantaneous secrecy rate C*! of the channel
from BS to UE under H; can be formulated as

C' = [logy(1+ SINRYE) — logy(1 + SINRY)F. (13)

Consider the transmission of covert message from UR to
UE, the SINR SINR} at UE under the underlay mode can be
determined as

Pc|h g — 5 (14)
Pr|hr,d|2+PS‘hS,d|2+Jg Y4+ Vsa+1
Then, the instantaneous covert rate C} from UR to UE is
expressed as

SINR? =

Cy = logy(1 + SINRY). (15)

Under the overlay mode, since Eve adopts the maximal
ratio combining (MRC) to maximize its received SNR [42],
when Hy is true, the SNR SNR®” at Eve can be determined
as

Pylhye|? + Pylhs.e|?

2 =2 +73.
Oe

SNR?? = (16)



We also obtain the SNR SNR?’ at UR and SNRY’
UE under Hj as SNR"0 = Delherl” _ ~1 and SNR"0 =

[72
M = 4. Then, the end-to-end SNR from BS to UE is
glven by

SINR?Y = min{SNR®’, SNR"} = min{v;,14}.  (17)
Thus, the instantaneous secrecy rate C° under the over-
lay mode is determined as
1 1
c° = [5 loga (1 + SINRZ) — = 5 loga(1+ SNR)|*. (18)
When H; is true, the SNR SNRB S at Eve from BS
and the one SINRY at Eve from UR can be given by

BS __ Py ‘hg F‘ R __ Py |h7‘ e’l — _72
SNR 70 Y3 and SINR = Polhre2+02 — e+l

By adopting MRC, the total SINR at Eve is determined as

SINR?! = SNR?® + SINRF = 2 (19
€ € € Jr 1
The SNR SNR?' at UR and the one SINRS' at UE are giv-
o Pslhs .| 0 Pyrlhy.al®
eI:lY by SNer = % =7 and SINRdl = ﬁ =
4
¥5+

’ Based on the decode and forward protocol at UR, the
end-to-end SINR SINRY}, from BS to UE can be determined
as

SINRYEL = min{SNR%!, SINR'} = min{~;,

4
. (20
I @)
Then, the instantaneous secrecy rate Cgl under the over-
lay mode is expressed as
1 1
Ccol = [5 loga (1 + SINR?L) — 5 loga (14 SINRZYH)| T (21)
For the transmission of covert message under the overlay
mode, the SINR SINR? at UE is given by
P, |hr d‘2 V5

SINR? — ¢l _ ‘
© Pr|hr,d|2+0-§ 74+1

(22)

We then express the instantaneous covert rate Cj from
UR to UE as

1
Cf =  logs (1 + SINR?). (23)

4 SECRECY PERFORMANCE FROM THE PERSPEC-
TIVE OF BS
In this section, we first derive the detection probability of BS,

and then provide the modeling and optimization of secrecy
rate performance under different modes.

4.1

First, we need to derive these two probabilities of false alarm
and missed detection at BS under the D2D mode, which are
given in the following theorem.

Detection Performance at BS

Theorem 1. We use Py 4 and Py, to denote the probabilities of
false alarm and missed detection under the mode v, respectively,
where v € {u, 0}, u denotes the underlay mode and o denotes the
overlay mode. Then, we have

" L T <o2,
= 7_70_2
PFA 17113’1’0 eXp(_ P dfscx )7 T > 0—37 (24)
sop r&s,r
and
0, T < o3,
Py = P 25
VDT b (1 —exp(— ), el &)
where PYY, denotes the secrecy outage probability under the mode

v and will be given in the Theorem 5, and P} = P. + P,..

Proof. We first derive these two probabilities under the
underlay mode. Let B denote the event that secrecy out-
age does not occur, the probability of the event occurring
P{B} = 1 — P%). Given that the events Hy and B have
already occurred, the probability of false alarm Py, can be
determined as

PE 4 = P{Y: > 7|Ho, B} = P{P,|hs.|* + 0> > 7|B}
1, T <ol

= 7’{|hw|2 Ty P{BY
=P{B}~ fT o2 f\h”F( z)dx

. (9
T > 05.

Note that the channel gain |h; j|* is an exponentially
distributed random variable with mean d; ;" g thus the prob-
ability density function (PDF) of |h; ;|? is given by

fini s (@) = (

T

- df) (27)

dij

P{B} has been given in the above. By substituting f, .j2(x)
into (26) and calculating the integration, P¢ 4 in (24) follows.

The probability of missed detection P}, can be deter-
mined as

P;\LJD =P{Ys < 7|H1,B} = P{Prlhsm“z + Pclhs,r‘z + 0'5 < 7|B}
0, T Saﬁ

Pllhenl? < 555 }P{E}
= gg’ (28)

—

= 73{3}71 fo

Fing 2 (@)dz

‘r>0§.

By substituting f,, ;2(z) given in (27) into (28), Pyp
in (25) follows. Similar to the derivations of P}, and
P} p, we can also obtain the probabilities of false alarm
and missed detection Pp, and Py, under the overlay
mode. O

Thus, we can obtain the detection probabilities under the
D2D mode based on the definitions of (6) and (7).

We further derive the maximum detection probability
under different modes. Towards this end, we need to i-
dentify the optimal detection threshold for minimizing the
detection error probability, which is given in the following
theorem.

Theorem 2. We use 7* to denote the optimal detection threshold
at BS, and use Pg* to denote the corresponding minimum detec-
tion error probability under the mode v, where v € {u, o}, u and
o represent the underlay and overlay mode, respectively. Then, we
have

PPy P!

2 P (29)



and
P, Pl Pl Pl
pv*— — — (1 — " n " In =), 30
E 17PU0( exp( P PTH exp( i PT)) (30)

Proof. We now determine 7% and Pg* under the underlay
mode. Since the detection error probability Pj equals to the
sum of Pp 4 and P}, we have

., <ok
Pg= 1 T—o} 2
@(1*@(1’( Pla a)+exp( Praza))h T >0

€2Y)

We can see from (31) that if 7 > 0 , P < 1. Otherwise,
Pi =

To determme 7* and Pg*, we take a derivation of Pg
with respect to 7 when 7 > 2. Then,

opy 1 exp(_P}d;é?) eXp(_PTds_\?.) N
or P;z,%( Plss  Pdsg ) (2
p! P d-
Let apE = 0, we have 7 = a + =r 1 . When
P P d- 1
T < o4 e = In PT aPE < 0. This means that Py de-
p} P ;e

creases with the increase of 7. When 7 > o2+ -"—-="In

68% > 0, which indicates that Pj increases w1th the
increase of 7. Thus, the optimal detection threshold 7* =
o2 + % In & 7~ We can also obtain the corresponding
mmlmum “detection error probability Pi* by substituting
7* into (31).

Similar to the derivation process of 7* and Py* under
the underlay mode, we can also obtain the 7* and Pp*
under the overlay mode. Specially, the optimal detection
thresholds under these two modes are the same. It is because
the received average powers at BS under both modes are
the same under the assumption that BS can cancel his self-
interference perfectly. O

Thus, we can determine the optimal detection probabili-
ty P;* under the mode v as P}* =1 — Pp*.

We further give the following special case for the Theo-
rem 2 to provide an insight.

A special case of Theorem 2 is that the optimal detection
threshold T* = o2 and the corresponding minimum detection
error probability tends to 1, when the secrecy transmit power P,
allocated by BS is much larger than the covert transmit power P,
at UR.

4.2 Secrecy Rate under the Cellular Mode

4.2.1 Secrecy Rate Modeling

Under the cellular mode, the secrecy rate from BS to UE is
given in the following theorem.

Theorem 3. We use C¢ to denote the secrecy rate under the
cellular mode. Then, we have

s — (9)\3+Asd)hl2 [ (E)_ (Asd)]’ ( )

where ®(z) = e"Ei(—x), Ei(—z) = — [[Te 't dt, 6 =
2fs P, is the power threshold for RSS-based mode selection
scheme, and R is the desirable secrecy rate.

Proof. We know that the secrecy rate C¢ is given by
CS = Pos(1 — Pso)E[CE). (34)

To derive C¢, we need to determine P,,; and P;,. We first
determine the probability P, of selecting cellular mode as

Pin

Prs = P{Pslhs,al* > Pn} = P{|ho.al” > 5}
Pth Pth
=1- Flhs,d\?(?s) = EXP(_PSd;j)’ (35)

where Fj,_2(+) is the cumulative density function (CDF)
of |hsal? Since |hs q|? is an exponentially distributed ran-
dom variable with mean d_ g, Fis_ ,2(%) = 1 — exp(—

).
d
Then, we proceed to derive the secrecy outage pr(s)ﬁa-
bility Ps, under the cellular mode. Since P, equals to the
probability that the instantaneous secrecy capacity is less
than a threshold R,. We have

Pio = PACE < R} = Plloga( 7o) < B} = Pl < 000 +1) = 1}
o o(y+1)—1
@ P (2) Fry (w)dady (36)
where § = 2%, and the process (a) follows due to the

fact that ysq and 73 are two independently exponentially
distributed random Variables with the PDFs f, ,(x) =

= —exp(—x-) and fo,(y) = 5 L exp(—+ ), respectively. By
solvmg (36) PSO is obtained as
Asd exp! 0—-1
__2sd ovp(—
O+ Aea 00 Asa
According to the definition of the instantaneous secrecy
rate in (9), by averaging over 7,4 and 3, we can also

determine the expected value of the instantaneous secrecy
rate as

x P(LY—P(-L
cil=[ [ on e ) oy (y)dndy = =02 5eg)

P,o=1-

). (37)

In2
(38)
Finally, (33) follows by substituting (35), (37) and (38)
into (34). O

We can have an insight from (33) in Theorem 3 that the secrecy
rate C¢ is 0 when the ratio of the distance between BS and Eve to
the power of the additive white Gaussian noise at Eve is the same
as that of the distance between BS and UR to the power of the

- d-
noise at UR, i.e., d = = d . This means that the same SNRs at
UR and Eve lead to a secrecy rate of zero.

4.2.2 Secrecy Rate Optimization

The objective of the BS is to maximize the secrecy rate C¢ by
optimizing its transmit power P,, which can be formulated
as

max Cf

(39a)

st. 0< P, < PR (39b)
where the constraint in (39b) represents that P is subject to
a maximum transmit power P;"%.
The optimal solution of (39) is given in the following
theorem.



Theorem 4. Under the cellular mode, we use P$* to represent
the optimal transmit power at BS. When Pg* < P, it can be
implicitly expressed as

de o2
d,0t = (Por (0= 1) WD
dadad d;d(Pth + (0 —1)02) o & di’ifg ’

where ®(.) is defined in Theorem 3, § = 28=. Otherwise, P** =
Pax_ For a special case dg o = ds q = d, (40) in Theorem 4 can
be simply written as

d%o
O-g — Pth — (9 — 1)0-(21 — (I)( Pcc*d) (41)
(2—-0)02 — P B(55)

Proof. To solve the optimization problem in (39), we first
take the derivation of C{ with respect to P, which is given

by

- Pip+(0—1)03
pos ds 30.2 exp(— tht( )Ud)
S

P,

Psd G K o? Pth—l—(ﬁ—l)afl)
(steod+d_ o2)P2In2 [\d;¢ dog

s,d” e
y (b(df:,e ) B P%(d?,daﬁﬂ
P P '

(2—0)02 —
We know from (42) that if (d‘i _ Py+(6-1)0]

(42)

d?e e
)P(=5=)
2 c
< = 9();4 P“‘tb( F‘fad ), glcgj > 0, and thus C¢ increases
with Py. Otherwise, gg < 0, and thus C¢ decreases with
P,. Based on this observation, we can obtam the optimal

transmit power Pg* by solvmg BPF = 0 if (39b) holds.
Otherwise, if the solution of S = 0 is greater than P"®%,

C¢ is an increasing functlon over the interval [0, Pax].
Ck __ max
Thus, Pt = prax,

—a
ds,d

—a

ds,d

4.3 Secrecy Rate under the Underlay Mode

Under the underlay mode, we first model the average se-
crecy rates with and without covert message transmission
at UR, respectively. We then explore the optimization of
secrecy rate.

4.3.1 Secrecy Rate Modeling

According to the definition of the secrecy rate CY, we have

C¢ = Py, CgO + P, Cglv (43)
where CY and C¥! are the average secrecy rates when H
and H; are true, respectively. We need to determine C“°
and CU1.

a) UR’s Transmission Without Covert Message: In the fol-
lowing theorem, we model the average secrecy rate without
the transmission of covert message at UR (i.e., Hy is true).

Theorem 5. We use C to denote the expected value of the in-

stantaneous secrecy rate, “and use P;ﬁ)% to denote the secrecy outage

8

. u0
probability. Then, C*° = (1 — exp(— m))(l - PY)C,,
where '

po_ wn(REEH-s)
S T (A —A)In2 M — Aoy MAr — A1 Aeg
o |:q)(>\1 +>\4) _ @(M + A4 } } B As®(5;) — >\2‘I>(i)7
A1 Asd AgAr (A2 —A3)In2
(44)
and
w0 _ A1) { (9—71)
Peop = T 00 —2a) Oade — area) LT U
« |:\Il (wl A1Ad + 0x2 (A1 + )\4)) v (wg AAg + 0ha (A + )\4))]
9>\1>\2)‘sd 9>\2)\4)\'r
— exp (9 — 1) |:\Il (wl()\l)\4+9>\3(/\1 +)\4)))
O3 OX1 A3 Asq
,q;(wQ()‘l’\4+0)‘3()‘1+)‘4)))]}. 45)
OA3Ag A
Here, 6 = 2%, U (wz) = e*Ei(—wz), wl—lJrM and
Wy = 1 + Ll)

Proof. Based on the definition of average secrecy rate, we
have C¥ = (1—P,,5)(1— P;O%)C . To obtain C“Y, we need
to determme the expected value of the instantaneous secrecy
rate C
their defmitions, we have

—u0

* and secrecy outage probability PO

sop*

According to

Cy = Egnrpo sinreo [C5), (46)
and
P = P{log,(1 + SINR{) — log, (1 + SINRY) < R.}. (47)

We note that before solving 6“ and P;‘O% of the mam
channel, we first need to determine the PDFs of SINR{]
and SINR"O Let X = SINRY = min{-", LY

Tr +1 ’st“rl

SINR“? = ~5 4 3. The CDF of X can be determined as

Fx(z) = P{X <a} = P{mm{ e R Y
’Y4
=1—
{mln{ +1 o +1}>1‘}
Oy =Py > P >z}
+ 1 Ysd + 1
(©) A1 (A1 + M)z
= 1— exp(— s 48
ot t o PCTo, ) @

and that of Y is determined as

Fy(y) =P{r2+v3 <yt =P{v2 <y—13}
=P{re<y—-73,73<yt+P{r2<y—73,73 >y}
Y
=Pl <y=m <oh = [ Pl =)@
(d) A3 y A2
= 1 — - 49
+)\27)\3exp( /\3) VY xp( )7 (49)

where F.,(-) denotes the CDF of 7, and f%(-) denotes
the PDF of 3. (b) follows from the theorem of probability
distribution of minimization operation, (c) follows based
on the property that vi, v, 74 and 74 are independent
exponentially distributed random variables, and (d) follows
from the substitution of the CDF F., (-) of 2 and PDF f,_(-)
of Y3-
By calculating the derivatives of F'x(x) and Fy (y) with
respect to 2 and y, we obtain the PDFs of SINRYp and
SINR™ as



_eXP( %) [)‘1)‘4(A1+m + 3t d)+/\1+/\4]
fX(:C)f ()\1+$)\r)(>\4+x>\5d)
(50)
and
xp(— 55 ) — exp(— 5
) = S22 =), G1)

A2 — A3

Therefore, we have

C.= Egnru0 siruo [loga (1 + SINR{P) — logs (1 + SINRL?)]
= Eqigo 1085 (1 + SINRER)] — Egpyguo [logy (1 + SINRL?)]

= [T1om0+ X)px(@)s [ om 4 V). 62

Substituting (50) and (51) into (52) and calculating the
integrations in (52), we obtain the expected value of the
instantaneous secrecy rate in (44).

According to (47), we further determine the secrecy
outage probability as

1+ SINRY

P, = Pllogs ({geas) < Rek = Plloga(15) < Fa)
=P{X <6(1+Y)—1}
@ /OC Fx(0(1+y) — 1) fy (y)dy, (53)
0
where § = 2%, X = SINRY:, Y = SINRY, and (e)

follows utilizing the CDF Fx(-) of X and PDF fy () of Y.
By substituting (48) and (51) into (53), we obtain the secrecy
outage probability in (45).

Based on (44) and (45), the average secrecy rate CY°
follows. O

b) UR’s Transmission With Covert Message: In the follow-
ing theorem, we model the average secrecy rate with the
transmission of covert message at UR (i.e., Hj is true).

Theorem 6. Under the underlay mode, we use CU! to denote
the average secrecy rate when H, zs true. Then, we have Cul =

(1 — exp(— P“L ))(1 - pyt )C’s , where C is the expected

sop
value of the mstantaneous secrecy rate and Py,
outage probability, which are given by

is the secrecy

2
et - i a5 (O (4)
(A2 —A3)In2 [ A3 — X¢ A3
2
—<1>i—’\2 o L) a1 (54)
A6 A2 — X¢ A2 A6
and
pul _  AAfexn(s;) o AL
sop A6(A2—A3) MAs—Aea) Al — Mgy
X exp (AH—M) [©(a1,b1,c1;2) —O (a4, b1, ca; )]
>\1>\sd

xsexp (R

125

—————" 2 10(as, b2, c5; ) —O(az, b2, co;x
ey e -6 ]

A1+
)\1 exp( 1+14)

N = >\1>\:d [9(a3,b3,c3;I)—9(067b3706§90)]}, (55)

9
(- [CS] +>\4)~7@)

oo €Xp XX
where A(l") = fo 1im (,\1+:,;,\1)(A4+gc,\1 )4(>\4+m)\5d)dx’
O(a,b,c;zx) = [{° ze“Ei(—(ax + b))dz,
 Aat A0 —1) by = A1+ A0) (Mg + Asa(6 — 1))
OXarsa M Aadsa '
o = AsAsa(0 — 1) — 02 Xsq + Aade an = Aa+A5(0—1)
OX2 A6 Aad OxoXs
by = ()\1 + )\4)()\4 + A5 (9 — 1)) o = /\6)\5(6 — 1) — G2 X5 + )\4)\6
A1 g5 ’ 6>\2)\6)\5
s — A+ A0 —1) by — (A1 +2) (M1 +25(60 - 1))
OAa AL ’ A1 gL ’
_AGAL(0 — 1) — X)) +A1A6 A0 -1)
n OA2 A AL o O3 s ’
o4 = )\6)\511(971)70)\3)\511"')\4)\6 as = )\4*%)\5(971)
9)\3)\6)\;{1 T 9)\3)\5
_ A0 =D = ONads F Xade At AL(0—1)
O3 A6 A5 - OxsAL
_ A AL(O — 1) — OX3 AL + Mg g = 2
OX3 A6 AL '

Proof. According to the definition of the average secrecy
rate, we need to determine the expected value of the in-

and the secrecy outage prob-
= E[C*'] and

stantaneous secrecy rate UZI
ability P%}, which are formulated as o
pPul = P{C* < R,}.
Accordmg to the formula of C*! in (13) and those of
SINR{} and SINR"!, let Z = mm{ S e fand Y =
V5 +¥sa+1

Y2 + 73, we now determine C’ <

C.' =Ezysllogy(1+ 2) — )]

log, (1 +

Y6 +1

= Ez[log, (1 + Z)] — Ey,y[log, (1 +

’Y6+1)}

:/ 10g2(1+Z)F/Z(z)dz
0

oo o0 Y
- log, (1 +
/0 /0 21+ 55

) ) fy (y) f+6 (v6)dydrys,  (56)

where Fz(z) is the CDF of Z, which will be given later,
F,(z) denotes the derivation of Fz(z) with respect to
the random variable Z, fy(y) is given in (51), v is the
exponentlaHTy distributed random variable with mean g,

6(76) = 3o exp(—32) , and the CDF Fy(2) of Z can be
expressed as
Fz(2) = P{Z<z}—7’{mm{ P s § 0
=1—P{min{ 1+1 75_~_%d+1}> 2}
@1—77{ 1+1 > 2}P {m 2} &7
e e 58)

(A1 4 2A) (A + 225) (A + 2hea)

where (b) and (c) follow the process in (48).
With the definition of secrecy outage probability, we
proceed to determine P! a

sop
1+7
Pi, =P {logg () < RS}
' 1+ 76}11
Yy
= 0 —1
Plz<o(+ L)1)
= [ [ R ) - 0w ey, 59)
0 0
By solving (56) and (59), we can obtain C%!. O



4.3.2 Secrecy Rate Maximization

From the perspective of BS, its goal is to maximize the secre-
cy rate C} subject to the transmit power P, and detection
requirement at BS.

max CY, (60a)
st. Ppr. >¢€, (60b)
0< P, < PP, (60c)

where constraint (60b) represents the detection requirement
at BS that a minimum detection probability P%" at BS is
not less than a threshold ¢, and constraint (60c) represents
the range of transmission power P, at BS. Note that P}*
is a function of the transmit powers P, and P,.. Since BS
can control the transmit power F,, it can maximize P}*
by optimizing P,. Meanwhile, it does not know the covert
transmission power P, at UR, and thus it considers a worst
case to minimize the maximum P}* by setting F... The P1." |
at BS corresponds to the optimal value of the following

optimization problem

H]lgin max P}, (61a)
st. 0< P. < PR (61b)
0< P, < Pmx, (610)

where constraints (61b) and (61c) represent the range of
transmission powers P, and P.. For the complex objective
functions, it is generally difficult to obtain their closed-
form solution. Alternatively, a two-dimensional search over
(Pr, P.) is used to find the optimal solution of (61). With the
minimum P} the optimization problem of (60) can be
solved using a Newtons method summarized in Algorith-
m 1. Here, the objective function C¥ is the function of P

Algorithm 1: Secrecy Rate Maximization

1 Input: R, 03, 02, 0,2., Pip, ds g, ds,e, dsry drry dre,
drq, ¢, o, PP, €;

2 Output: P}, C¥*;

3 Initialization: The transmit power of BS PS0 =0;

4 Calculate
P, (—C¥ (PY)) + (=C¥(PY)) = P - (=C¥' (P)) =0,
we can obtain a P?;

5 for ¢ < 1000;

6 if P! < PM® then

7 Substitute P! into PY*

8

min
lf P’:;LL’;TI/ Z €
i+1 _ pi_ CI(P) .

’ B =5 oy
10 =1+ 1;
11 else C¥* = 0;
12 C¥ =0
13 end for

1 output PF = P!, C¥* = C¥(PY);

denoted by C%(P,). C* denotes the derivative of C* with
resPect to Ps, which is also the function of Ps; denoted by
C¥ (P,). C*(P?) and C¥ (P?) are the values of instituting
the initial transmit power P; into C%(-) and C¥ (-), respec-
tively. P} and C}* denote the optimal transmit power of BS
and the corresponding maximum secrecy rate, respectively.
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4.4 Secrecy Rate under the Overlay Mode

Under the overlay mode, we first model the average secrecy
rates under these two cases with/without covert message
transmitted by UR. We further optimize the secrecy rate
from the perspective of BS.

4.4.1 Secrecy Rate Modeling

The secrecy rate C? under the overlay mode can be modeled
as

C° = P4,C% + Py, Co. (62)

Here, the unknown average secrecy rates C%° and C¢!
under Hy and H; are given in the following theorems.

a) UR’s Transmission Without Covert Message: In the fol-
lowing theorem, we model the average secrecy rate without
the transmission of covert message at UR (i.e.,H is true).

Theorem 7. Under the overlay mode, we use CZO to denote the

average secrecy rate when Hy is true. Then, we have C2° =

—00 00
(1- exp(—ﬂ%’;g))(l — PX)C,, where C; is the expected
value of the instantaneous secrecy rate and P20

sop 1S the secrecy
outage probability, which are given by

g0 2P S £ Oa ey
s 2()\2 - )\3) In2 ’

and
00 _ 4 (Mt -1
Psop =1 )\2 — Ad €xp ( Al)\4
A1 A2y _ A1As A4 ] 64)
nA2(A1 + M) + A s+ ) + A
where 1 = 228s,

. . —00
Proof. To determine C2°, we need to obtain Cg and P20

sop’
which are expressed as 6;)0 = E[C¢% and P2, = P{C <
R,}.
To this end, according to the formula of C% in (18),
we first need to determine the PDF of SINR{}. Let Z =
SINRY, = min{v;, 4}, the CDF of Z can be calculated as

’ ’ ’
Fui(z ) =P{min{y1,va} <z } =1—-P{min{v,7a} >z }

(}\1 —+ )\4)2/ ) .

=1—P{y >2 }P{yu>2}=1—exp <— SV
114

(65)

Therefore, we determine the PDF f, () of SINR}, as

o OF,(Z) M+ (A1 + A1)z’
fZI (Z ) - az/ - Al)\4 €Xp - A1A4 N (66)

. —00
We now determine C', as

. . 1 1+ 7
Cy = ESINR{_’IE,SNR;’O [CSO} = EZ’,Y |:2 log, (m/)

~ * 1 1+ Zl ’ ,
:/0 /0 208 (H—y) Tz (2 ) (y)de dy, (€7)

where fy (y) is given in (51).
We can obtain 630 in (63) by solving (67). We continue

to determine ngp as



1 142 ,
P;’;’,,:P{Qlog2 <1++Zy) <RS}:7>{Z <n(l+y) -1}

- /0 T F (1) — )y (y)dy (68)

where F,/(-) is the CDF of Z given in (65) and fy (y) is
the PDF of random variable Y = SINR“’ given in (51). By

solving (68), (64) follows. Finally, we can obtain C2° based
on (63) and (64). O

b) UR’s Transmission With Covert Message: In the follow-
ing theorem, we model the average secrecy rate with the
transmission of covert message at UR (i.e., H; is true).

Theorem 8. Under the overlay mode, we use C' to denote the
average secrecy rate when Hi is true Then, we have C°! =

(1 — exp(—=L2))(1 — P2 )C where C is the expected

Pud_§ sop
value of the instantaneous secrecy rate and PZ)
outage probability, which are given by

is the secrecy

A A A1+
o _ D(x5)  A(P(AER) — (A1)
s 2In2 2()\4—)\5)1112
A A A3 —A
 ofexp(F52) (k1w + 1) + (5 2(F52)] (69)
2)\3)\61112 ’
and
ol Ag <)\6(>\1+>\4)+>\1)\5)
Psop:17
A3A5A6m A1A56
y {e*CEi(—(aer)) — EEi(—(a+ )1+ £))
C
Ao exp (7 (77(/\1+>\§i(>\*44)\025+A5n) + A/s\ie))
A2
- A
X Y(kox + 2) 2))}7
3>\6
(70)
where 1 = 22, T(kx + ¢) = [o_ M, 1o(ka +
T _ 1 _ 1 _ Aa—As5+Asn
90) eXp(_)\g)\e)dl" Hl(A_ )\)\ﬁ)\s' Y1 = Az’ ky = A2A3Asm 7
A= As+HAsn n(AitAg 1 A= As+As7
P2 = Asn ( A1y + )\3)’ a = A2Asn 7 -
N(A1+2A4) (A —As+As51m) c = i M= /\5+/\5n and _
MRensn TRV WV ves v a
As—A5+Asn 1Aa+A3n(A1+Ag 4—A5+As57
exp( N A5 JEi(— XAz 257 )-

Proof. Similar to the proof of Theorem 7, we first determine
the PDF of SINR{. Let Y = SINRY, = min{ys, =247}, the

CDF of Y’ can be calculated as

Py (y)=P{Y <y} =P{min{y, —2—} <y}
Y6 + 1
=1- 7’{min{% } >y}
_ T
=1 7’{71>y}7’{ o >y}
(A1 + M)y

) A4 '
M+ Ny exp ( ) ) (71)

where (f) follows based on the results that v, 74 and g are
independently exponentially distributed random variables
with PDFs f,, (z) = LeXp( ) (@) = 5pexp (=)
and fo,(z) = &+ —exp (—%2), respectlvely

A1
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Then, the PDF of SINR{}; can be obtained as

!
A A
Aide A1+ /\4) exp(— QLY )

’
BFY/ (y ) _<
Aa+Agy’ A1 A1+ ey’

fory)= 5 72)

. —ol
Now, we can determine C' s as

1 1+Y

Y’ 73,72, Y yY3,725 ’YG[QI (14'_7 + +1
Y6
1+Y

=[] e
2 1 +v3 + 7;11
X fyr (4 ) frz (h2) frg (73) fovs (Y6)dy dryadrysde

Thus, (69) follows by solving (73).

We continue to determine P;’(}p

C.' =E (€] = )]

(73)

1+yl
1+ +

- (1 -1
=Py <n( +V3+W+1) }

///F 1+73+%)—1)

X frya (72) frvs (73) fre (6 ) dry2drysdrye

1
P, =P{C < R} = 73{7 log, ( ) < Rs}

’Y6+1

(74)

Thus, (70) follows by solving (74).
Based on (69) and (70), we can obtain C2?. O

4.4.2 Secrecy Rate Maximization

From the perspective of BS, its goal is to maximize the secre-
cy rate C¢ subject to the transmit power P and detection
requirement at BS.

Similar to the SRM under the underlay mode, the SRM
under the overlay mode can also be formulated as the
following optimization problem

max C?, (75a)

st. Py, >¢ (75b)

0< P, < Pmex, (750)

where the minimum detection probability P¢;  at BS is the
optimal value of the following optimization problem

: o%*

HIIDICH H}%X Py, (76a)

st. 0< P, < PR (76b)

0< P < P, (76¢)

We can solve the two optimization problems using the same
search method as these under the underlay mode.

5 COVERT PERFORMANCE FROM THE PERSPEC-
TIVE OF UR

From the perspective of UR, we explore the modeling and
optimization of covert performance under the underlay and
overlay modes, respectively.



5.1 Covert Rate under the Underlay Mode

5.1.1 Covert Rate Modeling
For the scenario that UR transmits its own covert message

when it forwards message from BS to UE, the covert rate RZ
under the underlay mode can be expressed as

R = Re(1 — Pus)(1 = Pip) (1= Piiy),

where R, is the desirable covert rate from UR to UE, P, is
the probability that UE selects cellular mode, P}  is the

cop
covert outage probability, and P is the secrecy outage
probability.

In the expression of R.,

77)

the covert outage probability
P, is unknown, which can be obtained in the following
theorem.

Theorem 9. Under the underlay mode, the covert outage prob-
ability P, of the D2D link from UR to UE can be obtained as
follows: If P, > uP,, P¥ =1, where yi = 2ftc _ 1. Otherwise,

cop
exp <— > . (78)

Proof. According to the definition of covert outage probabil-
ity, we have

(Pe—pbr)d, Gd; g
Mpsds_,d + (Pc MPr)d;d

2
Ho g

Pu
(Pc_ﬂpr)dr_,g

cop =

Pelhyql?
Py =P C R.|H1} = P{l - R
cop {C4 < Rc|Hi} {log, (1 +P7~\hr,d|2+Ps|hs,d|2+o§)< }
= P{(P. — uPp)|hral® < wPslhe.al® + pol}, (79)

where 1 = 2%¢—1. We can see from (79) that if P,—uP, < 0,
Py, = 1. Otherwise, (79) can be rewritten as
2 _ MPuhsal* + pog
P{|h7‘vd| < Pc . IJIPT }
> pPs|hs al® + poj
- /0 P2 (—Pc ) e @)z, (@0)

where Fjj, ,2(-) and f,,, ,2(«) are the CDF of |h, 4/ and
the PDF of |hs 4|%, respectively. Recall that |k, 4|* and |hs 4|2
are exponential distribution variables with means d, 7 and
d g, respectively. Thus, F|h Q@) =1~ exp(fi) and
) By solving (80), (78) follows

O

Then, Ez is obtained by substituting (35), (55) and (78)
into (77).

fihe a2 (@) = dia exp(—

5.1.2 Covert Rate Maximization

From the perspectlve of UR, its goal is to maximize the
covert rate R, by optimizing its transmit power P. when
it forwards secrecy message.

For this purpose, we have the following optimization
problem

U

max R, (81a)
st. Py <eg, (81b)
0< P, < P (81c)

where (81a) is the objective function of CRM, and the con-
straint (81b) represents the covertness requirement. Here,
¢ denotes an arbitrary small positive number. Due to the
complex expression of R,,, we use one-dimensional search
method over P, to find the optimal solution.
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5.2 Covert Rate under the Overlay Mode
5.2.1 Covert Rate Modeling
According to the definition of covert rate, we have

R, = Re(1— Pps)(1 — P2, ) (1 — P2L),

sop
where R denotes the covert rate, and Pg,, denotes the
covert outage probability. Since Pg,, is unknown, we can

obtain it in the following theorem.

(82)

Theorem 10. Under the overlay mode, the covert outage probabil-
ity Py, of the D2D link from UR to UE is determined as follows:
IfP.<(6—-1)P, PS5, =1, where § = 22E< . Otherwise,

cop

o
P, cop —

(0= Doidra ) . )

T exp ( Pe—(6—1)P,

Proof. Pp,, under the overlay mode can be formulated as

C

P, = P{CS < R.JH,} = 7:{ log,(1 + SINR?) < R.}
Pc|h'r,d|

= P{§ log, (1 + W) < R.}
= P{(Pe = (6 = )P)|hral* < (6 — 1)og} (84)
If P. < (6—1)P;, Pg,, = 1. Otherwise, Py, can be rewritten
as
o 2 _(-Dod 1 _ _ (=D _
Pmp =P {‘hr,d‘ < P. — (5 — l)Pr - F\hr,dlz P — (5 _ 1)pT
_ (6 — 1)U§d?,d
=1- exp (W (85)
O

By substituting (35), (70) and (83) into (82), EZ follows.

5.2.2 Covert Rate Maximization

From the perspectlve of UR, its goal is to maximize the
covert rate R by optimizing its transmit power P. when
it forwards secrecy message. This can be formulated as the
following optimization problem

(o}

max R., (86a)
st. P <e, (86b)

0< P, < Prmax, (86¢)

Similar to the method of solving the optimization prob-
lem under the underlay model, we can also use a one-
dimensional search over P, to find the optimal solution of
the optimization problem. The optimization algorithms of
these optimization problems in (60), (61), (75), (76), (81)
and (86) are similar to Algorithm 1.

6 NUMERICAL RESULTS

This section provides extensive numerical results to explore
the impacts of system parameters on the performances
under various DCS scenarios. We develop a simulator on
Matlab to validate our theoretical analysis [43]. In this
simulation, we consider a D2D-enabled cellular system,
where a BS, an Eve, and two user equipments UE and
UR are located in a square area of 500500 m?. Specifically,

)
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Fig. 2: Secrecy rate vs. Ps; under cellular mode.

due to the spectrum sharing under the underlay mode,
there exist two types of interference, i.e., self-interference
at BS and UR working over full-duplex operation, and
mutual interference between the cellular and D2D links. The
hardware requirements of the DCS are required as follows.
The chips (e.g., RS-485) or protocols (e.g., SCAN, LEGO)
are needed to support full-duplex operations at BS and
UR. Another is that the radiometer needs to be equipped
at BS for detecting covert communication. Additionally, the
omnidirectional antenna is deployed at BS and D2D users,
respectively. Some parameters used are set as P;;, = 1 x e~ 10
W,af = 1><e_10W,0§ = 1><e_10W,U§=1><e_10W,
02 =1xe 1YW, a =4, PP = 1W, R, = 0.1 Mbits/s,
R. = 0.01 Mbits/s, d, , = 100 m, d, . = 500 m, d, 4 = 100
m, d,, = 50 cm and ¢ = 1 x e~? unless otherwise specified.
Additionally, simulation results are provided to compare
with the theory results.

6.1 Secrecy Rate

Under the cellular and D2D modes, we investigate the
impacts of transmit powers at BS and UR on the secrecy rate,
respectively. Regarding the cellular mode, we explore how
the secrecy rate C¢ varies with the transmit power P; of BS.
For the scenario of ds 4 = {80,100,120} m and ds . = 500
m, simulation and theory results are presented in Fig. 2.
We can see from Fig. 2 that these two results match well,
which validates our secrecy rate modeling under the cellular
mode. Fig. 2 illustrates that C{ monotonously increases as
P, increases. This can be interpreted as follows. According
to the definition of secrecy rate, we know that C{ is pro-
portional to the following three variables: the probability
of selecting cellular mode, the probability of transmission
without secrecy outage, and the instantaneous secrecy rate.
Since the values of these three variables increase with the
increase of P;, C¢ also increases. Another observation from
Fig. 2 indicates that for each fixed setting of P;, C¢ decreases
as the distance d 4 between BS and UE increases. This is
because the increase of ds 4 leads to the decrease of the
values of these three variables.

We proceed to examine the impact of the secrecy trans-
mit power P, on the secrecy rate under the D2D mode with
the settings of P, = 0 W when Hj is true, P. = 0.01
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W when H;j is true, ds. = 500 m, ds 4 = {200,300} m,
e = 0.1 and £ = 0.9. As shown in Fig. 3, the theory
and simulation results also match well under the underlay
mode and overlay mode. We can observe from Fig. 3 that
as P, increases, the secrecy rate first increases and then
decreases under the underlay mode, while it monotonously
increases under the overlay mode. This phenomenon can be
explained as follows. For the underlay mode, the increase
of P, has two-fold effects on the secrecy rate. It can increase
the values of these three variables mentioned above, which
leads to the increase of the secrecy rate. Meanwhile, it can
also increase the negative effect of the self-interference on
UR and thus reduce the secrecy rate. When P, is relatively
small, the positive effect dominates the negative one. Thus,
the secrecy rate increases with the increase of P,.. When P,
further increases, the negative effect dominates the positive
one, and thus P, decreases. On the other hand, since there
does not exist the negative effect of the self-interference
on UR under the overlay mode, the secrecy rate keeps a
monotonous increase as P, increases. The insight from the
phenomenon is that, in practice, we need to carefully set the
secrecy transmit power P, of UR for achieving the largest
secrecy rate under the underlay mode.

Another observation from Fig. 3 shows that for a given
P,, the secrecy rate under both modes increases with the
increase of d 4. The reasons behind the phenomena can be
explained as follows. For the underlay mode, the increase
of dy 4 decreases the interference at UE through direct link
from BS, which increases the SINR at UE, and thus increases
the secrecy rate. For the overlay mode, the increase of d 4
leads to the increase of the probability 1 — P, of selectin%
D2D mode, which increases the average secrecy rates Cg
and C2' according to their definitions in the Theorem 7
and Theorem 8. Thus, the secrecy rate CJ under the overlay
mode increases according to (62). We can also see from Fig. 3
that the secrecy rate under the overlay mode is always larger
than that under the underlay mode when ds 4 = 200 m,
while when ds 4 = 300 m, the secrecy rate under overlay
mode is less than that under the underlay mode for the
relatively small secrecy transmit power P, of UR. We can
have an insight that when the distance d; q between source
and destination is small, we can adopt the overlay mode to
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achieve better performance. When d; 4 is large, the impacts
of P, on the secrecy rate are different under the overlay and
underlay modes, and thus P, should be carefully tuned to
achieve better performance.

We continue to explore the impact of the covert transmit
power P, of UR on the secrecy rate under the D2D mode
when H; is true. We summarize in Fig. 4 how the secrecy
rate varies with P, for the setting of P, = 0.15 W, ds . =
500 m, dgg = 200 m, ¢ = 0.1 and £ = 0.9. We can see
from Fig. 4 that as P, increases, the secrecy rates decrease
under both the underlay and the overlay modes. This is
due to the fact that the covert transmission interferes with
the secure transmission, which leads to the decrease of the
secrecy rates.

6.2 Covert Rate

To explore the impact of secrecy transmit power P, of
UR on the covert rate, we summarize in Fig. 5 how the
covert rate varies with P, under the underlay and overlay
modes for the setting of P, = 0.01 W, d;. = 500 m,
ds.q = {200,300} m, ¢ = 0.1 and £ = 0.9. The theory results
are entirely consistent with our simulation results, which
indicates the correctness of the covert rate modelling. We
can see from Fig. 5 that as P, increases, the covert rate first
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remains at zero, then increases and finally decreases under
the underlay mode, while the covert rate first remains at
zero, and then increases under the overlay mode. This is
due to the following reasons. According to the definition of
covert rate, we know that it is proportional to the probability
of transmission without secrecy outage and that of transmis-
sion without covert outage under the underlay and overlay
modes. As P, is relatively small, secrecy outage occurs such
that the covert rates are zero under these two modes. Note
that since the secrecy transmission interferes with the covert
transmission, the increase of P, has two-fold effects on the
covert rate. It can increase the probability of transmission
without secrecy outage leading to the increase of covert
rate. Meanwhile, it can also decrease the probability of
transmission without covert outage leading to the decrease
of covert rate. As P, increases, the positive effect dominates
the negative one and thus the covert rate increases under
the overlay mode. Under the underlay mode, the positive
effect first dominates the negative one. However, due to
the increase of the self-interference effect, the negative effect
then dominates the positive one. Thus, the covert rate first
increases and then decreases as P, increases underlay the
underlay mode. We can find an optimal P, to maximize the
covert rate under the underlay mode.

Finally, we study the impact of covert transmit power P,
of UR on the covert rate. For the setting of P, = 0.15 W,
dse =500 m, ds g = {150,200} m and ¢ = 0.4 and £ = 0.9,
we can observe from Fig. 6 that as P, increases, the covert
rate increases under the underlay mode, while decreases
under the overlay mode. This can be explained as follows.
Under the underlay mode, the secrecy outage probability
is proportional to the received covert signal at UE, and the
self-interference at UR from covert signal and secrecy signal
transmissions. However, since the covert transmit power
P. is very small relative to the secrecy transmit power,
the secrecy outage probability mainly depends on the self-
interference from the secrecy signal transmission. Thus, in-
creasing P, has very little effect on the secrecy outage prob-
ability. But it can increase the probability of transmission
without covert outage, which leads to the increase of the
covert rate. Regarding the overlay mode without the self-
interference effect, the secrecy outage probability mainly
depends on the received covert signal at UE such that a
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small increase of P, can also result in a significant increase
of the secrecy outage probability, which leads to the decrease
of the covert rate.

6.3 Performance Optimization

To explore the impact of the maximum transmit power
P#* at BS on the maximum secrecy rate CS* under the
cellular mode, we summarize in Fig. 7 how Cg* varies
with the maximum transmit power P;"®* for the setting of
ds,e = 500m, and d, 4 = {100, 120} m. We can observe from
Fig. 7 that C¢* increases with the increase of P;"**. This is
because C¢ increases with P, the optimal transmit power
at BS is P;"** for achieving the maximal secrecy rate, which
results in the increase of maximum secrecy rate with the
maximum transmit power PJ"®*. The observation implies
that the maximum value of the maximum transmit power
P#* of BS can achieve the maximum secrecy rate under the
cellular mode.

As shown in Fig. 8, we continue to explore the impact of
the maximum transmit power P;"** at BS on the maximum
secrecy rate under the D2D mode with the setting of P, = 0
W when Hy is true, P. = 0.05 W when H; is true, P, = 0.45
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W, dse = 500m, ¢ = 0.1, £ = 0.9, ds g = {200,300} m
and ds 4 = {300,350} m. We can observe from Fig. 8 that
as P"®* increases, the maximum secrecy rates first increase
and then remain unchanged under both the underlay and
overlay modes. This is due to the following reasons. We
know that P; increases, C¥ and C¢ first increase up to max-
imum values and then decrease. Thus, as P"** is relatively
small which is lower than the optimal P;, the maximum
values of C¥ and C¢ increase with P"**. As P"®* continues
to increase, C¥ and C¢ achieve maximum values and thus
remain unchanged with the increase of P}"**. This means
that there exists an optimal P}"** to achieve the maximum
value of the maximum secrecy rate.

7 CONCLUSION

This paper investigated the joint covert and secure commu-
nications in DCSs. We first derived some basic results in
terms of the maximum detection probability at BS, and then
provided theoretical modelling for secrecy and covert rates
under the cellular and D2D modes. We further explored
the optimal transmit power control for the secrecy and
covert rate maximization from the perspective of BS and
UR, respectively. The results in this paper indicate that in
comparison with the separate cellular and D2D modes, a
suitable mode selection for the UE can significantly improve
the secrecy rate and covert rate from the perspective of BS
and UR. An optimal power control at BS and UR can also
achieve maximum secrecy rate and maximum covert rate
under each mode. Therefore, suitable mode selection and
optimal power control are crucial to enhance the system per-
formances for supporting various applications with differ-
ent security requirements. An interesting work in our future
research is to consider more practical issues such as channel
fading, interference, mobility, and multiple antennas.
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