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Abstract—Space-air-ground integrated network (SAGIN) rep-
resents a pivotal architecture for the future evolution of global
mobile communications. However, its inherent high dynamics
and stochastic nature pose significant challenges to conventional
routing mechanisms. Moreover, the vast spatial-scale openness
of SAGIN makes it particularly vulnerable to eavesdropping
attacks. This paper presents a novel sleeping multi-armed bandit
(SMAB) framework, designed to enable secure routing in SAGIN.
Specifically, we first establish channel models for all types of
links in SAGIN. Then, we theoretically analyze the statistical
properties of secrecy capacity and end-to-end (E2E) delay for
message transmission over arbitrary routes, and formulate the
secure routing problem to maximize cumulative secure trans-
mission throughput under the delay constraint. The uncertainty
in the network state of SAGIN, along with the complexity
of the optimization objective and constraint (non-convex, non-
linear, and coupled), renders the solution to the secure routing
problem highly intractable. To this end, we leverage the MAB
model to transform the secure routing problem into a budget-
constrained arm-pulling problem and introduce the “sleeping”
mode to capture route unavailability due to intermittent link
failures. To effectively balance route exploration and exploitation,
we further apply the upper confidence bound (UCB) method
to design the SMAB-based secure routing algorithm (SMAB-
SR), and derive its regret upper bound theoretically. Finally,
extensive simulations verify that the SMAB-SR algorithm exhibits
significant advantages in E2E secure transmission throughput
compared to benchmarks and can maintain highly effective
across various SAGIN configurations.

Index Terms—Space-air-ground integrated network, secure
routing, sleeping multi-armed bandit, regret analysis.
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Fig. 1. SAGIN scenario and MAB principles.

W ITH the rapid advancement of global informatiza-
tion, conventional terrestrial communication networks

are encountering critical bottlenecks in spatial coverage
and quality-of-service (QoS) guarantees. Existing base sta-
tions, constrained by wired backhaul and fixed deployment
paradigms, can support basic communication in urban regions
but fail to adequately resolve difficulties such as signal voids in
remote areas, transmission attenuation across complex terrains,
and delayed emergency responses during disasters [1]. In this
context, the space-air-ground integrated network (SAGIN) has
emerged, which establishes a three-dimensional communica-
tion system through the deep integration of satellite constel-
lations, high-altitude platforms (e.g., UAVs and airships), and
terrestrial base stations (as illustrated in Fig. 1) [2]. SAGIN
aims to achieve globally ubiquitous coverage while delivering
low-latency and high-reliability services, positioning itself as
the cornerstone architecture for mobile communication evolu-
tion in the 6G era [3].

However, the heterogeneity and dynamic nature of SAGIN
pose significant challenges to its network operation, man-
agement, and optimization [4]. The SAGIN integrates het-
erogeneous communication nodes from different layers, with
substantial disparities across layers in transmission bandwidth,
latency characteristics, link stability, and so on. Moreover,
the high-speed movement of low-Earth-orbit (LEO) satellites
and the dynamic deployment of aerial platforms induce spa-
tiotemporal uncertainties in network topology. Under these
circumstances, conventional routing mechanisms based on
fixed or quasi-static topology assumptions struggle to adapt to
real-time variations in SAGIN’s cross-domain link states and
topological configurations [5]. Consequently, designing suit-
able routing strategies to ensure end-to-end (E2E) transmission
efficiency and QoS in complex time-varying environments has
become the critical challenge for achieving ubiquitous and
reliable communication through SAGIN.

In recent years, preliminary studies have been conducted
on routing mechanism design within the SAGIN architecture.
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Tang et al. [6] proposed a reinforcement learning (RL)-based
routing optimization strategy for SAGIN, which combines a
double Q-learning algorithm with an improved delay-sensitive
replay memory mechanism to facilitate routing decisions
through historical routing information. Chen et al. [7] intro-
duced software-defined networking into SAGIN and optimized
the number of controllers and the positions of switch nodes
in routing decisions using a k-means clustering algorithm
and a multi-objective optimization model based on a genetic
algorithm, effectively reducing routing delay and improving
load balancing. Wei et al. [8] proposed an intelligent and
reliable routing scheme based on deep RL to improve data
transmission efficiency and reliability in LEO satellite net-
works. This scheme automatically selects routes and gradually
increases the scenario complexity during training, showing
strong adaptability and reliability in environments with fre-
quent dynamic topology changes. Zhang et al. [9] developed a
control domain partitioning-based adaptive routing mechanism
for LEO satellite networks to mitigate topology dynamics
and routing overhead challenges. The mechanism employs a
non-dominated sorting framework for domain management to
reduce control latency and implements localized link-status
awareness across adjacent domains, enabling dynamic route
optimization without global network updates.

A. Motivations and Contributions

The aforementioned studies represent significant progress
in routing research for SAGIN, making notable contributions
by enhancing network throughput, reliability, and operational
efficiency. However, we note that existing routing mechanisms
predominantly rely on predefined network state information,
whereas the dual uncertainties inherent to SAGIN—stemming
from dynamic topological variations and time-varying channel
conditions—strictly constrain the real-time route quality as-
sessment. This fundamental limitation inevitably impacts the
optimality of routing decision-making. Consequently, how to
dynamically adjust routing strategies in unknown, random, and
time-varying environments constitutes a critical consideration
for the routing design applicable to the SAGIN architecture.
Furthermore, the open nature of wireless channels across
SAGIN’s vast spatial-scale coverage exposes message trans-
missions to potential unauthorized eavesdropping by multiple
malicious users or platforms, resulting in exacerbated cumula-
tive information leakage risks throughout E2E communication
routes. Therefore, ensuring protection against malicious eaves-
dropping while maintaining reliable and efficient message
transmission emerges as another pivotal concern in SAGIN
routing mechanism design. Currently, secure routing design for
SAGIN remains largely underexplored, and effective solutions
have yet to be established.

Motivated by the preceding discussions, this paper proposes
SMAB-SR, a sleeping multi-armed bandit framework, aiming
to provide a secure routing solution for SAGIN. Our objective
is to maximize the transmission throughput within a speci-
fied time while ensuring that messages are not intercepted
by malicious eavesdroppers. Given that the network state is
time-varying and uncertain, our approach follows an online

decision-making principle, where routing decisions are con-
tinuously updated based on the statistical properties of route
quality in terms of secure capacity and E2E delay, as well
as the historical experiences, thus dynamically selecting the
most suitable route for message transmission in real-time. We
apply the multi-armed bandit (MAB) model to transform the
routing problem into an arm-pulling problem. As a form of
reinforcement learning, MAB, as illustrated in Fig. 1, involves
a player facing a row of slot machines (“arms”). Pulling each
arm incurs a cost and receives a reward, which correspond to
the delay consumed over the route and the achievable secrecy
throughput the route can provide, respectively. To solve the
MAB problem, we design the SMAB-SR algorithm, which
approximates the optimal arm selection in each round. Fur-
thermore, we theoretically analyze the cumulative performance
gap between the SMAB-SR algorithm and the ideal optimal
strategy.

In summary, this paper makes the following contributions:

• Novel Secure Routing Framework: To the best of our
knowledge, this is the first work that investigates the
secure routing design in SAGIN to counteract eaves-
dropping attacks during E2E message transmission1. We
propose a novel SMAB-based framework that dynami-
cally updates route selection in real-time under network
state uncertainties, aiming to optimize the cumulative
secure transmission throughput while satisfying the delay
constraint.

• Route Quality Assessment: We establish channel models
for all types of links in SAGIN. Building on these models,
we theoretically characterize the statistical properties
of the secrecy capacity and E2E delay for message
transmission over arbitrary routes. This analysis entails
rigorous and intricate mathematical derivations encom-
passing integral operations and transcendental function
manipulations.

• SMAB-SR Algorithm and Regret Analysis: We transform
the secure routing problem into an MAB problem and
introduce the “sleeping” mode to capture route unavail-
ability caused by intermittent link failures. Leveraging
the Upper Confidence Bound (UCB) strategy, we design
the SMAB-SR algorithm to achieve an effective balance
between route exploration and exploitation. Theoretically,
we prove an upper bound on the SMAB-SR algorithm’s
regret, ensuring its long-term performance approaches
that of the ideal optimal routing strategy.

• Extensive Simulations and Comparisons: We conduct
comprehensive simulations across various SAGIN config-
urations. The results reveal that the SMAB-SR algorithm
significantly outperforms benchmarks while approaching
the performance of the ideal optimal algorithm, demon-
strating its effectiveness and stability as a robust solution
for enabling E2E secure transmission in SAGIN environ-
ments.

1Note that the security issue addressed in this paper specifically concerns
routing security against eavesdropping on wireless message transmission, and
does not cover other aspects such as authorization, authentication, encryption,
and integrity.
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Fig. 2. Network model of SAGIN.

B. Paper Organization

The remainder of this paper is organized as follows. Sec-
tion II presents the system model. Section III conducts theoret-
ical modeling for route performance and formulates the secure
routing problem. The sleeping MAB-based secure routing
framework is elaborated in Section IV, while its regret bound
and computational complexity are theoretically analyzed in
Section V. The simulation results are provided in Section VI.
We introduce the literature review in Section VII, followed by
the conclusion in Section VIII.

II. SYSTEM MODEL

In this section, we introduce the network model and channel
model involved in this study.

A. Network Model

As illustrated in Fig. 2, we consider a generally configured
SAGIN scenario, which integrates the space, air, and ground
segments into a unified system. In the space segment, there
is a group of low Earth orbit (LEO) satellites, denoted by
set S = {s1, s2, . . . , sNS

}, which are capable of covering
the entire communication area of interest. In the air segment,
there are multiple communication nodes such as unmanned
aerial vehicles (UAVs), aerial platforms, etc. For simplicity and
without loss of generality, we consider only UAVs, denoted
by set U = {u1, u2, . . . , uNU

}, which can be deployed in
urban areas, remote regions, or disaster zones according to
practical demands. In the ground segment, there are various
types of communication devices, such as base stations, static
or mobile access points, and user terminals, which we col-
lectively refer to as ground nodes (GNs), represented by set
G = {g1, g2, . . . , gNG

}.
We investigate the end-to-end (E2E) transmission of mes-

sages in the aforementioned SAGIN scenario, that is, the
message originates from a source GN, then is forwarded in
a multi-hop manner across the SAGIN, and ultimately reaches
another destination GN. We focus on a general pair of source
and destination GNs, denoted by S and D, respectively, where
S,D ∈ G. We use the notation π = ⟨l1, . . . , lk, . . . , lK⟩
to denote a K-hop route (path) from S to D, where an
intermediate link lk on route π represents the k-th hop from
node Sk to the next-hop node Dk, i.e., S1 = S, Sk = Dk−1,
DK = D, and Sk, Dk ∈ S ∪ U ∪ G. The universal set of all
candidate routes prescribed in the SAGIN is denoted as Runiv.

Note that due to the dynamic nature of SAGIN, any link is
intermittently connected (the connectivity usually depends on

the signal-to-noise ratio requirement at the receiver), leading
to the availability of all routes varying dynamically over time.
We divide the timeline into time slots and ensure that an entire
E2E routing process can be accomplished within a single time
slot. The time slot is indexed by θ = 1, 2, · · · , and the network
topology and channel states remain relatively static within a
time slot but vary between successive slots. In a given time
slot θ, multiple available candidate routes may exist between S
and D, and their set is denoted as R(θ) ⊆ Runiv. For clarity in
subsequent presentations, slot-dependent symbols can be used
interchangeably with their counterparts that omit the time slot
index, provided that no ambiguity arises. For example, R(θ)
and R are used interchangeably. At the beginning of each
time slot, S can choose one route π ∈ R according to some
strategy, i.e., corresponding to a route selection round, and
then implement an E2E message delivery over the selected
route in this time slot.

In addition, we consider the presence of a group of ma-
licious ground eavesdroppers who attempt to intercept com-
munication on legitimate links. To counteract eavesdropping
attacks, a group of friendly jammers is introduced to assist
the transmission node by generating artificial interference to
disrupt the eavesdropper’s message reception. We assume that
the locations of the eavesdroppers and the jammers follow an
independent and homogeneous Poisson point process (PPP)2,
denoted by E = {1, 2 · · · } and J = {1, 2 · · · }, with densities
λE and λJ , respectively.

B. Channel Model
We adopt the general assumption that the network is

interference-limited [11]–[13]. When both the transmitter Tx

and the receiver Rx are GNs, the large-scale path loss,
along with the small-scale Rayleigh fading, are considered.
hTx,Rx represents the channel gain between Tx and Rx at
time slot θ, and |hTx,Rx

|2 is exponentially distributed with
E
{
|hTx,Rx

|2
}

= 1. dTx,Rx
denotes the Euclidean distance

between Tx and Rx, and α is the path loss exponent, typically
ranging from 2 to 6. When either the transmitter Tx or the
receiver Rx is a GN while the other is a UAV, P loss

Tx,Rx
denotes

the path loss between Tx and Rx at slot θ. According to [14],
P loss
Tx,Rx

can be formulated as

P loss
Tx,Rx

= 10α log2(dTx,Rx
) + Cf,Tx + σTx,Rx

, (1)

where Cf,Tx is a constant depending on the operating fre-
quency and antenna gain of the transmitter Tx, and σTx,Rx is
a Gaussian random variable. When either the transmitter or the
receiver is a satellite, the Weibull-based channel model [15]
is applied, and the channel gain GTx,Rx

at slot θ is expressed
as

GTx,Rx =
GTx

GRx
λ2

4πd2Tx,Rx

10−
Frain
Tx,Rx
10 , (2)

where GTx and GRx denote the antenna gain of the transmitter
and receiver, respectively, λ is the wavelength of the propaga-
tion signal, and F rain

Tx,Rx
represents the rain attenuation, which

follows the Weibull distribution.
2PPP is the most widely used spatial distribution model in stochastic

geometry analysis. It can reasonably represent the uncertainty of network
node locations while offering high analytical tractability [10].
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Due to the numerous types of links involved in SAGIN, we
categorize them based on the segment where the transmission
node Sk is located and present the corresponding channel
models as follows.

1) Sk ∈ G: According to Shannon’s Theorem, the achiev-
able rate CSk,Dk

from Sk to Dk at slot θ is given by

CSk,Dk
=



log2

(
1+

PSk |hSk,Dk |
2
/dα

Sk,Dk∑
Jj∈JPJ |hJj,Dk |

2
/dα

Jj,Dk

)
, Dk ∈ G

log2

1 +
PSk

10

Ploss
Sk,Dk

10

∑
Jj∈J PJ10

Ploss
Jj,Dk
10

 , Dk ∈ U

log2

(
1 +

PSk
GSk,Dk∑

Jj∈J PJGJj,Dk

)
, Dk ∈ S

(3)

where PSk
denotes the transmitting power of Sk and PJ

denotes the jamming power of a jammer.
For an eavesdropper Ei, its achievable eavesdropping rate

CSk,Ei is determined as

CSk,Ei
= log2

1 +
PSk

|hSk,Ei |
2
/dαSk,Ei∑

Jj∈J PJ

∣∣hJj ,Ei

∣∣2 /dαJj ,Ei

 . (4)

2) Sk ∈ U : The achievable rate CSk,Dk
from Sk to Dk at

slot θ is given by

CSk,Dk
=



log2

1+ PSk
10

Ploss
Sk,Dk

10∑
Jj∈JPJ |hJj,Dk |

2
/dα

Jj,Dk

, Dk∈G

log2

1 +
PSk

10

Ploss
Sk,Dk

10

∑
Jj∈J PJ10

Ploss
Jj,Dk
10

 , Dk ∈ U

log2

(
1 +

PSk
GSk,Dk∑

Jj∈J PJGJj,Dk

)
. Dk ∈ S.

(5)

For an eavesdropper Ei, its achievable eavesdropping rate
CSk,Ei

is determined as

CSk,Ei
= log2

1 +
PSk

10
Ploss
Sk,Ei
10∑

Jj∈J PJ

∣∣hJj ,Ei

∣∣2 /dαJj ,Ei

 . (6)

3) Sk ∈ S: The achievable rate CSk,Dk
from Sk to Dk at

slot θ is given by

CSk,Dk
=



log2

(
1+

PSk
GSk,Dk∑

Jj∈JPJ |hJj,Dk |
2
/dα

Jj,Dk

)
, Dk∈G

log2

1 +
PSk

GSk,Dk∑
Jj∈J PJ10

Ploss
Sk,Dk

10

 , Dk ∈ U

log2

(
1 +

PSk
GSk,Dk∑

Jj∈J PJGJj,Dk

)
. Dk ∈ S

(7)

For an eavesdropper Ei, its achievable eavesdropping rate
CSk,Ei is determined as

CSk,Ei
= log2

1 +
PSk

GSk,Ei∑
Jj∈J PJ

∣∣hJj ,Ei

∣∣2 /dαJj ,Ei

 . (8)

III. ROUTE PERFORMANCE MODELING AND SECURE
ROUTING PROBLEM FORMULATION

In this section, we provide the performance modeling for a
general route in the considered SAGIN, in terms of secrecy
capacity and E2E delay, and subsequently formulate the secure
routing problem.

A. Secrecy Capacity

We adopt secrecy capacity (SC) as the key metric for
evaluating message transmission security. SC represents the
fundamental limit of secure communication in the presence of
eavesdroppers, it is the maximum achievable data transmission
rate at which messages can be reliably delivered to the in-
tended receiver while ensuring that no meaningful information
can be inferred by the eavesdropper. Let Zlk denote the SC of
link lk at time slot θ, then, from Wyner’s result [16], Zlk can
be determined as

Zlk=

[
CSk,Dk

−max
Ei∈E

{CSk,Ei}
]+

≜
[
CSk,Dk

−Cmax
Sk,Ei

]+
, (9)

where [x]
+
= max{0, x}.

From Eq. (9), it can be observed that evaluating the SC
of link lk requires knowledge of CSk,Dk

and Cmax
Sk,Ei

. How-
ever, due to the dynamic nature of SAGIN, obtaining their
instantaneous values is challenging. To this end, we provide
the following lemmas to capture their statistical characteris-
tics. Let FCSk,Dk

(x) and E{CSk,Dk
} denote the cumulative

distribution function (CDF) and expectation of the legitimate
link capacity, FCmax

Sk,Ei
(x) and E{Cmax

Sk,Ei
} denote the CDF and

expectation of the eavesdropping link capacity, respectively.
Lemma 1: When Sk ∈ G, FCSk,Dk

(x), E{CSk,Dk
},

FCmax
Sk,Ei

(x) and E{Cmax
Sk,Ei

} are determined as Eqs. (10)~(13),
respectively, shown at the top of the next page, where Γ(·) is
the Gamma function.

Lemma 2: When Sk ∈ U , FCSk,Dk
(x), E{CSk,Dk

},
FCmax

Sk,Ei
(x) and E{Cmax

Sk,Ei
} are determined as Eqs. (14)~(17),

respectively, shown at the top of Page 6.
Lemma 3: When Sk ∈ S , FCSk,Dk

(x), E{CSk,Dk
},

FCmax
Sk,Ei

(x) and E{Cmax
Sk,Ei

} are determined as Eqs. (18)~(21),
respectively, shown at the top of Page 7.

Proof of Lemmas 1, 2, and 3: Please kindly refer to the
supplementary material.

Assume that in time slot θ, corresponding to the θ-th round
of route selection, the E2E message transmission is conducted
over route π. The SC Zπ of route π is determined by the
minimum SC among all its links, i.e., there is

Zπ = min
lk∈π

Zlk . (22)

B. End-to-End Delay

Let Wlk denote the delay experienced by the message on
link lk, which can be estimated as

Wlk =
dSk,Dk

v
+

η

CSk,Dk

+WQ,lk . (23)

The first term on the right-hand side (RHS) of Eq. (23) is
the prorogation delay, where v denotes the signal propagation
speed. The second term on the RHS of Eq. (23) is the trans-
mission delay, where η indicates the length of the message.
WQ,lk represents the queuing delay, which we estimate using
the Kingman’s formula [17]:

WQ,lk ≈ ρ(c2a + c2s)

2(1− ρ)µ
, (24)
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FCSk,Dk
(x) ≜ P(CSk,Dk

≤ x)=


1− exp

[
−2πλJ

(
PSk

/dα
Sk,Dk

(2x−1)PJ

)− 2
α

Γ(1− 2
α )Γ(1 +

2
α )

]
, Dk ∈ G

10√
π

{
α− 1 +

Cf,Jj

10 − α log2 (dSk,Dk
)− Cf,Sk

10 + log10

[
PJ

PSk
(2x − 1)

]}
, Dk ∈ U

1
2 exp

[
10 log10

(2x−1)PJd
2
Sk,Dk

PSk
− 10− 10πλJΓ(

1
2 )

]
. Dk ∈ S

(10)

E{CSk,Dk
} =



1

2πλJ

(
PSk

dα
Sk,Dk

PJ

)− 2
α
Γ(1− 2

α )Γ(1+
2
α ) ln 2

, Dk ∈ G

√
π

10 ln 2

[
α− 1 +

Cf,Jj

10 − α log2(dSk,Dk
)− Cf,Sk

10 + log10

(
PJ

PSk

)]−1

, Dk ∈ U
ln 10
10 ln 2 · PSk

PJd2
Sk,Dk

· exp
(
10 + 10πλJΓ

(
1
2

))
. Dk ∈ S

(11)

FCmax
Sk,Ei

(x) ≜ P(Cmax
Sk,Ei

≤ x) = exp

− λE

λJ(
PSk

(2x−1)PJ
)−

2
αΓ(1− 2

α )Γ(1 +
2
α )

 (12)

E{Cmax
Sk,Ei

} =
1

λE

λJ

(
PSk

PJ

)− 2
α

Γ
(
1− 2

α

)
Γ
(
1 + 2

α

)
ln 2

(13)

where ρ is the utilization (ratio of arrival rate to service rate),
µ is the service rate, and ca and cs are the coefficients of
variation of the arrival time interval and the service time,
respectively.

For the CDF of Wlk , we have

FWlk
(x) ≜ P(Wlk ≤ x)

= P
(
dSk,Dk

v
+

η

CSk,Dk

+WQ,lk ≤ x

)
(25)

= 1− FCSk,Dk

(
η

x− dSk,Dk

v −WQ,lk

)
. (26)

Assuming that route π is selected in time slot θ, the E2E delay
of the message Wπ can be determined as

Wπ =
∑
lk∈π

Wlk . (27)

C. Secure Routing Problem Formulation

For the SAGIN considered in this paper, our objective is
to transmit as many messages as possible within a specified
time while ensuring that the messages are not intercepted
by malicious eavesdroppers. To achieve this goal, we need
to design a routing strategy so that an appropriate route for
E2E message transmission can be identified in each round.
Therefore, we formulate the secure routing problem in SAGIN
as the following optimization problem:

max
π∈R(θ)

Θ(WB)∑
θ=1

E {Zπ(θ)} (28a)

s.t.

Θ(WB)∑
θ=1

E {Wπ(θ)} ≤ WB . (28b)

Eq. (28b) represents the constraint on the cumulative E2E
delay, where WB denotes the specified upper bound for the

cumulative E2E delay, and Θ(WB) denotes the maximum
number of rounds that the E2E message transmission can
be performed under given WB . Eq. (28a) indicates the ob-
jective of maximizing the cumulative E2E secrecy capacity,
by optimizing the selected route π in each round θ from the
corresponding feasible route set R(θ).

IV. SLEEPING MULTI-ARMED BANDITS-BASED ROUTING
SOLUTION

A. Conversion to MAB Problem

There are several key challenges in solving the secure
routing problem (28): The inherent uncertainties in SAGIN
(e.g., instantaneous channel state information, locations of
eavesdroppers and jammers) and its dynamic, time-varying
characteristics (e.g., network topology, channel conditions)
result in the unavailability of complete information about the
whole network state during each round of route selection,
thereby making global optimization infeasible; From an op-
timization perspective, the expressions of both the objective
function and the constraint in (28) are highly complex (non-
convex, non-linear, etc.) and involve multiple cases, rendering
classical optimization methods ineffective for solving the
problem. The strong coupling between the constraint and the
objective further complicates the optimization problem, that
is, (28b) determines the maximum number of implemented
routing rounds Θ(WB), and Θ(WB) is also the number of
summation terms in (28a).

Conventional routing schemes are incapable of addressing
the aforementioned challenges. To this end, we develop a
multi-armed bandit (MAB)-based online reinforcement learn-
ing solution. The MAB problem is a foundational framework
for decision-making under uncertainty. It is inspired by the
analogy of a gambler at a casino facing a row of slot machines
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(“arms”), each with a potentially different and unknown prob-
ability of reward, and the gambler must decide which arm to
pull over a series of rounds to maximize cumulative reward.

We convert SAGIN’s secure routing problem (28) into an
MAB problem as follows: We regard the source node as
the player (i.e., gambler), and each feasible candidate route
as an arm. Selecting a route corresponds to pulling an arm.
The achievable secrecy capacity of the selected route and the
incurred E2E delay serve as the associated reward and cost of
pulling the arm, respectively. As long as the cumulative cost
does not exceed the given budget WB , additional rounds of
arm pulling (route selection) can be performed. This process
continues until the maximum allowable rounds Θ(WB) are
reached, at which the budget is exhausted and the game ends.
In the standard formalization of the MAB problem, regret is
a core concept, which measures the difference between the
reward obtained by pulling the arm following a given strategy
and the reward that could have been achieved by consistently
pulling the best arm.

Definition 1 (Regret): Regret is defined as the difference
between the total achieved reward of the optimal policy that
has knowledge of the complete instantaneous network state in
advance, and the reward achieved by the applied strategy in
the case where such knowledge is unavailable. Let Reg(WB)
denote the regret under the budget WB , R∗

total and Rtotal

represent the total reward achieved by the optimal policy and
the applied strategy, respectively. Then, Reg(WB) is expressed
as

Reg(WB) =R∗
total −Rtotal

=

Θ∗(WB)∑
θ=1

Zπ∗(θ)−
Θ(WB)∑
θ=1

Zπ(θ),
(29)

LEO-UAV link

UAV link

Urban region Disaster zone

Source
UAV-Ground link

Destination

Satellite 1

Satellite 2

Satellite 3
Satellite 4

Satellite 5

UAV 1 UAV 2
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(a) An available route in time slot θ.
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UAV 5

LEO-UAV link

(b) An available route in time slot
θ + 1.

Fig. 3. Dynamic variation of the available route over time.

where ∗ indicates the selection under the optimal policy.
Based on Definition 1, secure routing problem (28) can be

converted into the following normal-form of an MAB problem:

MAB: min
π∈R(θ)

Reg(WB) (30a)

s.t.

Θ(WB)∑
θ=1

E {Wπ(θ)} ≤ WB . (30b)

B. SMAB-SR Algorithm

Note that there is a key difference between Problem (30) and
a standard MAB problem. In a standard MAB problem, the
set of arms that can be selected remains fixed in each round.
However, due to the high dynamics of SAGIN, communication
links may intermittently break, causing the set of available
routes to change dynamically over time. Fig. 3 illustrates an
example of dynamic variation of the available route between
a source-destination pair. Due to changes in the positions of
satellites and UAVs, some links used in time slot θ become
interrupted in time slot θ + 1, leading to a change in the
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available E2E transmission route. To this end, we introduce a
variant of MAB, i.e., the sleeping MAB (SMAB). In SMAB,
only a subset of arms (corresponding to the current feasible
routes) is available in each round, while the rest of the arms
are sleeping. Within the SMAB framework, our objective
is to establish a mapping from the set of available arms
to the selected arm, thereby approaching the best arm and
minimizing the regret.

We propose Algorithm 1 to determine the set of available
E2E message transmission routes before each round of route
selection. Algorithm 1 consists of two phases: connectivity
calculation phase (Steps 1–11) and available route set deter-
mination phase (Steps 12–26). In the first phase, we compute
the connectivity matrices CG,S and CU,S , which represent the
link connectivity status between satellites and GNs, as well as
between satellites and UAVs, respectively. Step 1 initializes
CG,S and CU,S as zero matrices. In Steps 2–6, we iterate over
all GNs and satellites to compute the link connectivity value
CG,S

g,s,θ at round θ. In Steps 7–11, we iterate over all UAVs
and satellites to compute the link connectivity value CU,S

u,s,θ at
round θ. In the second phase, we initialize the available route
set as an empty set (Step 12), and define fπ ∈ {true, false}
as the flag indicating whether a candidate route π is available
in the current round (Step 13). For each candidate route
π = ⟨l1, . . . , lk, . . . , lK⟩, which is composed of K-hop links,
we sequentially check the connectivity status of every link it
contains (Steps 16-17). If any link is found to be disconnected,
the route is immediately marked as unavailable (Step 19), and
the checking process is terminated (Step 20). When all K links
are connected, we add π to R(θ) (Step 24).

In the MAB problem (30), since the information about

the reward associated with each arm is unknown, we need
to explore pulling arms to gather knowledge, which can
be used for subsequent arm selection. “Exploration” means
trying different arms to collect information about their re-
ward distributions, while “Exploitation” means pulling the
arm believed to have the highest expected reward, based
on current knowledge. Excessive exploration will consume
significant cost on inferior choices, reducing the cumulative
reward and slowing convergence to the optimal arm. On the
other hand, excessive exploitation hinders the acquisition of
sufficient knowledge about arm quality, potentially trapping
the decision-maker in a suboptimal choice while failing to
discover better alternatives. Moreover, it limits adaptability to
changes in reward distributions in dynamic environments.

In order to develop a desirable strategy that can address the
dilemma between exploration and exploitation, we utilize the
concept of Upper Confidence Bound (UCB), whose core idea
is to always maintain optimism in the face of uncertainty [18].
Specifically, for an arbitrary round θ, we estimate the quality
of each available arm based on the knowledge learned from
previous rounds. Let βπ(θ) and Z̄π(θ) denote the number of
times arm π being selected and the average empirical reward
of arm π until round θ, respectively. If arm π is pulled in
round θ, the values of βπ and Z̄π are updated as follows:

βπ(θ) = βπ(θ − 1) + 1,

Z̄π(θ) =
Z̄π(θ − 1) · βπ(θ − 1) + Zπ(θ)

βπ(θ − 1) + 1
.

(31)

Otherwise, these parameters remain unchanged from the pre-
vious round.
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Algorithm 1 Available Route Set Determination.
Input: Satellite set S , UAV set U , ground node set G, univer-

sal set of all candidate routes Runiv, round θ
Output: Available route set R(θ)

/* Connectivity Calculation Phase */
1: Initialize CG,S and CU,S as zero matrices;
2: for g = 1 to NG do
3: for s = 1 to NS do
4: Evaluate the connectivity status CG,S

g,s,θ between GN
g and satellite s;

5: end for
6: end for
7: for u = 1 to NU do
8: for s = 1 to NS do
9: Evaluate the connectivity status CU,S

u,s,θ between
UAV u and satellite s.

10: end for
11: end for

/* Available Route Set Determination Phase */
12: Initialize R(θ) = ∅;
13: Define fπ ∈ {true, false} as the flag indicating whether

the candidate route π is available in the current round;
14: while ∀π = ⟨l1, . . . , lk, . . . , lK⟩ ∈ Runiv do
15: fπ = true;
16: for k = 1 to K do
17: Check the connectivity of link lk by referring to

the corresponding entries in matrices CG,S and
CU,S ;

18: if lk is disconnected then
19: Set fπ = false;
20: Break;
21: end if
22: end for
23: if fπ = true then
24: Add π to the available route set R(θ);
25: end if
26: end while
27: return Available route set R(θ);

According to the UCB policy of MAB, the UCB-based
reward for arm π in round θ, denoted as Ẑπ(θ), is determined
as

Ẑπ(θ) = Z̄π(θ) + Uπ(θ), (32)

where Uπ(θ) =
√

2 ln θ
βπ(θ)

is the confidence interval of route
π’s reward. In each round, we prioritize selecting an arm
from the set of available arms that has never been chosen
before, to guarantee that all candidate arms can be explored.
If no such unselected arms remain, we pull the arm with the
maximal UCB-based reward. After each round of the routing
process, we update the associated parameters of all arms for
the selection in the next round.

Integrating the available route set determination and the
UCB strategy, we propose the SMAB-based secure routing
(SMAB-SR) solution for problem (28) in SAGIN, as summa-
rized in Algorithm 2. Specifically, Step 1 initializes the system
parameters, where we use B(θ) to record the remaining budget

after the θ-th round. In the main loop for pulling arms, Step
3 updates the index of the round, and Step 4 identifies the
currently available route set R(θ) by performing Algorithm 1.
In Steps 5–10, if there exist arms in R(θ) that have never
been pulled before, we randomly pull such an arm and record
it as πθ; else, we sort the arms in R(θ) in descending order
according to their UCB-based reward and pull the arm πθ

with the maximal UCB reward. Once the routing process
is complete, Step 11 calculates the associate reward Zπθ (θ)
and the cost Wπθ (θ). Steps 12–13 check whether the cost
exceeds the remaining budget, if so, the arm-pulling process
will terminate; else, we update the parameters in Steps 15–18,
and the loop of the arm-pulling process will continue until the
budget exhausts.

Algorithm 2 Sleeping MAB-Based Secure Routing Algorithm
for SAGIN.
Input: Total budget WB , universal set of all candidate routes

Runiv

Output: Total reward Rtotal, total cost Wtotal, total number
of rounds Θ(WB), the arm πθ pulled in each round
/* Initialization */

1: Initialize θ = 0, Rtotal = 0, Wtotal = 0, Θ(WB) = 0,
B(θ) = WB , and for all π ∈ Runiv, initialize βπ(0) = 0;
/* Main loop for pulling arms */

2: while true do
3: θ = θ + 1;
4: Perform Algorithm 1 to obtain the currently available

route set R(θ);
5: if There exist π ∈ R(θ) such that βπ(θ−1) = 0 then;
6: Randomly pull such an arm and denote it as πθ;
7: else
8: Sort the arms according to the UCB-based reward

Ẑπ(θ − 1) for π ∈ R(θ);
9: Pull the arm πθ with the maximal UCB-based

reward;
10: end if
11: Calculate the reward Zπθ (θ) and the cost Wπθ (θ);
12: if Wπθ (θ) > B(θ − 1) then
13: Break;
14: else
15: Rtotal = Rtotal + Zπθ (θ);
16: Wtotal = Wtotal +Wπθ (θ);
17: B(θ) = B(θ − 1)−Wπθ (θ);
18: Update βπ(θ), Z̄π(θ), and Ẑπ(θ) according to

Eqs. (31) and (32) for all arms;
19: end if
20: end while
21: Θ(WB) = θ − 1;
22: return Rtotal, Wtotal, Θ(WB), πθ for θ =

1, 2, · · · ,Θ(WB);

V. THEORETICAL ANALYSIS FOR SMAB-SR ALGORITHM

A. Regret Bound Analysis

In this section, we analyze the regret upper bound of
the proposed SMAB-SR algorithm. We index all candidate
routes in the universal set Runiv in descending order based on
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the route’s actual average reward as 1, 2, · · · , I , and define
∆i,i+1 = Zi −Zi+1 for 1 ≤ i ≤ I − 1. In addition, we define
the minimum and maximum reward differences between all
non-optimal arms and the optimal arm as follows:

∆max = Zπ∗ − min
π′ ̸=π∗

Zπ′ , (33)

∆min = Zπ∗ − max
π′ ̸=π∗

Zπ′ . (34)

Let Wmin and Wmax represent the smallest and largest cost
for pulling an arm, respectively, and W ∗ represent the cost of
the optimal arm. Then, we provide the following lemmas.

Lemma 4: With the definition of confidence interval Ui(θ) =√
2 ln θ
βi(θ)

, the following inequality holds for all 1 ≤ i ≤ I and
θ ≥ 1:

P
{
Z̄i(θ) ∈ [Zi(θ)− Ui(θ), Zi(θ) + Ui(θ)]

}
≥ 1− 2

θ4
. (35)

Lemma 5: The following inequality holds:

I−1∑
a=1

I∑
i=a

∆a,a+1

∆2
a,i

≤ 2

I−1∑
a=1

1

∆a,a+1
. (36)

Lemma 6: The total number of routing rounds Θ(WB) under
budget WB is upper bounded by

Θ(WB) ≤
WB∆

2
minWmin − 4WmaxW

∗

W ∗ [∆2
minWmin −Wmax(4 + 2∆2

min)]
. (37)

Proof of Lemmas 4, 5, and 6: Please kindly refer to the
supplementary material.

Built upon the above lemmas, we give the following theo-
rem regarding the upper bound on the regret of the SMAB-SR
algorithm.

Theorem 1: The regret of the SMAB-SR algorithm under
budget WB is upper bounded by

Reg(WB)≤
{
18 ln

WB∆
2
minWmin−4WmaxW

∗

W ∗[∆2
minWmin−Wmax(4+2∆2

min)]

+O(1)

}
·
I−1∑
i=1

1

∆i,i+1
.

(38)

Proof: For 1 ≤ a < i ≤ I , let Na,i denote the total
number of times (i.e., from the first round until the budget
is exhausted) route i is selected under the condition that
there exists at least an available route whose index is within
{1, 2, · · · , a}. Accordingly, under the same condition, let Ra,i

represent the remaining number of times route i will be
selected after being chosen Qa,i times, i.e., Na,i = Ra,i+Qa,i.
Moreover, we define the events E1 and E2 as follows:

E1≜
a⋃

z=1

(
Z̄i(θ) +

√
2 ln θ

r
≥ Z̄z(θ) + Uz(θ)

)
,

E2≜
⋃

z∈{1,··· ,a}∪{i}

Z̄z(θ) ∈ [Zz(θ)−Uz(θ), Zz(θ)+Uz(θ)].
(39)

When Qa,i = ⌊ 9 lnΘ(WB)
∆2

a,i
⌋, we have

Ra,i =

Θ(WB)∑
r=Qa,i+1

Θ(WB)∑
θ=r

P
{
(πθ = i) ∧ (route i is chosen r times)

∧ (R(θ) ∩ {the first a routes} ̸= ∅)
}

≤
Θ(WB)∑

r=Qa,i+1

Θ(WB)∑
θ=r

P
{
(πθ = i) ∧ (β(θ) = r) ∧ E1

}
≤

Θ(WB)∑
r=Qa,i+1

Θ(WB)∑
θ=r

P
{
E1

}
. (40)

Applying the law of total probability, we can obtain

P
{
E1

}
= P

{
E1|E2

}
P
{
E2

}
+ P

{
E1|Ec

2

}
P
{
Ec
2

}
≤ P

{
E1|E2

}
+ P

{
Ec
2

}
, (41)

where Ec
2 denotes the contrary event of E2. According to

Lemma 4, the probability that event E2 happens is at least
1− 2(a+ 1)θ−4, so we have P

{
Ec
2

}
≤ 2(a+ 1)θ−4.

Given that route i has been selected Qa,i times, the con-

fidence interval Ui(θ) is at most

√
2 lnΘ(WB)∆2

a,i

9 lnΘ(WB) <
∆a,i

2 .

Then, if event E2 happens, there are Z̄i(θ) + Ui(θ) ≤ (Zi +
Ui(θ)) + Ui(θ) < Zi +∆a,i = Za, and Z̄z(θ) + Uz(θ) ≥ Zz ,
∀z ∈ {i} ∪ {1, 2, ..., a}. Substituting (41) into (40) yields

Ra,i ≤
Θ(WB)∑

r=Qa,i+1

Θ(WB)∑
θ=r

(
P
{
E1|E2

}
+ P

{
Ec
2

})
≤

Θ(WB)∑
r=Qa,i+1

Θ(WB)∑
θ=r

(
P
{ a⋃
z=1

(Z̄i(θ)+Ui(θ)≥Zz)
}
+P
{
Ec
2

})

≤
Θ(WB)∑

r=Qa,i+1

Θ(WB)∑
θ=r

P
{
Z̄i(θ) + Ui(θ) ≥ Za

}
+

Θ(WB)∑
r=Qa,i+1

Θ(WB)∑
θ=r

2(a+ 1)

θ4

=

Θ(WB)∑
r=Qa,i+1

Θ(WB)∑
θ=r

2(a+ 1)

θ4
≤O

(
I

Θ(WB)2

)
=O(1). (42)

Then, we have

Na,i = Qa,i +Ra,i ≤
9 lnΘ(WB)

∆a,i
2 +O(1). (43)

The regret can be re-expressed as

Reg(WB) = E{
I∑

i=2

i−1∑
a=1

(Na,i −Na−1,i)∆a,i}

=

I∑
i=2

i−1∑
a=1

Na,i(∆a,i −∆a+1,i)

≤ [9lnΘ(WB)+O(1)]

I∑
i=2

i−1∑
a=1

∆a,i−∆a+1,i

∆2
a,i

. (44)

Substituting (36) and (37) into (44), we obtain (38).
This completes the proof.
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(a) SAGIN simulation scenario. (b) Satellite-ground link.

(c) Satellite-UAV-ground path. (d) Ground-satellite-ground path.

Fig. 4. Simulation Setup.

B. Computational Complexity Analysis

We begin by analyzing Algorithm 1, which consists of two
phases: (1) Connectivity Calculation Phase. In this phase, the
connectivity matrix CG,S is generated through a nested loop
with the complexity of O(NGNS), while the connectivity
matrix CU,S requires another nested loop with the complex-
ity of O(NUNS). Hence, the complexity of this phase is
O(NS(NG + NU )); (2) Available Route Set Determination
Phase. This phase iterates over all |Runiv| candidate routes
and verifies the connectivity of K-hop links per route. So,
the complexity of this phase is O(|Runiv|K). Therefore, the
overall computational complexity TAlg1 of Algorithm 1 is
O(NS(NG +NU ) + |Runiv|K).

For the SMAB-SR algorithm, the main loop iterates Θ(WB)
times, which is upper bounded by Eq. (37). Each iteration
consists of three computational phases: (1) invoking Algo-
rithm 1; (2) ranking the available routes based on the UCB
criterion, with the complexity of O(|R(θ)| log2 |R(θ)|); (3)
updating the parameters of all available routes, with the
complexity of O(|R(θ)|). Based on the above analysis, the
total computational complexity of the SMAB-SR algorithm is
O(Θ(WB) · (TAlg1 + |R(θ)| log2 |R(θ)|).

VI. SIMULATION RESULTS

A. Simulation Methodology

1) Simulation Setup: Our SAGIN simulation scenario and
the entire simulation process–including SAGIN topology con-
struction, 3D visualization, routing algorithm execution, and
performance evaluation–are implemented using MATLAB and
its associated toolboxes, primarily the Satellite Communica-
tions Toolbox3. Specifically, we employ the built-in satel-
liteScenario function from the Satellite Communications Tool-
box to create an object that can define various network entities
such as satellites, UAVs, and GNs. The default simulation

3https://www.mathworks.com/products/satellite-communications.html.

scenario includes 48 LEO satellites from the Iridium con-
stellation, 2 UAVs, and 6 GNs (base stations). We download
the Two-Line Element (TLE) files of relevant LEO satellites
from CelesTrak4, which is a publicly accessible platform
that provides up-to-date satellite orbital data in standardized
formats5. Then, we assign the orbital parameters extracted
from the TLE files to the satellites defined by the satel-
liteScenario object via built-in interfaces, enabling accurate
replication of actual Iridium satellite trajectories within the
MATLAB-based environment. In addition, the ground stations
are distributed globally in cities such as New York, Tokyo, and
Paris, while UAV flight routes are configured by specifying
stopover points and flight durations between them. Fig. 4
illustrates the visualization interface of our simulation plat-
form, including the overall SAGIN topology and detailed link
information, which is primarily generated using the built-in
satelliteScenarioViewer function of the toolbox.

In the simulation, we set the transmit power of legitimate
nodes to 1W and the jamming power of jammers to 0.1W.
The path loss exponent is set to 2, and the constant in the
average path loss model is set to 10. The satellite antenna gain
factor is configured as 5, while the densities of eavesdroppers
and jammers are both set to 0.01. For each simulation, we
run for a total of 15 hours and 30 minutes and we obtain the
distance matrix every 10 seconds. The default settings of the
main simulation parameters are summarized in Table I.

TABLE I
DEFAULT SETTINGS OF MAIN SIMULATION PARAMETERS

Simulation Parameter Default Setting
Number of LEO satellites 48
Satellite constellation Iridium
Number of UAVs 2
Number of ground nodes 6
Transmit Power 1W
Jamming power 0.1W
Legitimate link bandwidth 1Gbps
Eavesdropping link bandwidth 1Gbps
Path loss exponent 2
Average path loss constant 10
Satellite antenna gain 5
the interference node density 0.01
the eavesdropping node density 0.01

2) Evaluation Metrics and Comparison Algorithms: In the
simulation, we test the following routing performance eval-
uation metrics: i) Cumulative reward: the cumulative reward
achieved by the algorithm as the number of rounds grows,
which is equivalent to the cumulative E2E secure transmis-
sion throughput; ii) Average reward: the average reward (i.e.,
average secure transmission throughput) that can be received
per round of routing, calculated as the total reward divided
by the total number of rounds; iii) Cumulative regret: the
cumulative reward gap between the adopted algorithm and
the optimal strategy under ideal conditions; iv) Reward-cost-
ratio: the reward gained per unit of cost consumed. Moreover,

4https://celestrak.org/.
5The authors gratefully acknowledge MathWorks for their development

support in satellite communications research, and CelesTrak for providing
satellite orbital data publicly.
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Fig. 5. Cumulative reward achieved
by different algorithms.

Fig. 6. Average reward achieved by
different algorithms.
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Fig. 7. Cumulative regret achieved
by different algorithms.
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Fig. 8. Reward-cost-ratio of differ-
ent algorithms.

we have developed three comparison algorithms in the sim-
ulation, called “Optimal”, “Epsilon-greedy” and “Random”.
“Optimal” means that the algorithm knows the instantaneous
information of all routes in advance and always selects the
best route in each round. “Random” selects an available route
randomly in each round. “Epsilon-greedy” uses ϵ ·WB budget
to randomly select an available route in the corresponding
rounds (pure exploration phase), and then uses the remaining
(1− ϵ) ·WB budget to greedily select the available route with
the highest average reward (pure exploitation phase). In the
“Epsilon-greedy” algorithm, the default setting of ϵ is 0.2.
Additionally, “Epsilon-greedy” updates the arm’s metrics only
in the exploration phase, while its exploitation phase relies
solely on historical statistics. Note that SMAB-SR leverages
the UCB-based reward to select a route, dynamically switching
between exploration and exploitation according to the route’s
availability and the current round performance. Moreover,
the arm’s metrics are updated during both exploration and
exploitation, and confidence bounds are incorporated to adjust
decisions. These differences imply the advantage of SMAB-
SR in terms of more reasonable budget usage and higher
adaptability to dynamic environments in SAGIN.

B. Performance Comparison

We first compare the cumulative reward that can be achieved
by different algorithms, as summarized in Fig. 5. We can
observe that as the number of routing rounds increases,
the cumulative reward achieved by all algorithms exhibits a
monotonically increasing trend. Notably, the proposed SMAB-
SR algorithm demonstrates a significantly faster growth in
cumulative reward compared to the Epsilon-greedy algorithm
and the Random algorithm, indicating that for a given number
of routing rounds, SMAB-SR facilitates a greater amount
of E2E secure data transmission. This result validates the
effectiveness of the SMAB-SR solution to the challenging
secure routing issue in SAGIN scenarios.

We then plot Fig. 6 to show the behaviors of the average
reward of different algorithms. To reduce the fluctuations in
the data, the movmean function is applied to smooth the data of

reward for each algorithm, with a window size set to 10. The
shaded region surrounding each curve represents the standard
deviation range of the smoothed data, reflecting the fluctuation
range of the reward data. The wider the shaded region, the
greater the fluctuation of the reward data, and vice versa. It can
be observed that the curve of the average reward of the SMAB-
SR algorithm consistently remains above those of the Epsilon-
greedy and Random algorithms, indicating that SMAB-SR
enables a larger amount of secure E2E data transmission per
round on average. Another interesting phenomenon is that the
fluctuations in the average reward of SMAB-SR are greater
than those of the other three algorithms. This is due to the
rapid state variations in the SAGIN, to which SMAB-SR dy-
namically adapts by adjusting its route selection accordingly.
It indicates that the SMAB-SR algorithm is well-suited to the
dynamic nature of SAGIN and has greater potential to achieve
a better balance between exploration and exploitation.

Fig. 7 compares the evolution of cumulative regret across
different algorithms as the number of routing rounds increases.
We can see that the SMAB-SR algorithm exhibits the slowest
growth in cumulative regret among the three algorithms, indi-
cating the smallest performance gap from the optimal strategy
under ideal conditions. The Random algorithm shows an
approximately linear increase in cumulative regret, as it does
not optimize route selection based on historical knowledge.
The Epsilon-greedy algorithm initially experiences a rapid
increase in cumulative regret, which then slows down due
to the transition from the pure exploration phase to the pure
exploitation phase. For the SMAB-SR algorithm, the growth
rate of cumulative regret gradually flattens as the number of
rounds increases, demonstrating its ability to achieve a better
exploration-exploitation balance and converge more quickly to
an appropriate route selection.

In Fig. 8, we compare the reward-cost-ratio (RCR, i.e.,
the cumulative reward divided by the cumulative cost) across
different algorithms. Since all information about the SAGIN
is known in advance, the Optimal algorithm consistently
achieves the highest RCR. The SMAB-SR algorithm ranks
second, maintaining a relatively stable RCR as the number of
rounds changes, indicating its ability to stably achieve a larger
reward (i.e., greater E2E secure transmission throughput) at
a certain cost (i.e., delay constraints). The Epsilon-greedy
algorithm shows an increase in its RCR after transiting to
the pure exploitation phase, but it still lags behind SMAB-
SR. This is because Epsilon-greedy cannot adaptively explore
and optimize route selection in response to the dynamics of
SAGIN, as effectively as the SMAB-SR algorithm.

C. Impacts of System Parameters

We further conduct simulations under different settings of
the number of UAVs, GNs, and satellites in the SAGIN,
to demonstrate the impacts of system parameters on routing
performance.

We summarize respectively in Fig. 9 and Fig. 10 how
the total E2E secure transmission throughput and the total
regret vary with the budget under different UAV quantity
settings. The total throughput and total regret refer to the
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(a) 2 UAVs.
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(b) 4 UAVs.
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(c) 6 UAVs.
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(d) 8 UAVs.

Fig. 9. Total E2E secure transmission throughput versus budget under
different numbers of UAVs.
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(a) 2 UAVs.
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(b) 4 UAVs.
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(c) 6 UAVs.
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Fig. 10. Total regret versus budget under different numbers of UAVs.

cumulative throughput and cumulative regret achieved by the
algorithm when the entire budget is exhausted, respectively.
Each subfigure corresponds to a specific number of UAVs:
(a) 2 UAVs, (b) 4 UAVs, (c) 6 UAVs, and (d) 8 UAVs.
Other system parameters follow the default setting. Fig. 9
and Fig. 10 show that in all scenarios, as the total budget
becomes larger, the total secure throughput and total regret of
all algorithms increase (the same phenomenon can also be seen
in the subsequent Figs. 11-14). This is because the increase
in budget allows for more routing rounds to be executed. It
can be observed from Fig. 9 that the total throughput of the
SMAB-SR algorithm significantly outperforms the Epsilon-
greedy and Random algorithms, and is very close to the
Optimal algorithm. Moreover, an increase in the number of
UAVs does not always improve the total throughput of the
routing algorithm. For instance, the total throughput of all
algorithms is generally higher when the number of UAVs is
4 compared to when it is 8. A possible explanation for this
phenomenon is that the increase in UAVs leads to a larger
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(a) 12 LEO satellites.
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(b) 24 LEO satellites.

250 500 750 1000 1250 1500 1750 2000

Budget

0

0.5

1

1.5

2

2.5

3

3.5

T
o

ta
l 

E
2

E
 S

ec
u

re
 T

ra
n

sm
is

si
o

n
 T

h
ro

u
g

h
p

u
t

105

Optimal

SMAB-SR

Epsilon-greedy

Random

(c) 48 LEO satellites.
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(d) 96 LEO satellites.

Fig. 11. Total E2E secure transmission throughput versus budget under
different numbers of LEO satellites.
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(a) 12 LEO satellites.
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(b) 24 LEO satellites.
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(c) 48 LEO satellites.
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(d) 96 LEO satellites.

Fig. 12. Total regret versus budget under different numbers of LEO satellites.

number of suboptimal routes, which may cause the algorithm
to explore more suboptimal routes, thereby decreasing the total
throughput. From Fig. 10, it can be seen that the slope of
the increase in total regret for the SMAB-SR algorithm is
significantly smaller than that of the other algorithms as the
budget increases, indicating that it can efficiently utilize the
budget (i.e., delay constraint) to achieve near-optimal route
selection.

We then plot Fig. 11 and Fig. 12 to show the performance
of total E2E secure transmission throughput and total regret of
the algorithms under different LEO satellite quantity settings,
respectively. Each subfigure corresponds to a specific number
of LEO satellites: (a) 12 LEO satellites, (b) 24 LEO satellites,
(c) 48 LEO satellites, and (d) 96 LEO satellites. We can
observe from Fig. 11 and Fig. 12 that under all LEO satellite
configurations, the performance of the SMAB-SR algorithm
is significantly better than the comparison algorithms and can
approach closely the Optimal algorithm. Comparing different
LEO satellite configurations, it can be seen that increasing
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(a) 4 ground nodes.
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(b) 6 ground nodes.
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(c) 8 ground nodes.
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(d) 10 ground nodes.

Fig. 13. Total E2E secure transmission throughput versus budget under
different numbers of GNs.
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(a) 4 ground nodes.
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(b) 6 ground nodes.
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(c) 8 ground nodes.
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Fig. 14. Total regret versus budget under different numbers of GNs.
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(b) Total secure transmission throughput versus
number of LEO satellites.
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(c) Total secure transmission throughput versus
number of GNs.

Fig. 15. Impacts of node quantity in SAGIN on total secure transmission throughput.

the number of LEO satellites can generally improve the total
throughput of routing algorithms. However, when the number
of LEO satellites becomes sufficiently large, the improvement
in throughput will diminish, indicating a certain saturation
effect in the deployment of LEO satellites in SAGIN.

Fig. 13 and Fig. 14 respectively summarize the variations
of the total E2E secure transmission throughput and total
regret of all algorithms as the budget increases under different
GN quantity configurations. Each subfigure corresponds to a
specific number of GNs: (a) 4 GNs, (b) 6 GNs, (c) 8 GNs,
and (d) 10 GNs. Consistent with the previous results, under all
GN quantity configurations, the SMAB-SR algorithm achieves
performance close to the Optimal algorithm (e.g., with a
total throughput gap of no more than 10%) and significantly
outperforms the comparison algorithms. Similarly, as in the
case of LEO satellites, increasing the number of GNs can
improve throughput to some extent, but a saturation effect is
also observed. Furthermore, we can see from Fig. 14 as well as
Fig. 10 and Fig. 12 that, as the number of nodes in the SAGIN
increases, the trend of total regret growth of the SMAB-SR
algorithm with increasing budget remains almost the same.
This indicates that when there are more available routes in the
SAGIN, the SMAB-SR algorithm can still efficiently converge
to the near-optimal route selection.

In Fig. 15, we summarize the impacts of network node

quantity configurations in SAGIN on the total E2E secure
transmission throughput achieved by algorithms, with the
budget set to WB = 2000. Fig. 15 shows that the throughput
of all algorithms first increases and then decreases as the
number of UAVs increases, while it gradually increases with
the number of LEO satellites or GNs. Notably, regardless
of variations in network node configurations, the proposed
SMAB-SR algorithm can always approximate the Optimal al-
gorithm very well, demonstrating its effectiveness and stability
as a robust solution for enabling E2E secure transmission in
SAGIN environments.

Finally, we replace the Iridium constellation in the sim-
ulation with the Starlink constellation at an orbital altitude
of 550km, setting the number of satellite nodes to 48, and
compare the performance of routing algorithms. The results are
summarized in Fig. 16. Fig. 16(a) shows the topology of the
Starlink constellation, which exhibits significant differences
from that of the Iridium constellation. As observed from
Figs. 16(b) and 16(c), under all budget settings, the SMAB-
SR algorithm consistently outperforms the two benchmark
algorithms, achieving higher secure throughput and lower re-
gret, with performance close to that of the Optimal algorithm.
This demonstrates the adaptability of SMAB-SR to diversified
SAGIN scenarios. Furthermore, comparing the results across
the two constellation configurations reveals that the secure
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(a) Starlink constellation topology.
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(b) Total E2E secure transmission throughput
versus budget.
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Fig. 16. Performance comparison under the Starlink constellation.

throughput of SMAB-SR is slightly higher in the Starlink
constellation scenario, indicating that constellation topology
can indeed have a measurable impact on routing performance.

VII. RELATED WORK

A. Space-Air-Ground Integrated Networks

With the rapid evolution of communication networks, SA-
GIN has been proposed as a promising 6G solution and
become the forefront of future advanced network research [2].
SAGIN aims to integrate ground information infrastructure, air
communication platforms, and satellite networks to enhance
global coverage and ensure seamless connectivity [3]. How-
ever, this integrated architecture also brings several unique
challenges, such as long propagation delay, high Doppler
shifts, and frequent handovers, which will especially pose
significant difficulties for the effective operation of traditional
network routing protocols [19]. In addition, the literature [20]
outlined the future trends of SAGIN in the context of 6G
evolution and highlighted the associated security threats. To
date, existing research has primarily focused on the under-
lying communication technologies, networking, and resource
allocation in SAGIN, while the investigation on the design of
upper-layer routing protocols, particularly those considering
security aspects, remains relatively limited.

B. Routing Solutions in SAGIN

A survey of the existing literature indicates that there is
some recent relevant work on routing in SAGIN or satellite
networks. Geng et al. [21] developed an agent-based frame-
work for satellite networks and introduced a clustering and
game theory-based collaborative routing scheme to optimize
network efficiency and reliability. Xu et al. [22] proposed
a spatial location-aided fully distributed routing scheme for
large-scale LEO satellite networks, where a multi-agent deep
reinforcement learning mechanism was designed to optimize
routing and minimize the average delay. Wang et al. [23]
presented a multi-task routing strategy for integrated satellite-
terrestrial networks, which combines satellite control and
convolutional neural network-based path allocation with fuzzy
logic to enhance load balance and quality of experience. Du
et al. [24] explored location management for mega satellite
networks, where a satellite-assisted routing scheme was pro-
posed to reduce management overhead and avoid network
congestion. Maity et al. [25] introduced a virtual network

embedding-based routing protocol, which can transform the
satellite network model into a virtual network and map real
satellites to virtual nodes according to the physical locations
and assigned geographic coordinates. Bhattacharjee et al. [26]
developed a nonlinear optimization model for dynamic routing
in LEO satellite mega-constellations, and designed heuristic
algorithms to balance performance and computational com-
plexity. Huang et al. [27] studied topology management and
route planning for multi-layer satellite networks, and proposed
a multi-objective inter-layer link allocation scheme to improve
topology stability, transmission efficiency, and user experi-
ence. In [28], [29], the authors developed theoretical analysis
frameworks based on stochastic geometry, for investigating
the routing reliability in LEO satellite constellations. More
recently, Duan et al. [30] introduced an adaptive snapshot
mechanism for distributed LEO satellite networks to optimize
route reconstruction, which can minimize routing overhead
while maintaining performance under dynamic topologies and
failures.

Note that the Markov Decision Process (MDP) is a robust
theoretical framework for sequential decision-making under
environmental uncertainty, which has been widely applied to
routing design in various types of networks. For example,
MDP-based routing methods have been proposed for delay-
tolerant networks in [31], [32]. We believe that MDP also
has strong potential for routing design in the uncertain envi-
ronment of SAGIN. However, several challenges must be ad-
dressed. First, as the network scales, the state and action spaces
expand rapidly, rendering the exact solution computationally
intractable. Second, the pronounced spatiotemporal dynam-
ics of SAGIN make accurate modeling of state transition
probabilities particularly difficult. Third, the computational
and storage requirements of solving MDPs may conflict with
the resource constraints of SAGIN nodes. In contrast, the
MAB framework developed in this work does not require
explicit transition probability modeling and can be regarded as
a lightweight decision-making mechanism under uncertainty.
Overall, integrating MDP with lightweight online learning
techniques represents a promising direction for addressing
routing problems in SAGIN.

Table II summarizes recent significant research efforts on
routing in satellite-related networks, presenting a comparative
analysis between existing studies and our work in terms of
network topology dynamics, link reliability, delay constraints,
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TABLE II
SUMMARY OF RESEARCH WORKS ON ROUTING IN SATELLITE-RELATED NETWORKS

Research Work Network Topology Dynamics Link Reliability Delay Constraint Routing Security Against
Eavesdropping Attacks

Geng et al. 2021 [21] ✓
Xu et al. 2022 [22] ✓ ✓
Wang et al. 2022 [23] ✓ ✓ ✓
Du et al. 2023 [24] ✓
Maity et al. 2024 [25] ✓
Bhattacharjee et al. 2024 [26] ✓
Huang et al. 2024 [27] ✓
Wang et al. 2024 [28], [29] ✓
Duan et al. 2025 [30] ✓
Our work ✓ ✓ ✓ ✓

and routing security. As highlighted in the table, although
notable progress has been made, substantial gaps remain, par-
ticularly in addressing routing security against eavesdropping
attacks and coping with the dynamic and uncertain nature
of SAGIN environments. Our work precisely aims to bridge
these gaps and stimulate further research in this direction. For
instance, beyond routing security against eavesdropping, other
critical aspects, such as authorization, authentication, encryp-
tion, and integrity, are also indispensable to constructing a
truly comprehensive security framework for SAGIN [33], [34].
Tackling these dimensions in a unified manner is therefore not
only urgent but also pivotal to ensuring the robustness and
trustworthiness of future SAGIN operations.

C. Applications of MAB in Routing Design

MAB has emerged as a prominent research topic in the
field of reinforcement learning in recent years [35]–[37], gar-
nering substantial attention across diverse applications such as
adaptive resource allocation, recommendation systems, online
learning, and dynamic decision-making, with notable research
extensions into the network routing design.

Henri et al. [38] designed an MAB-based algorithm to
explore and select optimal multipaths in hybrid networks while
managing congestion, which adapts to dynamic conditions,
ensuring optimal throughput in static scenarios and efficient
path switching in response to changing environments. Zhou
et al. [39] investigated online shortest path routing in net-
works with stochastically varying link states under potential
denial-of-service attacks, where an MAB-based approach was
developed to adaptively identify jammed and unjammed links
through a novel exploration mechanism and a martingale-
based adversarial learning framework. Bura et al. [40] focused
on the regret analysis of caching algorithms from an MAB
perspective, demonstrating that simple algorithms can achieve
optimal regret by exploiting request distribution structure, thus
avoiding high complexity. Fu et al. [41] formulated the optimal
routing problem in a discrete-time system with parallel servers
as an MAB with queues, aiming to maximize total utility
under stochastic arrivals, service rates, and unknown utilities.
The authors combined stochastic queue control and bandit
techniques to design routing policies that minimize regret over
a finite time horizon. Tabei et al. [42] proposed an MAB-
based routing method for in-network cache-enabled networks,
leveraging collaborative caching and reinforcement learning

to improve cache hit ratios, reduce hop counts, and optimize
content retrieval.

In the aforementioned MAB-based routing studies, there is
no restriction on which route is selected (i.e., which arm is
pulled ) at a given time. However, due to the inherent dynam-
ics and randomness in SAGIN environments, we introduce
the concept of “sleeping”, allowing temporarily disconnected
routes in the arm set to become inactive. As a novel variant
of MAB, SMAB has been partially explored in regret analysis
[43] and applied in uplink grant allocation [44]. This work
is the first to apply SMAB to routing design, enabling E2E
secure transmission in SAGIN.

VIII. CONCLUSION

In this study, we have proposed SMAB-SR, a secure routing
solution based on a sleeping multi-armed bandit (SMAB)
framework, specifically tailored for SAGIN. This solution
aims to maximize message transmission throughput within
a specified time while ensuring that messages cannot be
intercepted by malicious eavesdroppers. We first modeled the
channels of all link types in SAGIN, evaluated the statistical
characteristics of secrecy capacity and end-to-end delay for
a general route, and formulated the secure routing problem
under the delay constraint. Then, we introduced the SMAB
framework, which transforms the route selection problem into
an arm-pulling problem and utilizes the sleep mode to capture
route unavailability caused by intermittent link failures. Fur-
thermore, to address the exploration-exploitation dilemma in
route selection, we designed the SMAB-SR algorithm based
on the UCB approach and theoretically derived its regret
upper bound. The proposed SMAB-SR algorithm has been
thoroughly evaluated through extensive simulations and com-
parative analyses, demonstrating its effectiveness and stability
under various SAGIN configurations.

Note that in this work, the analytical expressions for route
quality evaluation are derived based on fundamental modeling
assumptions, such as the spatial distribution of eavesdroppers
following a Poisson point process (PPP). However, in practical
SAGIN scenarios, attackers may adopt more sophisticated
deployment strategies beyond random spatial distributions, for
example, concentrating on critical link regions. Furthermore,
unintentional interference from benign nodes introduces ad-
ditional complexity to the spatial interference distribution in
the network. Therefore, investigating route quality evaluation,
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secure routing design, and the optimization of security de-
fense strategies under more practical node distribution and
interference models in SAGIN environments will be the next
significant direction of our research.
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APPENDIX A

PROOF OF LEMMA 1
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According to the probability generating functional (PGFL) of PPP of jammers, we can obtain
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)− 2
α

Γ

(
1− 2

α

)
Γ

(
1+

2

α

)]
dx

=
1

2πλJ

(
PSk

dαSk,Dk
PJ

)− 2
α

Γ
(
1− 2

α

)
Γ
(
1+ 2

α

)
ln(2)

. (A-4)

Secondly, when Dk ∈ U , there is

P (CSk,Dk
≤ x) = P

log2

1 +
PSk

· 10
Ploss
Sk,Dk
10∑

Jj∈J PJ · 10
Ploss
Jj,Dk
10

 ≤ x



= P

 PSk
· 10α log(dSk,Dk

)+
Cf,Sk

10
+

σSk,Dk
10∑

Jj∈J PJ · 10α log(dJj,Dk
)+

Cf,Jj
10

+
σJj,Dk

10

≤ 2x − 1


= P

σSk,Dk
≤ 10 log10

(2x − 1)
∑

Jj∈J PJ · 10α log(dJj,Dk
)+

Cf,Jj
10

+
σJj,Dk

10

PSk
· 10α log(dSk,Dk

)+
Cf,Sk

10




= EJ

{
EσJj,Dk

[∫ y

−∞

1√
2π

e−
t2

2 dt

]}
, (A-5)
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where y = 10 log10

 (2x−1)
∑

Jj∈J PJ ·10
α log(dJj,Dk

)+
Cf,Jj

10 +
σJj,Dk

10

PSk
·10α log(dSk,Dk

)+
Cf,Sk

10

. Then, we have

P (CSk,Dk
≤ x)

=
1

2
EJ

EσJj,Dk

erf

10 log10

(2x − 1)
∑

Jj∈J PJ · 10α log(dJj,Dk
)+

Cf,Jj
10

+
σJj,Dk

10

PSk
· 10α log(dSk,Dk

)+
Cf,Sk

10






=
1

2
EJ

EσJj,Dk

erf

10 log10

10
σJj,Dk

10 (2x − 1)
∑

Jj∈J PJ · 10α log(dJj,Dk
)+

Cf,Jj
10

PSk
· 10α log(dSk,Dk

)+
Cf,Sk

10






=
1

2
EJ

{
EσJj,Dk

{
erf
(
σJj ,Dk

+ A
)}}

, (A-6)

where A = 10 log10

 (2x−1)
∑

Jj∈J PJ ·10
α log(dJj,Dk

)+
Cf,Jj

10

PSk
·10α log(dSk,Dk

)+
Cf,Sk

10

. Then, we have

P (CSk,Dk
≤ x) =

1

2
EJ

{∫ ∞

−∞
erf(z + A)

1√
2π

e−
z2

2 dz

}
=

1

2
√
2π

EJ

{∫ ∞

−∞
erf(z + A)e−

z2

2 dz

}
.

(A-7)

Using Taylor’s formula to expand erf(z + A) to the first order, we obtain erf(z + A) ≈
2√
π
(z + A). Then, there is

P (CSk,Dk
≤ x) ≈ 1

2
√
2π

EJ

{∫ ∞

−∞

2√
π
(z + A)e−

z2

2 dz

}

=
1√
π
EJ

10 log10

(2x − 1)
∑

Jj∈J PJ · 10α log(dJj,Dk
)+

Cf,Jj
10

PSk
· 10α log(dSk,Dk

)+
Cf,Sk

10




=
10√
π
EJ

log10
∑
Jj∈J

10α log(dJj,Dk
) + log10

 (2x − 1)PJ10
Cf,Jj

10

PSk
10α log(dSk,Dk

)+
Cf,Sk

10


=

10√
π
EJ

log10
∑
Jj∈J

10α log(dJj,Dk
)

+
10√
π
log10

 (2x − 1)PJ10
Cf,Jj

10

PSk
10α log(dSk,Dk

)+
Cf,Sk

10


=

10√
π
EJ

log10
∑
Jj∈J

10log(dJj,Dk)

+
10√
π

α + log10
(2x − 1)PJ10

Cf,Jj
10

PSk
10α log(dSk,Dk)+

Cf,Sk
10


=

10

log 10
√
π
EJ

log

∑
Jj∈J

10log(dJj,Dk)

+
10√
π

α + log10
(2x − 1)PJ10

Cf,Jj
10

PSk
10α log(dSk,Dk)+

Cf,Sk
10


(A-8)
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Expanding log

∑
Jj∈J

10log(dJj,Dk)

 by the Taylor formula (first-order expansion) yields

log

∑
Jj∈J

10log(dJj,Dk)

 =
∑
Jj∈J

10log(dJj,Dk) − 1. (A-9)

Then, we obtain

P (CSk,Dk
≤ x)

≈ 10

log 10
√
π
EJ

∑
Jj∈J

10log(dJj,Dk)

− 10

log 10
√
π
+

10√
π

α + log10
(2x − 1)PJ10

Cf,Jj
10

PSk
10α log(dSk,Dk)+

Cf,Sk
10

 .

(A-10)

Expanding 10log(dJj,Dk) by the Taylor formula (first-order expansion) yields

10log(dJj,Dk) ≈ ln 10 log
(
dJj ,Dk

)
+ 1. (A-11)

Then, there is

P (CSk,Dk
≤ x) ≈ 10

ln 10
√
π
EJ

∑
Jj∈J

{
ln 10 log

(
dJj ,Dk

)
+ 1
)

− 10

log 10
√
π
+

10√
π

α + log10
(2x − 1)PJ10

Cf,Jj
10

PSk
10α log(dSk,Dk)+

Cf,Sk
10


=

10√
π
EJ

log

∏
Jj∈J

dJj ,Dk

+
10

ln 10
√
π
EJ

∑
Jj∈J

1


− 10

log 10
√
π
+

10√
π

α + log10
(2x − 1)PJ10

Cf,Jj
10

PSk
10α log(dSk,Dk)+

Cf,Sk
10

 . (A-12)

Expanding log

∏
Jj∈J

dJj ,Dk

 using the Taylor formula (first-order expansion) yields

log

∏
Jj∈J

dJj ,Dk

 ≈
∏
Jj∈J

dJj ,Dk
− 1. (A-13)

Then, we have

P (CSk,Dk
≤ x) ≈ 10√

π
EJ

∏
Jj∈J

dJj ,Dk

− 10√
π
+

10

ln 10
√
π
EJ

∏
Jj∈J

1


− 10

log 10
√
π
+

10√
π

α + log10
(2x − 1)PJ10

Cf,Jj
10

PSk
10α log(dSk,Dk)+

Cf,Sk
10

 . (A-14)
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Substituting (A-2) into (A-14) yields

P (CSk,Dk
≤ x)

=
10√
π
EJ

∏
Jj∈J

dJj ,Dk

+
10√
π

α + log10
(2x − 1)PJ10

Cf,Jj
10

PSk
10α log(dSk,Dk)+

Cf,Sk
10

− 1


=

10√
π
exp

[
−2πλJ

∫ ∞

0

(1− r)rdr

]
+

10√
π

α + log10
(2x − 1)PJ10

Cf,Jj
10

PSk
10α log(dSk,Dk)+

Cf,Sk
10

− 1


=

10√
π

{
α− 1 +

Cf,Jj

10
− α log (dSk,Dk

)− Cf,Sk

10
+ log10

[
PJ

PSk

(2x − 1)

]}
. (A-15)

The expectation can be determined as

E{CSk,Dk
}

=

∫ +∞

−∞
x ·
(

d

dx

(
10√
π

{
α− 1 +

Cf,Jj

10
− α log (dSk,Dk

)− Cf,Sk

10
+ log10

[
PJ

PSk

(2x − 1)

]}))
dx

=

√
π

10 ln 2

∫ +∞

−∞
x · 2x

2x − 1
dx ·

(
α− 1 +

Cf,Jj

10
− α log (dSk,Dk

)− Cf,Sk

10
+ log10

(
PJ

PSk

))−1

=

√
π

10 ln 2

(
α− 1 +

Cf,Jj

10
− α log (dSk,Dk

)− Cf,Sk

10
+ log10

(
PJ

PSk

))−1

(A-16)

Thirdly, when Dk ∈ S , there is

P (CSk,Dk
⩽ x)

=P

(
log2

(
1 +

PSk
GSk,Dk∑

Jj∈J PJGJj ,Dk

)
⩽ x

)
= P

 PSk

GSk
GDk

λ2

4πd2Sk,Dk

10−
Frain
Sk,Dk
10

∑
Jj∈J PJ

GJj
GDk

λ2

4πd2Jj,Dk

10−
Frain
Jj,Dk
10

⩽ 2x − 1



=P

F rain
Sk,Dk

⩾ −10 log10

(2x − 1)
∑

Jj∈J
PJ

d2Jj,Dk

10−
Frain
Jj,Dk
10

PSk

d2Sk,Dk



=1− P

F rain
Sk,Dk

< −10 log10

(2x − 1)
∑

Jj∈J
PJ

d2Jj,Dk

10−
Frain
Jj,Dk
10

PSk

d2Sk,Dk

 . (A-17)
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Note that F rain
Sk,Dk

and F rain
Jj ,Dk

follow a Weibull distribution with parameters λ = 1 and k = 1,

so we have

P (CSk,Dk
⩽ x)

= 1−

1− EJ

EF rain
Jj,Dk

exp

10 log10 (2
x − 1)

∑
Jj∈J

PJ

d2Jj,Dk

10−
Frain
Jj,Dk
10

PSk

d2Sk,Dk






= EJ

EF rain
Jj,Dk

exp

10 log10 (2
x − 1)

∑
Jj∈J

PJ

d2Jj,Dk

10−
Frain
Jj,Dk
10

PSk

d2Sk,Dk





= EJ

EF rain
Jj,Dk

exp

10 log10 (2x − 1)
∑

Jj∈J
PJ

d2Jj,Dk

PSk

d2Sk,Dk

− F rain
Jj ,Dk


 . (A-18)

Substituting B = 10 log10

(2x − 1)
∑

Jj∈J
PJ

d2Jj,Dk

PSk

d2Sk,Dk

and y = F rain
Jj ,Dk

into (A-18) yields

P (CSk,Dk
⩽ x) = EJ {Ey{exp[B − y]}} =

1

2
EJ

exp

10 log10 (2x − 1)
∑

Jj∈J
PJ

d2Jj,Dk

PSk

d2Sk,Dk


=

1

2
EJ

{
exp

[
10 log10

∑
J∈∈J

1

d2Jj ,Dk

+ 10 log10
(2x − 1)PJd

2
Sk,Dk

PSk

]}

=
1

2
exp

[
10 log10

(2x − 1)PJd
2
Sk,Dk

PSk

]
· EJ

exp

10 log10 ∑
Jj∈J

1

d2Jj ,Dk

 . (A-19)

Expanding log10
∑
Jj∈J

1

d2Jj ,Dk

by the Taylor formula (first-order expansion) yields

log10
∑
Jj∈J

1

d2Jj ,Dk

=
∑
Jj∈J

1

d2Jj ,Dk

− 1. (A-20)

Substituting (A-20) into (A-19), there is

P (CSk,Dk
⩽ x) =

1

2
exp

[
10 log10

(2x − 1)PJd
2
Sk,Dk

PSk

]
· EJ

exp

10 ∑
Jj∈J

1

d2Jj ,Dk

− 10


=

1

2
exp

[
10 log10

(2x − 1)PJd
2
Sk,Dk

PSk

− 10

]
· EJ

∏
Jj∈J

exp

(
10

d2Jj ,Dk

) .

(A-21)
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Substituting (A-2) into (A-21), we have

P (CSk,Dk
⩽ x)

=
1

2
exp

[
10 log10

(2x − 1)PJd
2
Sk,Dk

PSk

− 10

]
· exp

[
−2πλJ

∫ ∞

0

(
1− exp

(
10

r2

))
rdr

]
=

1

2
exp

[
10 log10

(2x − 1)PJd
2
Sk,Dk

PSk

− 10− 10πλJΓ

(
1

2

)]
(A-22)

The expectation can be determined as

E(CSk,Dk
) =

∫ +∞

−∞
x · 1

2
exp

[
10 log10

(2x − 1)PJd
2
Sk,Dk

PSk

− 10− 10πλJΓ(
1

2
)

]
× 10× 2x ln 2

ln 10(2x − 1)
dx

=
5 ln 2

ln 10

∫ +∞

−∞

x · 2x

2x − 1
exp

[
10 log10

(2x − 1)PJd
2
Sk,Dk

PSk

− 10− 10πλJΓ(
1

2
)

]
dx

=
ln 10

10 ln 2
· PSk

PJd2Sk,Dk

· exp
(
10 + 10πλJΓ

(
1

2

))
(A-23)

Next, we derive the CDF and expectation of the eavesdropping link capacity maxEi∈E{CSk,Ei
}.

P
(
max
Ei∈E

CSk,Ei
≤ x

)
= EE

{∏
Ei∈E

P

[
log2

(
1 +

PSk
|hSk,Ei

|2/dαSk,Ei∑
Jj∈J PJ |hJj ,Ei

|2/dαJj ,Ei

)
≤ x

]}

= EE

{∏
Ei∈E

P

[
|hSk,Ei

|2 ≤
(2x − 1)

∑
Jj∈J PJ |hJj ,Ei

|2/dαJj ,Ei

PSk
/dαSk,Ei

]}

= EE

{∏
Ei∈E

{
1− EJ

{
EhJj,Ei

[
exp

(
−
(2x − 1)

∑
Jj∈J PJ |hJj ,Ei

|2/dαJj ,Ei

PSk
/dαSk,Ei

)]}}}

= EE

∏
Ei∈E

1− EJ
∏
Jj∈J

∫ ∞

0

exp

[
−

(
(2x − 1)PJ/d

α
Jj ,Ei

PSk
/dαSk,Ei

+ 1

)
y

]
dy




= EE


∏
Ei∈E

1− EJ
∏
Jj∈J

1
(2x−1)PJ/d

α
Jj,Ei

PSk
/dαSk,Ei

+ 1




= EE

∏
Ei∈E

1− exp

−πλJ

∫ ∞

0

1

1 +
PSk

/dαSk,Ei

(2x−1)PJ/rα

rdr




= EE

{∏
Ei∈E

[
1− exp

(
−πλJ

(2x − 1)PJ

PSk
/dαSk,Ei

Γ

(
1− 2

α

)
Γ

(
1 +

2

α

))]}
. (A-24)
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According to the PGFL of PPP of eavesdroppers, we have

P
(
max
Ei∈E

CSk,Ei
≤ x

)
= exp

[
−2πλE

∫ ∞

0

exp

(
−πλJ

(2x − 1)PJ

PSk
/rα

)
Γ

(
1− 2

α

)
Γ

(
1 +

2

α

)
r dr

]

= exp

−2πλE · 1

2πλJ

(
PSk

(2x−1)PJ

)− 2
α
Γ
(
1− 2

α

)
Γ
(
1 + 2

α

)


= exp

− λE

λJ

(
PSk

(2x−1)PJ

)− 2
α
Γ
(
1− 2

α

)
Γ
(
1 + 2

α

)
 . (A-25)

The expectation can be determined as

E
{
max
Ei∈E

{CSk,Ei
}
}

=

∫ ∞

0

P
(
max
Ei∈E

{CSk,Ei
} > x

)
dx =

∫ ∞

0

[
1− P

(
max
Ei∈E

{CSk,Ei
} ≤ x

)]
dx

=

∫ ∞

0

exp

(
λE

λJ

(
PS

(2x − 1)PJ

)− 2
α

Γ

(
1− 2

α

)
Γ

(
1 +

2

α

))
dx

=
λJ

λE

(
PJ

PS

) 2
α 1

Γ
(
1− 2

α

)
Γ
(
1 + 2

α

) ∫ ∞

0

1

2x − 1
dx · ln(2)

=
1

λE

λJ

(
PS

PJ

)− 2
α
Γ
(
1− 2

α

)
Γ
(
1 + 2

α

)
ln(2)

. (A-26)

This completes the proof.
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APPENDIX B

PROOF OF LEMMA 2

Proof: When Sk ∈ U , we determine the CDF of legitimate link capacity CSk,Dk
and its

expectation. Firstly, when Dk ∈ G, there is

P (CSk,Dk
⩽ x) = P

log2

1 +
PSk

10
P loss
Sk,Dk

10∑
Jj∈J PJ

∣∣hJj ,Dk

∣∣2 /dαJj ,Dk

 ⩽ x


= P

PSk
10α log(dSk,Dk)+

Cf,Sk
10

+
δSk,Dk

10∑
Jj∈J PJ

∣∣hJj ,Dk

∣∣2 /dαJj ,Dk

⩽ 2x − 1


= P

δSk,Dk
⩽ 10 log10

(2x − 1)
∑

Jj∈J PJ

∣∣hJj ,Dk

∣∣2 /dαJj ,Dk

PSk
10α log(dSk,Dk)+

Cf,Sk
10


= EJ

{
EhJj,Dk

{
1√
2π

∫ y

−∞
e−

t2

2 dt

}}
, (B-1)

where y = 10 log10
(2x − 1)

∑
Jj∈J PJ

∣∣hJj ,Dk

∣∣2 /dαJj ,Dk

PSk
10α log(dSk,Dk)+

Cf,Sk
10

.

Then, we have

P (CSk,Dk
⩽ x) = EJ

EhJj,Dk

1
2
erf

10 log10
(2x − 1)

∑
Jj∈J PJ

∣∣hJj ,Dk

∣∣2 /dαJj ,Dk

PSk
10α log(dSk,Dk)+

Cf,Sk
10


= EJ

EhJj,Dk

1
2
erf

10 log10

∑
Jj∈J

∣∣hJj ,Dk

∣∣2
dαJj ,Dk

+ 10 log10

 (2x − 1)PJ

PSk
10α log(dSk,Dk)+

Cf,Sk
10

 .

(B-2)

Let A = 10 log10

 (2x − 1)PJ

PSk
10α log(dSk,Dk)+

Cf,Sk
10

, there is

P (CSk,Dk
⩽ x) =

1

2
EJ

EhJj,Dk

erf

10 log10
∑

Jj∈J

∣∣hJj ,Dk

∣∣2
dαJj ,Dk

+ A


 . (B-3)

Expanding erf(z + A) by the Taylor formula (first-order expansion) yields

erf(z + A) =
2√
π
(z + A) =

2√
π

10 log10
∑

Jj∈J

∣∣hJj ,Dk

∣∣2
dαJj ,Dk

+ A

 . (B-4)

Substituting (B-4) into (B-3) yields

P (CSk,Dk
⩽ x) ≈ 10√

π
EJ

EhJj,Dk

log10

∑
Jj∈J

∣∣hJj ,Dk

∣∣2
dαJj ,Dk


+

2A√
π
. (B-5)
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According to Jensen’s inequality, we have EXi

(
log10

n∑
i=1

Xi

)
⩾ log10 EXi

(
n∑

i=1

Xi

)
=

log10

(
n∑

i=1

EXi
(Xi)

)
. Then, there is

P (CSk,Dk
⩽ x) ⩾ 10√

π
EJ

log10

∑
Jj∈J

(
EhJj,Dk

(∣∣hJj ,Dk

∣∣2
dαJj ,Dk

))+
2A√
π

=
10√
π
EJ

log10

∑
Jj∈J

1

dαJj ,Dk

+
2A√
π
=

10√
π
EJ

log10

∑
Jj∈J

1

dαJj ,Dk

+
2A√
π
. (B-6)

Expanding log10

∑
Jj∈J

1

dαJj ,Dk

 by the Taylor formula (first-order expansion) yields

log10

∑
Jj∈J

1

dαJj ,Dk

 ≈
∑
Jj∈J

1

dαJj ,Dk

− 1. (B-7)

Then, we have

P (CSk,Dk
⩽ x) ≈ 10√

π
EJ

∑
Jj∈J

1

dαJj ,Dk

− 1

+
2A√
π

=
10√
π
EJ

∑
Jj∈J

ln

(
e

1
dα
Jj,Dk

)
− 1

+
2A√
π
=

10√
π
EJ

ln

∏
Jj∈J

e
1

dα
Jj,Dk

− 1

+
2A√
π
.

(B-8)

Expanding ln

(∏
Jj∈J e

1
dα
Jj,Dk

)
by the Taylor formula (first-order expansion) yields

ln

∏
Jj∈J

e
1

dα
Jj,Dk

− 1 ≈
∏
Jj∈J

e
1

dα
Jj,Dk − 1. (B-9)

Then, we have

P (CSk,Dk
⩽ x) ≈ 10√

π
EJ

∏
Jj∈J

e
1

dα
Jj,Dk

− 10√
π
+

2A√
π
. (B-10)

Substituting (A-2) into (B-10), there is

P (CSk,Dk
⩽ x) =

10√
π
exp

[
−2πλJ

∫ ∞

0

(
1− e

1
rα

)
rdr

]
− 10√

π
+

2A√
π

=
10√
π
[exp(−πλJ)− 1] +

2A√
π
. (B-11)
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The expectation can be determined as

E(CSk,Dk
)

=

∫ +∞

−∞
x · d

dx

 10√
π
[exp(−πλJ)− 1] +

2√
π
· 10 log10

 (2x − 1)PJ

PSk
10α log(dSk,Dk

)+
Cf,Sk

10

 dx

=

∫ +∞

−∞
x ·

 2√
π
· 10

ln 10
· PSk

10α log(dSk,Dk
)+

Cf,Sk
10

(2x − 1)PJ

· PJ

PSk
10α log(dSk,Dk

)+
Cf,Sk

10

· 2x ln 2

 dx

=

√
π

20 ln 2

∫ +∞

−∞
x · 2x

2x − 1
dx ·

 10√
π
(e−πλJ − 1) + log10

 PJ

PSk
10α log(dSk,Dk

)+
Cf,Sk

10

−1

=

√
π

20 ln 2

 10√
π
(e−πλJ − 1) + log10

 PJ

PSk
10α log(dSk,Dk

)+
Cf,Sk

10

−1

. (B-12)

The derivation processes when Dk ∈ U and when Dk ∈ S are similar to those of equation

(A-16) and equation (A-22), respectively. So, we omit them here.

Next, we determine the CDF and expectation of eavesdropping link capacity maxEi∈E{CSk,Ei
}.

We have

P
(
max
Ei∈E

CSk,Ei
≤ x

)
= EE

{∏
Ei∈E

P [CSk,Ei
≤ x]

}

= EE


∏
Ei∈E

10√
π
[exp(−πλJ)− 1] +

2 · 10 log10

(
(2x−1)PJ

PSk
10

α log(dSk,Ei)+
Cf,Sk

10

)
√
π


. (B-13)

According to the PGFL of PPP of eavesdroppers, there is

EE

{∏
Ei∈E

f (zEi
)

}
= exp

[
−λE

∫
R2

(1− f (zEi
)) dzEi

]
= exp

[
−2πλE

∫ ∞

0

(1− f(r))rdr

]
.

(B-14)

Then, we can obtain

P
(
max
Ei∈E

CSk,Ei
≤ x

)
= exp

(
−λE +

10√
π
λE exp(−πλJ)−

10√
π
λE − 2A√

π
λE

)
. (B-15)
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The expectation can be determined as

E
[
max
Ei∈E

{CSk,Ei
}
]

=

∫ +∞

−∞
x · d

dx

exp

−λE +
10√
π
λEe

−πλJ − 10√
π
λE − 20√

π
λE log10

 (2x − 1)PJ

PSk
10α log(dSk,Dk

)+
Cf,Sk

10


 dx

=

√
π

20λE ln(2)

−λE +
10√
π
λEe

−πλJ − 10√
π
λE + log10

 PJ

PSk
10α log(dSk,Dk

)+
Cf,Sk

10

−1

.

(B-16)

This completes the proof.

APPENDIX C

PROOF OF LEMMA 3

Proof: When Sk ∈ S , we determine the CDF and expectation of legitimate link capacity

CSk,Dk
. Firstly, when Dk ∈ G, there is

P (CSk,Dk
⩽ x) = P

[
log2

(
1 +

PSk
GSk,Dk∑

Jj∈J PJ

∣∣hJj ,Dk

∣∣2 /dαJj ,Dk

)
⩽ x

]

= P

 PSk

G2λ2

4πd2Sk,Dk

10−
Frain
Sk,Dk
10∑

Jj∈J PJ

∣∣hJj ,Dk

∣∣2 /dαJj ,Dk

⩽ 2x − 1


= P

F rain
Sk,Dk

⩾ −10 log10

(2x − 1)
∑

Jj∈J PJ

∣∣hJj ,Dk

∣∣2 /dαJj ,Dk

PSk
G2λ2

4πd2Sk,Dk




= 1− P

F rain
Sk,Dk

< −10 log10

(2x − 1)
∑

Jj∈J PJ

∣∣hJj ,Dk

∣∣2 /dαJj ,Dk

PSk
G2λ2

4πd2Sk,Dk


 .

(C-1)
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Given that F rain
Sk,Dk

follows a Weibull distribution with λ = 1 and k = 1, we have

P (CSk,Dk
⩽ x)

= 1−

1− EJ

EhJj,Dk

exp

10 log10

(2x − 1)
∑

Jj∈J PJ

∣∣hJj ,Dk

∣∣2 /dαJj ,Dk

PSk
G2λ2

4πd2Sk,Dk







= EJ

EhJj,Dk

exp

10 log10
(2x − 1)

∑
Jj∈J PJ

∣∣hJj ,Dk

∣∣2 /dαJj ,Dk

PSk
G2λ2

4πd2Sk,Dk



 . (C-2)

Using first order taylor approximation, there is

10 log10
(2x − 1)

∑
Jj∈J PJ

∣∣hJj ,Dk

∣∣2 /dαJj ,Dk

PSk
G2λ2

4πd2Sk,Dk

≈
10 (2x − 1)

∑
Jj∈J PJ

∣∣hJj ,Dk

∣∣2 /dαJj ,Dk

PSk
G2λ2

4πd2Sk,Dk

− 10.

(C-3)

Then, we can obtain

P (CSk,Dk
⩽ x) ≈ EJ

{
EhJj,Dk

{
exp

(
10 (2x − 1)PJ

∑
Jj∈J

∣∣hJj ,Dk

∣∣2 /dαJj ,Dk

PSk
G2λ2/4πd2Sk,Dk

− 10

)}}

=
1

e10
EJ

{
EhJj,Dk

{
exp

(
10 (2x − 1)PJ

∑
Jj∈J

∣∣hJj ,Dk

∣∣2 /dαJj ,Dk

PSk
G2λ2/4πd2Sk,Dk

)}}

=
1

e10
EJ

∏
Jj∈J

EhJj,Dk

{
exp

(
10 (2x − 1)PJ

∣∣hJj ,Dk

∣∣2 /dαJj ,Dk

PSk
G2λ2/4πd2Sk,Dk

)}
=

1

e10
EJ

∏
Jj∈J

{∫ ∞

0

exp

[(
10 (2x − 1)PJ/d

α
Jj ,Dk

PSk
G2λ2/4πd2Sk,Dk

− 1

)
y

]
dy

}
=

1

e10
EJ


∏
Jj∈J

1

1−
10(2x−1)PJ/d

α
Jj,Dk

PSk
G2λ2/4πd2Sk,Dk

 . (C-4)

Substituting (A-2) into (C-4) yields

P (CSk,Dk
⩽ x) =

1

e10
exp

−2πλJ

∫ ∞

0

1− 1

1− 10(2x−1)PJ/rα

PSk
G2λ2/4πd2Sk,Dk

 rdr


=

1

e10
exp

[
−2πλJ

4πd2Sk,Dk
· 10 (2x − 1)PJ

PSk
G2λ2

· 1

1− α
Γ(1− α)

]
= exp

[
−10−

80π2λJd
2
Sk,Dk

(2x − 1)PJ

PSk
G2λ2(1− α)

Γ(1− α)

]
. (C-5)
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The expectation is determined as

E(CSk,Dk
) =

∫ +∞

−∞
x ·
(

d

dx
exp [−10] · exp

[
−
80π2λJd

2
Sk,Dk

(2x − 1)PJ

PSk
G2λ2(1− α)

Γ(1− α)

])
dx

=

∫ +∞

−∞
x·exp [−10]·exp

[
−
80π2λJd

2
Sk,Dk

(2x − 1)PJ

PSk
G2λ2(1− α)

Γ(1− α)

]
·
(
−
80π2λJd

2
Sk,Dk

PJ

PSk
G2λ2(1− α)

Γ(1− α)·2x ln 2
)
dx

=
PSk

G2λ2(1− α)Γ(1− α)

80π2λJd2Sk,Dk
ln 2PJ

(C-6)

Secondly, when Dk ∈ U , we have

P (CSk,Dk
⩽ x) = P

log2
1 +

PSk
GSk,Dk∑

Jj∈J PJ10
Ploss
Jj,Dk
10

 ⩽ x



= P

 PSk

G2λ2

4πd2Sk,Dk

10−
Frain
Sk,Dk
10

∑
Jj∈J PJ10

α log(dJj,Dk)+
Cf,Jj

10
+

δJj,Dk
10

⩽ 2x − 1


= P

10−Frain
Sk,Dk
10 ⩽

(2x − 1)
∑

Jj∈J PJ10
α log(dJj,Dk)+

Cf,Jj
10

+
δJj,Dk

10

PSk

G2λ2

4πd2Sk,Dk


= P

F rain
Sk,Dk

⩾ −10 log10

(2x − 1)
∑

Jj∈J PJ10
α log(dJj,Dk)+

Cf,Jj
10

+
δJj,Dk

10

PSk

G2λ2

4πd2Sk,Dk




= 1− P

F rain
Sk,Dk

< −10 log10

(2x − 1)
∑

Jj∈J PJ10
α log(dJj,Dk)+

Cf,Jj
10

+
δJj,Dk

10

PSk

G2λ2

4πd2Sk,Dk


 . (C-7)

Given that F rain
Sk,Dk

follow a Weibull distribution with parameters λ = 1 and k = 1, there is

P (CSk,Dk
⩽ x)

= 1−

1− EJ

EδJj,Dk

exp

10 log10 (2x − 1)
∑

Jj∈J PJ10
α log(dJj,Dk)+

Cf,Jj
10

+
δJj,Dk

10

PSk
G2λ2

4πd2Sk,Dk






= 1−

1− EJ

EδJj,Dk

exp
10 log10 (2x − 1)

∑
Jj∈J PJ10

α log(dJj,Dk)+
Cf,Jj

10

PSk
G2λ2

4πd2Sk,Dk

+ 10 log10 10
δJj ,Dk

10






= EJ

exp

10 log10 (2x − 1)
∑

Jj∈J PJ10
α log(dJj,Dk)+

Cf,Jj
10

PSk
G2λ2

4πd2Sk,Dk

 · EδJj,Dk

{
eδJj,Dk

} . (C-8)
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Since δJj ,Dk
follows a standard normal distribution, then we have

P (CSk,Dk
⩽ x) = EJ

exp

10 log10 (2x − 1)
∑

Jj∈J PJ10
α log(dJj,Dk)+

Cf,Jj
10

PSk
G2λ2

4πd2Sk,Dk




= EJ

exp

10 log10 (2x − 1)PJ10
Cf,Jj

10

PSk
G2λ2

4πd2Sk,Dk

+ 10 log10
∑
Jj∈J

10α log(dJj,Dk)




= exp

10 log10 (2x − 1)PJ10
Cf,Jj

10

PSk
G2λ2

4πd2Sk,Dk

EJ

exp

∑
Jj∈J

10α log(dJj,Dk)


= exp

10 log10 (2x − 1)PJ10
Cf,Jj

10

PSk
G2λ2

4πd2Sk,Dk

EJ

∏
Jj∈J

exp
[
10α log(dJj,Dk)

] . (C-9)

Substituting (A-2) into (C-9) yields

P (CSk,Dk
⩽ x) = exp

5 log10 (2x − 1)PJ10
Cf,Jj

10

PSk
G2λ2

4πd2Sk,Dk

 exp

[
−2πλJ

∫ ∞

0

(
1− exp

(
10α log(r)

))
rdr

]
.

(C-10)

The expectation is given by

E(CSk,Dk
) =

∫ +∞

−∞
x · d

dx

exp

5 log10 (2x − 1)PJ10
Cf,Jj

10

PSk
G2λ2

4πd2Sk,Dk

 exp

[
−2πλJ

∫ ∞

0

(1− exp(10α log(r)))rdr

] dx

=

∫ +∞

−∞
x·

exp

[
−2πλJ

∫ ∞

0

(1− exp(10α log(r)))rdr

]
· d
dx

exp

5 log10 (2x − 1)PJ10
Cf,Jj

10

PSk
G2λ2

4πd2Sk,Dk


 dx

=
ln 10

10 ln 2
· PSk

G2λ2

4πd2Sk,Dk
PJ10

Cf,Jj
10

. (C-11)
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Thirdly, when Dk ∈ S , there is

P (CSk,Dk
⩽ x)

= P

[
log2

(
1 +

PSk
GSk,Dk∑

Jj∈J PJGJj ,Dk

)
⩽ x

]

= P

 PSk

G2λ2

4πd2Sk,Dk

10−
Frain
Sk,Dk
10

∑
Jj∈J PJ

G2λ2

4πd2Jj,Dk

10−
Frain
Jj,Dk
10

⩽ 2x − 1



= P

F rain
Sk,Dk

⩾ −10 log10


(2x − 1)

∑
Jj∈J

PJ10
−

Frain
Jj,Dk
10

d2Jj,Dk

PSk

d2Sk,Dk




= 1− P

F rain
Sk,Dk

< −10 log10


(2x − 1)

∑
Jj∈J

PJ10
−

Frain
Jj,Dk
10

d2Jj,Dk

PSk

d2Sk,Dk


 . (C-12)

Given that F rain
Sk,Dk

and F rain
Jj ,Dk

follow a Weibull distribution with λ = 1 and k = 1, we have

P (CSk,Dk
⩽ x)

= 1−

1− EJ

EF rain
Jj,Dk

exp

10 log10
(2x − 1)

∑
Jj∈J

PJ10
−

Frain
Jj,Dk
10

d2Jj,Dk

PSk

d2Sk,Dk






= EJ

EF rain
Jj,Dk

exp

10 log10 (2x − 1)
∑

Jj∈J
PJ

d2Jj,Dk

PSk

d2Sk,Dk

− F rain
Jj ,Dk


 . (C-13)
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Let A = 10 log10

(2x − 1)
∑

Jj∈J
PJ

d2Jj,Dk

PSk

d2Sk,Dk

and y = F rain
Jj ,Dk

, then we can obtain

P (CSk,Dk
⩽ x) = EJ {Ey{exp[A− y]}} =

1

2
EJ

exp

10 log10

(2x − 1)
∑

Jj∈J
PJ

d2Jj,Dk

PSk

d2Sk,Dk


=

1

2
EJ

exp

10 log10 (2x − 1)PJ

PSk

d2Sk,Dk

+ 10 log10

∑
Jj∈J

1

d2Jj ,Dk


=

1

2
exp

10 log10 (2x − 1)PJ

PSk

d2Sk,Dk

 · EJ

exp
10 log10

∑
Jj∈J

1

d2Jj ,Dk

 . (C-14)

The expectation is given by

E(CSk,Dk
)

=

∫ +∞

−∞
x · d

dx

1

2
exp

10 log10 (2x − 1)PJ

PSk

d2Sk,Dk

 · EJ

exp
10 log10

∑
Jj∈J

1

d2Jj ,Dk

 dx

=

∫ +∞

−∞
x · EJ

exp
10 log10

∑
Jj∈J

1

d2Jj ,Dk

 · 1
2
exp

10 log10 (2x − 1)PJ

PSk

d2Sk,Dk

 · 10 · 2x ln 2
(2x − 1) ln 10

dx

=
ln(10)

10 ln(2)
· PSk

PJd2Sk,Dk

· 2

EJ

[
exp

(
10 log10

∑
Jj∈J

1
d2Jj,Dk

)] . (C-15)

Similarly, the CDF and expectation of eavesdropping link capacity maxEi∈E{CSk,Ei
} can be

determined as

P
(
max
Ei∈E

CSk,Ei
≤ x

)
= EE

{∏
Ei∈E

P [CSk,Ei
≤ x]

}

= exp

[
−10−

80π2λJd
2
Sk,Ei

(2x − 1)PJ

PSk
G2λ2(1− α)

Γ(1− α)

]
. (C-16)

E
{
max
Ei∈E

{CSk,Ei
}
}

=
PSk

G2λ2(1− α)Γ(1− α)

80π2λJd2Sk,Ei
ln(2)PJ

. (C-17)

This completes the proof.
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APPENDIX D

PROOF OF LEMMA 4

Chernoff-Hoeffding Bound: Let X1, . . . , Xn be random variables with common range [0, 1]

such that E{Xt|X1, . . . , Xt−1} = µ. Let Sn = X1 + · · ·+Xn. Then, for all a ≥ 0, the following

inequalities hold:

P{Sn ≥ nµ+ a} ≤ e−2a2/n and P{Sn ≤ nµ− a} ≤ e−2a2/n.

We apply the Chernoff-Hoeffding bound for the probabilities P
{
Z̄i(θ) ≤ Zi(θ)− Ui(θ)

}
and

P
{
Z̄i(θ) ≥ Zi(θ) + Ui(θ)

}
, respectively. When confidence interval Ui(θ) =

√
2 ln θ
βi(θ)

, there are

P
{
Z̄i(θ) ≤ Zi(θ)− Ui(θ)

}
≤ e−4 ln θ =

1

θ4
, (D-1)

P
{
Z̄i(θ) ≥ Zi(θ) + Ui(θ)

}
≤ e−4 ln θ =

1

θ4
. (D-2)

Then, we can obtain

P
{
Z̄i(θ) ∈ [Zi(θ)− Ui(θ), Zi(θ) + Ui(θ)]

}
= P

{
[Z̄i(θ) ≥ Zi(θ)− Ui(θ)] ∧ [Z̄i(θ) ≤ Zi(θ) + Ui(θ)]

}
= 1− P

{
Z̄i(θ) ≤ Zi(θ)− Ui(θ)]− P[Z̄i(θ) ≥ Zi(θ) + Ui(θ)

}
= 1− 2

θ4
(D-3)

This completes the proof.

APPENDIX E

PROOF OF LEMMA 5

Proof: The expression (36) can be rewritten as (by replacing each a with i on the right-hand

side) ∑
1≤a<i≤N

∆i−1,i

∆2
a,i

≤ 2
N∑
i=2

1

∆i−1,i

.
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For a fixed a ∈ {1, 2, · · · , N}, we write
∑

i:i>a
1

∆2
a,i

as follows:

∑
i:i>a

1

∆2
a,i

=
N∑
i=2

1{i > a} 1

∆2
a,i

=

∫ ∞

x=0

#{i : i > a,∆−2
a,i ≥ x}dx

=

∫ ∞

x=0

#{i > a,∆a,i ≤ x−1/2}dx = −2

∫ 0

y=∞
#{i > a,∆a,i ≤ y}y−3dy

(Changing the variable of integration x−1/2 = y)

= 2

∫ ∞

y=0

#{i > a,∆a,i ≤ y}y−3dy. (E-1)

For i ≥ 0 and y ≥ 0, let ay(i) be the minimum a ≤ i such that ∆a,i is no more than y. That

is,

ay(i) := argmin{a : a ≤ i,∆a,i ≤ y}. (E-2)

Then, we have∑
1≤a<i≤N

∆a,a+1

∆2
a,i

=
N∑
i=2

i−1∑
a=1

∆a,a+1

∆2
a,i

=
N−1∑
a=1

∆a,a+1

∑
i:i>a

1

∆2
a,i

= 2
N−1∑
a=1

∆a,a+1

(∫ ∞

y=0

#{i : i > a,∆a,i ≤ y}y−3dy

)
(From Eq. (E-1))

= 2

∫ ∞

y=0

y−3

(
N−1∑
a=1

∆a,a+1 ·#{i > a,∆a,i ≤ y}

)
dy

(Changing the order of integration and summation)

= 2

∫ ∞

y=0

y−3

(
N−1∑
a=1

∆a,a+1

N∑
i=a+1

1{i > a,∆a,i ≤ y}

)
dy

(Expanding#{·}into sum of 1{·})

= 2

∫ ∞

y=0

y−3

(
N∑
i=2

i−1∑
a=1

∆a,a+11{i > a,∆a,i ≤ y}

)
dy. (E-3)
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According to (E-2), there is

∑
1≤a<i≤N

∆a,a+1

∆2
a,i

= 2

∫ ∞

y=0

y−3

 N∑
i=2

i−1∑
a=ay(i)

∆a,a+1

 dy = 2

∫ ∞

y=0

y−3

(
N∑
i=2

(µay(i) − µi)

)
dy

= 2
N∑
i=2

∫ ∞

y=0

y−3(µay(i) − µi)dy

(Changing the order of summation and integration)

= 2
N∑
i=2

∫ ∞

y=∆i−1,i

y−3(µay(i) − µi)dy

(For y < ∆i−1,i, ay(i) = i, so the integrand is equal to 0)

≤ 2
N∑
i=2

∫ ∞

y=∆i−1,i

y−3 · ydy

(Since µay(i) − µi ≤ y)

= 2
N∑
i=2

∫ ∞

y=∆i−1,i

y−2dy = 2
N∑
i=2

1

∆i−1,i

. (E-4)

This completes the proof.

APPENDIX F

PROOF OF LEMMA 6

Proof: We introduce κ(θ) as a counter to record the number of times that non-optimal arms

have been selected until the θ-th round. That is, in each round, if the optimal route is selected,

κ(θ) will not change; else, κ(θ) = κ(θ − 1) + 1. We use the notation I(θ) ∈ {0, 1} to denote

the indicator, in which I(θ) = 1 means the corresponding counter κ(θ) is incremented in round

θ, and I(θ) = 0 otherwise. Based on this, we have the following result:

κ(Θ(WB)) =

Θ(WB)∑
θ=2

I{I(θ) = 1} ≤ λ+

Θ(WB)∑
θ=1

I{Ẑπθ(θ) ≥ Ẑπ∗(θ), κ(θ) ≥ λ}

≤ λ+

Θ(WB)∑
θ=1

θ∑
β
πθ (θ)=λ

θ∑
βπ∗ (θ)=1

I{Ẑπθ(θ) ≥ Ẑπ∗(θ)}. (F-1)

If the event Z̄πθ(θ) + Uπθ(θ) ≥ Z̄π∗(θ) + Uπ∗(θ) happens, we can know that at least one

of the following three cases must be true (based on the proof by contradiction): (a) Z̄π∗(θ) ≤

Ẑπ∗(θ) − Uπ∗(θ); (b) Z̄πθ(θ) ≥ Ẑπθ(θ) + Uπθ(θ); (c) Ẑπ∗(θ) < Ẑπθ(θ) + 2Uπθ(θ). According to



IEEE/ACM TRANSACTIONS ON NETWORKING, VOL. XX, NO. XX, XX 2025 21

the Chernoff-Hoeffding bound, the upper bound of the probability that case (a) happens is given

by

P{Z̄π∗(θ) ≤ Ẑπ∗(θ)− Uπ∗(θ)} ≤ e−2βπ∗ (θ)Uπ∗ (θ)2 = θ−2. (F-2)

Similarly, we can prove the probability that case (b) happens has an identical upper bound.

Regarding case (c), we have

Ẑπ∗(θ)− Ẑπθ(θ)− 2Uπθ(θ) < ∆min − 2

√
ln θ

βπθ(θ)
< ∆min − 2

√
lnΘ(WB)

λ
< 0. (F-3)

We can see that if λ ≥ 4 lnΘ(WB)

∆2
min

, case (c) will not hold.

Substituting the above analysis into Eq. (F-1) yields

κ(Θ(WB)) ≤
4 lnΘ(WB)

∆2
min

+

Θ(WB)∑
θ=1

θ22θ−2 =
4 lnΘ(WB)

∆2
min

+ 2Θ(WB). (F-4)

Comparing Θ(WB) and Θ∗(WB), we have

Θ(WB) ≤ Θ∗(WB) +WmaxT [κ(Θ(WB))]

≤ B

W ∗ +
Wmax

Wmin

{
4 lnΘ(WB)

∆2
min

+ 2Θ(WB)

}
. (F-5)

Since lnΘ(WB) ≤ Θ(WB)− 1 for ∀Θ(WB) > 0, there is

Θ(WB) ≤
WB

W ∗ +
Wmax

Wmin

{
4(Θ(WB)− 1)

∆2
min

+ 2Θ(WB)

}
⇒ Θ(WB) ≤

WB∆
2
minWmin − 4WmaxW

∗

W ∗[∆2
minWmin −Wmax(4 + 2∆2

min)]
. (F-6)

This completes the proof.
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