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Abstract—Recently extensive works have been devoted to
the performance analysis of physical layer security in wireless
communication systems. However, the combination of physical
layer security and quality of service (QoS) for route selection in
multi-hop wireless ad hoc networks (WANETS) still remains an
open technical challenge. As an initial step towards this end,
this paper focuses on a multi-hop WANET with two typical
transmission schemes amplify-and-forward (AF) and decode-
and-forward (DF), and explores the route selection with the
consideration of both security and QoS. We first derive the
closed-form expressions of secrecy outage probability (SOP) and
connection outage probability (COP) for a single hop link, and
further extend the results to an end-to-end route. Then we
conduct the performance comparison between the AF scheme
and DF scheme. Finally, based on both the SOP and COP of
a route, we formulate the route metric and propose a flexible
route selection algorithm which enables us to select the suitable
route for message delivery according to different security and
QoS requirements.

Index Terms—Route selection, physical layer security, QoS, AF,
DF.

I. INTRODUCTION

Network security has become a major concern in modern
communication networks [1]. For wireless ad hoc networks
(WANETS), protecting the secrecy of user messages is more
challenging due to both the broadcast nature of wireless chan-
nel and the lack of central administration [2]. The traditional
approach for guaranteeing the security in a wireless environ-
ment is to employ the cryptographic techniques at network
layer [3]. However, the cryptographic-based method is not
applicable in a resource-limited WANET since it incurs high
computing complexity and thus the high energy consumption.

Physical layer security, an information-theoretic approach
which exploits the fundamental characteristics of wireless
channel to achieve perfect secrecy [4]-[6], has attracted
considerable attention in literature. Specifically, Tekin and
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Yener [7] explored the achievable secrecy rate region in the
two-way wiretap channels. Lai and Gamal [8] studied the
relay-eavesdropper channel and presented some cooperation
strategies for security. Later, some approaches were proposed
to improve the security performance in a two-hop wireless
networks, such as the position-based jamming approach in [9],
and the artificial noise generation approach in [10]. Recently,
the asymptotic behaviors of network performance (i.e., the
scaling laws) in large-scale WANETSs with the consideration
of physical layer security were explored in [11]-[13].

Although extensive works have been devoted to this research
filed, the combination of physical layer security and quality of
service (QoS) for route selection in multi-hop wireless ad hoc
networks (WANETS) still remains an open technical challenge
(some works related to secure routing can be found in [14]-
[17]). As an initial step towards this end, in this paper we focus
on a multi-hop WANET which consists of legitimate nodes
and malicious eavesdroppers, and explore the route selection
issue with the consideration of both security performance and
quality of service (QoS) requirement. The main contributions
of this paper are summarized as follows:

e We consider both the amplify-and-forward (AF) and
decode-and-forward (DF) transmission schemes in a
multi-hop WANET, and derive the corresponding closed-
form expressions of secrecy outage probability (SOP) and
connection outage probability (COP) for a single hop link.

e Based on the SOP and COP of a single hop link, we
further derive the expressions of SOP and COP for an
end-to-end route, which serve as the performance metrics
of security and QoS, respectively.

« We compare the performance between the two transmis-
sion schemes, which indicates that the AF scheme outper-
forms in the sense of security performance while the DF
scheme outperforms in the sense of QoS performance.

o« We formulate the metric for route selection with the
consideration of both SOP and COP, and propose a



flexible route selection algorithm which enables us to
select the suitable route for message delivery according
to different security and QoS requirements.

The remainder of this paper is organized as follows. Sec-
tion II presents the preliminaries involved in this paper. We
analyze the outage probabilities in Section III. The route met-
ric and route selection algorithm are proposed in Section IV.
Finally, we provide the numerical results in Section V and
conclude this paper in Section VI.

II. PRELIMINARIES

In this section, we present the system model, two trans-
mission schemes (AF and DF) and the performance metrics
involved in this study.

A. System Model

We consider a WANET which consists of arbitrarily dis-
tributed legitimate nodes and malicious eavesdroppers, where
each node is equipped with a single omni-directional antenna.
A message is delivered from its source to its destination
through a multi-hop route. We use the notation Il =
(l1,...,lk) to denote a route which is formed by K links
[1 to lg. Alink [ € IIx connects two node Ry_1 and Ry on
route I g, and it is exposed to a set of eavesdroppers denoted
as &, so we use the notation I, = (Rg—1, Rk, &) to identify
link [;,. We assume that the eavesdroppers do not collude with
each other, and both the main links (between two legitimate
nodes) as well as wiretap links (between a legitimate node and
an eavesdropper) can be modeled as non-selective Rayleigh
fading channels. Let hj, denote the fading coefficient of the
channel from Rj,_; to Ry, then E[|hs|?] = 1/dg_, ;. where
dr—1, is the distance between nodes R;_; and Rk, and «
is the path-loss exponent (typically between 2 and 6). In the
remainder of this paper, dy_1  is abbreviated to dj, if there
is no ambiguity. The noise received at each node is assumed
to be an additive white Gaussian noise with power Nj.

B. Amplify-and-Forward

Under the AF transmission scheme, the source signal will be
decoded only at the destination. Suppose that the source node
Ry transmits its signal s with power P and let n; denote the
additive white Gaussian noise at node R}, then the received
signal r; at Ry is given by

™ :\/]3h15+n1. (1)

After receiving the signal 71, R; first performs coherent
detection by multiplying r; with h] and normalizes hjr; with
a scaling factor \/ﬁ|1h1\2' Then, Ry transmits the normalized
signal with power P to Rs. Thus, the received signal 5 at Ry
is given by

thl
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By conducting the recursion, the received signal 7 at R can
be determined as

Tk—fhk8+z 3)

|hi \2

Due to the broadcast nature of wireless channel, for a main
link [z, each corresponding eavesdropper e, € & will also
receive the signal from the transmitter Rj_1, and the received
signal at eavesdropper ey, can be determined as

B
ng + Ne, €]

where h,, ~ represents the channel fading coefficient of the
wiretap link from Ry_y to e, E[|he, |?] = 1/dy_, e
(1/dk—1.e,,, is abbreviated to 1/d,, ), and n. denotes the

additive white Gaussian noise at eavesdropper ey,

m*

C. Decode-and-Forward

Under the DF transmission scheme, each node first decodes
the signal from per-hop node. If the decoding is successful,
then the node transmits the re-coded original signal to the next-
hop node. Suppose that node Rj_; decodes the signal from
Rj._o successfully, then it will transmit the original signal s
with power P. Thus, the received signals at node Rj and a
corresponding eavesdropper r., ~ are given by

v =V Phis + ng, (5)
Tey, = ﬁhekm S+ ne. (6)

D. Performance Metrics

As previous work [18], we define the events of secrecy
outage and connection outage as follows:

Secrecy Outage: The SINR (signal-to-interference-plus-
noise) at one or more eavesdroppers is above a fixed threshold
~ve. Hence, the message is not perfectly secure against eaves-
dropping. The secrecy outage probability (SOP) P;, is defined
as the probability that the event of secrecy outage occurs.

Connection Qutage: The SINR at the intended receiver is
below the required threshold y¢o. Hence, the message cannot
be correctly decoded by the intended receiver. The connection
outage probability (COP) P,, is defined as the probability that
the event of connection outage occurs.

In this paper, SOP and COP serve as the metrics of security
performance and communication QoS, respectively.

III. OUTAGE PROBABILITIES ANALYSIS

In this section, we first derive the SOP and COP for a link,
based on which we further extend the results to an end-to-end
route. Then, we compare the outage probabilities between the
WANETSs with AF and DF transmission schemes.



A. Link Outage Probabilities

We first derive the SOP for a link under both two trans-
mission schemes. Regarding the link [, which is exposed
to a set of eavesdroppers &, to calculate its SOP we only
need to focus on the wiretap link with the maximum capacity
among all wiretap links. Let C’;iF and CgF denote the
maximum capacity of wiretap links from the relay node Rj_;
to its eavesdroppers under the AF scheme and DF scheme,

respectively, then C2A%" and CP¥ are given by
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where |E;| denotes the number of elements in set &y.

Notice that vg is the required SINR for an eavesdropper
successfully intercepting the message, thus the SOP of link [,
under the AF scheme P2 (k) can be determined as
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Since the expression (a) is not mathematically tractable, to
address this issue, we refer to the approximation approach
proposed in [19], which enables us to approximate (a) as
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Z I , and KC,(2) is the

modified Bessel functlon of the second kind of order v [20].
Substituting (10) into (9), we have
)
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Regarding the SOP of link /3, under the DF scheme P2F (k),
it can be determined as
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We then derive the COP under the two transmission
schemes. Notice that ¢ is the required SINR for the intended
receiver correctly decoding the message, thus the COP of link
I, under the AF scheme PAF (k) can be determined as
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The COP of link /;, under the DF scheme P2 (k) can be

determined as
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B. Route Outage Probabilities

Based on the outage probabilities of a link, we can fur-
ther derive the outage probabilities for an end-to-end route.
Considering the route IIx = (l3,...,lx), the secrecy outage
happens if there is at least one link which is intercepted. Thus,
the SOP of route I under the AF scheme PAF(Ilx) and
the DF scheme P2 (Ilx) can be determined as
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Regarding the COP of route IIx, the connection outage
happens if there is at least one link which is not connected.
Thus, the COP of route IIx under the AF scheme PAF (k)
and the DF scheme P2 (I1f) can be determined as
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C. Comparison Between AF and DF

Based on the outage probabilities analysis, we further com-
pare the security and QoS performance of a route between the
AF and DF transmission schemes, which can provide us the
insights that how to conduct route selection according to the
users’ requirements.

Considering the SOPs of link /i, from (9) and (12) we have
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where (19) follows since Y1~} 7tz > 0.

Thus, regarding the security performance of route IIx we
have

PLF(Mg)=1- [ (1= P5F (k)

lnellk
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It indicates that AF transmission scheme outperforms DF
transmission scheme in the sense of security performance.

Considering the COPs of link I, from (13) and (14) we
have
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Thus, regarding the QoS performance of route Il we have
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It indicates that DF transmission scheme outperforms AF
transmission scheme in the sense of QoS performance.

Remark 1: The intuition of the performance comparison
between the two transmission schemes is that under the AF
scheme, the noise at the relay node of each link is cumulative,
which not only degrades the SINR at the next intended
receiver, but also degrades the SINR at the corresponding
eavesdroppers. The comparison also indicates that improving
the security performance comes with a cost in terms of the
QoS degradation.

IV. ROUTE SELECTION

Route selection is the process of selecting best end-to-
end route(s) which can minimize (or maximize) some route
metric(s). In this section, we propose the route selection algo-
rithm which can select and adjust the end-to-end route(s) in
a concerned WANET according to different QoS and security
requirements of network users.

Based on the results of outage probabilities, we combine
the SOP and COP of a route to constitute the corresponding
route metric. In order to enable the route selection to perform
tradeoff between the QoS and security requirements, we also
introduce a control parameter 5 to adjust the “weights” of the
route metric. More formally, let Q(Ilx) denote the metric of
route Il = (l1,...,lk), then Q(Ilx) is defined as

Q(lg) = BP.o(llk) + (1 = B) Pso (),

where [ ranges from 0 to 1. It is notable that the QoS
(resp. security) performance of the selected route will be
improved (resp. degraded) by increasing 8. When we set
B = 0, it indicates that the route selection is depended
only on the security requirement, which is suitable to the
WANET with dense eavesdroppers. When we set 8 = 1, it
indicates that the route selection is depended only on the QoS
requirement, which will be efficient in the WANET with sparse
eavesdroppers.

Substituting (15)—(18) into (23), the expressions of route
metrics under AF scheme QA7 (Ilx) and DF scheme
QPF (1) are determined as
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Applying the route metrics of (24) and (25) into the clas-
sical on-demand routing protocols [21], we then propose the
following algorithm which can conduct the route selection to
satisfy different requirements of network users on both QoS
and security, as summarized in Algorithm 1.

Algorithm 1 Route Selection Algorithm

1: The source node sends the route request message (RREQ)
for route discovery.

2: After the relay node Rj receives the RREQ message, it
calculates the distance between its pre-hop node Rjy_; and
itself, as well as the distance between the corresponding
eavesdroppers and itself, respectively. Then, Ry loads the
distance information into the RREQ message and sends it
to the next-hop node.

3: After the destination receives the first RREQ message, it
waits a certain time 7' to collect more RREQ messages.
Based on the requirements on QoS and security, the
destination chooses the transmission scheme and set the
control parameter (.

4: The destination extracts the distance information from
all the RREQ messages and calculates the corresponding
route metrics.

5: The destination chooses the route with the minimum route
metric to send route reply message (RREP) to the source
node.

6: After the source node receives the RREP, the route selec-
tion is complete.

V. NUMERICAL RESULTS

In this section, we present the numerical results to illustrate
the SOP and COP performance of a specific route, as well as
the route selection under the AF scheme and DF scheme.

We first show that how the outage probabilities of a specific
route vary with the network parameters, such as the number
of hops and the density of eavesdroppers. We set that the
distance between two nodes of a link is fixed as di = 1, and
the distance between a legitimate node and its corresponding
eavesdropper is fixed as d., ~ = 5. The number of eaves-
droppers |£| is same for each link. Regarding other basic
parameters, we set P = 10, Ng = 1, a = 3, yg = 0.3 and
Yo = 0.1.

Fig. 1 summarizes the SOP performance. We can see from
Fig. 1 that when the route hops is 1, the SOP under AF and
DF schemes are the same; when the route hops is larger than
1, the SOP under the AF scheme is smaller than that under
the DF scheme. It indicates that for a multi-hop route, the
advantage of AF scheme is that it can lead to a better security

0.25

+AF,|§|=1
—4—DF,|&]=1
—o— AF,|§]=2 —
—v— DF,|&]=2 _—
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Fig. 1. Secrecy outage probability varies with the number of hops of a route
under AF and DF schemes.
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Fig. 2. Connection outage probability varies with the number of hops of a
route under AF and DF schemes..

performance. Another interesting observation from Fig. 1 is
that the growth trend of SOP under the DF scheme is almost
linear with the number of hops, while under the AF scheme
it tends to be flat as the number of hops becomes large. This
is because that under the AF scheme, the noise at the relay
node of each link is cumulative, which will lead that the SOP
of a link decreases as the number of hops increases.

Fig. 2 summarizes the COP performance. It can be seen
from Fig. 2 that when the route hops is 1, the COP under
AF and DF schemes are the same; when the route hops is
larger than 1, the COP under the DF scheme is smaller than
that under the AF scheme. It indicates that for a multi-hop
route, the advantage of DF scheme is that it can lead to a
better QoS performance. We can also see that the growth rate
of COP under the AF scheme is much faster than that under
the DF scheme. This is because that under the AF scheme,
the cumulative noise will degrade the SINR at the intended
receiver.

We further illustrate in Fig. 3 and Fig. 4 that how the route
selection is conducted in a WANET based on the different
security and QoS requirements. We consider a multi-hop
WANET where 30 legitimate nodes (shown by dots) are placed
randomly on a 10 x 10 square area. The source node is placed



Fig. 3.
scheme.

Tllustration of route selection with different route metrics under AF

Fig. 4. Tllustration of route selection with different route metrics under DF

scheme.

at the lower left corner and the destination is placed at the
upper right corner. In order to gain more insights into the route
selection with different requirements on security and QoS, we
strategically place 10 eavesdroppers (shown by “x”) close to
the line that connects the source and destination.

We can see from Fig. 3 and Fig. 4 that when the network
user does not care about the security for data transmission, the
route metric will be set as 3 = 1, and the selected route will
be the one with the minimum connection outage probability
even though it may pass through the eavesdroppers. When the
network user only care about the security for data transmission,
the route metric will be set as § = 0, and the selected route
will be the one with the minimum secrecy outage probability
(i.e., avoid the eavesdroppers as much as possible). When the
network user takes into account both the security and QoS
for data transmission, for example the route metric is set as
B = 0.5, the selected route will be the one which can avoid
parts of the eavesdroppers while ensure the hops is not too
long. It is notable that the selected routes under AF and DF
schemes are different when 8 = 0.5. This is because that the
cumulative noise under AF scheme leads to a very small SOP
for link [;, when k is large, thus the remaining hops will be
selected only with the consideration of their QoS performance.

VI. CONCLUSION

This paper focuses on the security and QoS of route
selection in multi-hop WANETSs with eavesdroppers. For such
a WANET under two typical transmission schemes AF and
DF, we have derived the SOP and COP of a single hop link
and extended the results to an end-to-end route. Based on
the results of outage probabilities, we have formulated the
route metric by combining the SOP and COP, and proposed
the algorithm which enables the route selection to be flexibly
conducted and adjusted according to the different security and
QoS requirements.
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