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Abstract—This paper investigates secure communication in
multi-UAV networks, where each UAV employs rate-splitting
multiple access (RSMA) to simultaneously deliver downlinkdata
services to multiple ground terminals (GTs) under eavesdrpping
threats. To enhance network security, we propose a two-stag
collaborative RSMA transmission scheme. Based on this scime,
we study the optimization of multi-UAV cooperative trajectory,
time-step sharing and jamming power (MUCTSJ) to maximize
the network's secrecy rate. Additionally, to ensure fairness in
throughput allocation among GTs, we incorporate two typicad
UAV service principles—Channel Quality First (CQF) and Fair
Service First (FSF)—into the optimization objectives. Gien the
non-convex and NP-hard nature of this optimization problem we
reformulate it as a Markov Decision Process (MDP) and intro-
duce a multi-agent reinforcement learning (MARL) framework
based on the Centralized Training and Decentralized Execitn
(CTDE) paradigm. To address the dynamic topological change
induced by UAV mobility and time-varying channel states, as
well as the gradient interference among multiple learning asks,
we design a Multi-Task Attention Deep Recurrent Network
(MTA-DRNN). This architecture effectively captures the distinct
observed attributes of each UAV while enhancing the coordiation
between diverse actions, thereby improving the adaptabity of the
agent and the stability of training. Simulation results denonstrate
the superiority of the proposed solution enhances the secity of
multi-UAV networks over other baseline schemes. Furthermee,
deployment on corresponding hardware platforms con rms the
solution's effectiveness and robustness in practical apjgations.

Index Terms—Multi-UAV networks, RSMA, physical layer
security, multi-agent reinforcement learning, MTA-DRNN.

|I. INTRODUCTION

NMANNED aerial vehicles (UAVs) have gradually be- e ) o
Ficcess (NOMA) communication architecture to optimize the
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infrastructure, particularly in B5G and 6G communicatigsa-s
tems, owing to their exibility, scalability [1]-[3]. For xam-

ple, compared to ground-based channels, UAVs operating as
aerial base stations (BSs) can offer enhanced communicatio
services to ground terminals via line-of-sight (LoS) link&is
makes them particularly useful in scenarios such as emeygen
disaster relief communications, providing network cogera

in remote areas, and supporting smart city management [4],
[5]. To improve spectrum ef ciency in future networks, the
deployment of multiple access technologies in UAV-asdiste
wireless networks has emerged as a key research direction
[6], [71].

The broadcast nature of wireless mediums over LoS links
makes UAV networks more vulnerable to interception by
eavesdroppers and malicious jammers than ground-based
channels, posing signi cant security and privacy risks. [8]
Physical layer security (PLS) technologies, leveraging th
random characteristics of wireless channels to ensuresthe s
rity of wireless communication from an information-thetice
perspective, have been regarded as a promising complement t
cryptographic methods [9]-[11]. Moreover, the inhererdireh
acteristics of UAVs, such as high maneuverability and time-
varying network topology, provide natural random channel
conditions for PLS, thus motivating increasing research on
PLS in UAV networks [12], [13]. Zhao et al. [14] proposed an
innovative cooperative secure transmission and computati
strategy to counter mobile collusion eavesdroppers (Eves)
in UAV-assisted mobile edge computing networks. Li et al.
[15] designed a dual-UAV-assisted non-orthogonal mutipl

PLS performance of the system while considering the outage
probability constraint. Li et al. [16] proposed a collabra
beamforming scheme based on UAV virtual antenna arrays to
achieve secure UAV communication with different base sta-
tions in the presence of known and unknown ground Eves. Guo
et al. [17] studied the secrecy energy ef ciency optimiaati
problem of UAVs equipped with simultaneously transmissive
and re ective recon gurable intelligent surfaces in the N@
uplink system.

In recent years, RSMA has been recognized as a promising
physical layer transmission paradigm for non-orthogoraaig-
mission, interference management and multiple accestestra
gies in 6G [18]. Xiao et al. [19] studied the problem of joi2 3
deployment and beamforming of UAV base station based on
RSMA with the assistance of geographic information. With th
growing adoption of RSMA in UAV communications for next-
generation networks [20]-[22], the secrecy performance of
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RSMA-enabled UAV systems has attracted signi cant redearc  CSl: In the rst phase, UAVs simultaneously transmit
attention. Based on the PLS principles, Fu et al. [23] found common and private messages, with the common mes-
that the common stream of RSMA can be used as an effective sage serving dual purposes: delivering intended data and
means to enhance the transmission rate of legitimate users, acting as interference to hinder eavesdropping on private
and can also be used as arti cial noise (AN) to confuse Eves. messages. In the second phase, the optimal relay employs
It is proved that RSMA achieves an explicit secrecy rate gain a hybrid protocol to forward information, ensuring correct
over NOMA in multiple-input single-output broadcast chahn decoding by GTs. Additionally, idle UAVs emit jamming
Taking advantage of this feature, Bastami et al. proposed signals to further disrupt Eve's ability to intercept reday
a collaborative RSMA scheme to enhance secrecy rates in information.
UAV-assisted cellular networks [24], and later extendegirth Proposing a MARL framework for secure collaborative
study to jointly optimize security and UAV energy ef ciency communication in RSMA-enabled multi-UAV networks:
by balancing secrecy performance against power consumptio  This paper formulates an optimization problem for multi-
[25]. However, the effectiveness of the aforementioned-PLS  UAV cooperative trajectories, time-step sharing and jam-
based RSMA schemes is highly dependent on the accuracy of ming power based on the collaborative RSMA scheme.
the eavesdropper's channel state information (CSl). Toesdd The primary objective is to maximize the network's
this limitation, Bastami et al. [26] examined the robustnes  secrecy rate while adhering to constraints on UAV posi-
of RSMA-enabled UAV downlink networks under imperfect  tion, speed, and power. To ensure fairness in throughput
eavesdropper CSI. Building on this, security concerns unde allocation among GTs, two typical service principles for
imperfect CSI have been extended to various networking UAVs (i.e., the CQF principle and the FSF principle) are
scenarios [27]-[29]. incorporated into the optimization process. To address
The above research undoubtedly paves the way for applying the non-convex and NP-Hard nature of the problem,
RSMA in UAV networks and initially explores its security we model it as a MDP and propose a MARL frame-
performance, laying a crucial foundation for the envistbne  work based on a multi-task attention decision network
B5G and 6G wireless ecosystem. As shown in Table |, (MTA-MARL) to jointly optimize UAV trajectories, time-
existing studies on secure RSMA-aided UAV networks mainly  step sharing, and jamming power, which signi cantly

focuses on single-UAV scenarios (e.g., [19], [20], [24]hile

considering multi-UAV scenarios does not consider segurit

issues (e.g., [21], [22]). Compared to single-UAV scersmrio
deploying multiple UAVs can improve communication ef -
ciency, but it also increases the risk of eavesdropping uingle
ditional rate-splitting schemes and induces exponent@ith
in computational complexity and solution space. Furtheemo

enhances the network’s secrecy and fairness performance.
Introducing an adaptable neural network architecture to
handle multi-scale inputs and multi-class action outputs:
To address the dynamic changes in observation input di-
mensions caused by the UAV's dynamic topology during
ight, a multi-head attention mechanism (MHA) is inte-
grated into the input layer. Additionally, the output layer

the dynamic nature of UAVs leads to time-varying and high-
dimensional GT information, where existing methods based each output head to focus on speci ¢ tasks and reducing
on statistical approximations often fail to capture system gradient interference. Furthermore, the loss function is
dynamics accurately, resulting in reduced fairness among optimized to enhance task synergy, signi cantly improv-
GTs in complex environments. Moreover, conventional gngl ing learning ef ciency and decision-making performance.
output machine learning architectures force multiple satek We conducted extensive simulations across various sce-
share representations, causing gradient interferencetalue narios with different numbers of UAVs and GTs, along
con icting objectives. For instance, trajectory plannigigns to with baseline comparisons, to evaluate the proposed solu-
maximize coverage and throughput, whereas jamming power tion's effectiveness. To assess its performance in raalist
allocation may reduce legitimate user throughput to endanc  UAV deployment, we implemented it on Nvidia Jetson
secrecy, thereby destabilizing training. Given the limitecal hardware. The results demonstrate the solution's robust-
observations available to each UAYV, it is crucial to develop ness and applicability for real-world UAV operations.
a robust distributed coordination framework that enaléstj  The remainder of this paper is organized as follows. Section
decision-making and strengthens overall network security || de nes the network model, elaborates on the proposedstran
While the security of RSMA-enabled multi-UAV networksmission scheme, and formulates the secrecy rate maximizati
encompasses a wide range of application scenarios, problgmplem. Section Il introduces the principles and deilthe
formulations, and optimization_ c_haIIenges, this work ailm_s proposed algorithm framework. Section IV presents sinurat
make an attempt to address this issue. As a step forwardsin thhg numerical results and discusses deployment adaptabili

direction, we tackle the practical security challenges3MA- | astly, section V concludes this work. The main notations of
enabled multi-UAV networks by proposing a novel two-stagfis paper are presented in Table II.

collaborative RSMA (TS-CRSMA) scheme and an adaptive
MARL framework to jointly optimize for both network secrecy
and user fairness in dynamic environments. Speci callg th
main contributions of our work are summarized as follows: A- Network Model
Proposing a two-phase collaborative RSMA scheme for We consider a RSMA-enabled multi-UAV network as shown
secure downlink multi-UAV networks with imperfectin Fig. 1, where UAVs act as aerial BSs positioned at a xed

employs a multi-task output (MTO) structure, allowing

II. NETWORK MODEL AND PRELIMINARIES
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TABLE |: THE DIFFERENCEBETWEEN OUR WORK AND THE EXISTING WORKS.

Ref Scenario Transmission scheme| Optimization parameters Objective Algorithm
) . . Weighted voronoi
[4] Multiple UAVs - UAV deployment Coverage(without security) distributed optimization
. . User Satisfaction Game theoretic
[6] Multiple UAVs - Data of oading strategy (without security) approach
. . Throughput and MARL
[5] Multiple UAVS FDMA UAV trajectory Fairness(without security) with GCVis & Comm
UAV trajectory,
[14] Single UAV OFDMA Jamming b_eamformers, Secrecy Rate CSTC Algorithm
Transmit power,
Data of oading strategy
Communication resource,
[15] Dual-UAV NOMA UAV trajectory, Secrecy Energy Ef ciency SCA
Arti cial noise
_ . U_AV positions, ' _Secrecy Rate, IMODACH,
[16] Multiple UAVs - Excitation current weights, Sidelobe level and
A . P-IMODACH
Communication order Energy consumption
Power control,
[17] Single UAV NOMA Re ection coef cients, Secrecy Energy Ef ciency SCA and DDQN
UAV deployment
[19] Single UAV RSMA UAV deployment, Minimum Sum Rate SDP and SCA
Beamforming (without security)
UAV deployment,
. : Sum Rate
[20] Single UAV RSMA RSMA precoding, . . SCA and WMMSE
o (without security)
Rate splitting
[21] Multiple UAVs RSMA UAV network de_nsny, Ee_nergy Ef ciency Part|_c|(_a swarm
Power allocation (without security) optimization
[22] | Multiple UAVs RSMA Association, _ Sum Rate Enhanced-MAPPO
Beamforming (without security)
[23] - RSMA Beamforming Secrecy Rate SCA
Power allocation,
[24] Single UAV Collaborative RSMA Time-step sharing, Worst-case Secrecy Rate SPCA
Weighting factor
Association,
. . Precoding, .
[25] Single UAV Collaborative RSMA Time-step sharing, Secrecy Energy Ef ciency SPCA
Power allocation
[26] Single UAV RSMA Precoding Worst-case Secrecy Rate SPCA
. Close form of
[27] Single UAY RSMA ) Secrecy Outage Probability )
[28] Single UAV RSMA - Close form of Secrecy Rate -
[29] Single UAV RSMA Power allocation Secrecy Rate SPCA
Jamming power allocation
. Two-Phase ) - .
Our work Multiple UAVs . Time-step sharing Secrecy Rate and Fairness MTA-MARL
Collaborative RSMA .
UAV trajectory

"' denotes this factor has not been considered.

altitude, Hyay, to deliver data services to GTs located in ¢he positions at the next time steft + 1) are updated
D D region while being subject to wiretapping attacks fromaccording toxy(t + 1) = xx(t) + vk (t)cos( «(t)) t and
Eves. The sets of UAVs, GTs and Eves are denotetKby vy (t +1) = yi(t) + v (t)sin(! (1)) t.

f1,2, ;Kg, | = 1,2

respectively. The three-dimensional coordinates of itk
GT and thee-th Eve are represented; = [x;;y;;0]", 8

;1g, andE = f1;2; JEQ,

B. Channel Model

i 21 andue = [Xe;Ye;0]", 8 € 2 E, respectively. To model In this work, we introduce the Air-to-Ground (A2G) and
the UAVS' ight dynamics, the ight duration is segmentedGround-to-Ground (G2G) channel models to capture the com-
into T equal-length time steps of lengtht, denoted as munication dynamics within the UAV network. The A2G

; Tg. At any given time stef, the position channel be&ween UAK to GT/Evex can be expressed as
of UAV Kk is denoted byuy (t) = [ Xk (1); yi(t); Hual" . where  gh26(t) = d,. ()hf2(t);x 2 fl ;EQ wheredyy (t) =
xi(t) 2 [0;D] andy(t) 2 [0;D], 8 k 2 K, t 2 T. The y (t) usk, is the Euclidean distance between UAY
instantaneous velocity and ight direction of UAK at time 514 GT/Evex, represents the path exponent characterizing
stept arevk(t) 2 R™ and! (t) 2 [0;2 ), respectively. TO |5rge-scale fading ankf26(t) captures the small-scale fading
re ect real-world constraints, the UAV's velocity is boued component of the channel. Similarly, the forwarding link

T = 11,2

by a maximum velocitymay , i.e.,vk(t)

Vmax - Accordingly, petween GTi and GT/Evex is modeled as a typical G2G
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TABLE Il: SUMMARY OF NOTATIONS. ﬁﬁ;2eG(t) +  hA2(t), where ﬁﬁ;%f(t) CN (0:1 2 )

Notation Description denAgges the estimated fading, and ch:_:mnel_ es_tlm_ated error
Hoay Elevation of UAYS he”(t) 2 C follows a complex Gaussian distribution that
D Length of the ight area has zero-mean and variancg, ;. Similarly, the small-scale
K 1, E Set of UAVs, GTs and Eves fading of the G2G channel between GTand Evee can

Uy, Ui, Ue Position of UAVs, GTs, and Eves be represented ab?eze(t) = ﬁ?eze(t) + h?eze(t)a where
T Set of time steps fiS2ety CN (0;1  Z,,) is the estimated small-scale
Vi (1), wic (1) Instant ight velocity and direction of UAvk fading coefcient and hS2%(t) CN (0; 2, ,) denotes the
Vmax Maximum velocity of UAVs corresponding channel estimated error.
gQiG(t) A2G channel between UAK and GT/Evex
gSXZG(t) G2G channel between GiTand GT/Evex
diex (1) Distance between UAK and GT/Evex C. UAV Sensing Model
dix (1) Distance between GT and GT/Evex ) . )

hA2G(1) Small-scale fading component of the A2G channel N practical UAV networks, the maximum distance at
kix between UAVk and GT/Evex which a UAV can detect a request from GTs is inherently
hS2¢(t) Eg:@g‘gﬁagﬂfaﬂngC%Eeg;e”t of the G2G channel constrained by signal attenuation. Similarly, each UAV can
RGT RUAV Coverage and communication range of UAVs perceive other UAVs within a speci c communication range.
CCT(t), CUV(t)  Sensing relations between UAVs and GTs/UAvs 10 incorporate these practical considerations, we intredu
SGT(t) Scheduling relations between UAVs and GTs two key parameters: the coverage rarR€" for detecting
CEve(t) Eavesdropping relations between UAVs and Eves nearby GTs and the communication ramife for interacting
WE, WP Common and private messages with other UAVs. Correspondingly, GT can be detected by
Xi ’ Signal transmitted by UAVK UAV k at time stept and only if kux(t) uk, R CT.

s, sP Common and private signals Likewise, UAV k and UAV | can communicate with each
RE(1), RP (1) Achievable rate of common and private messages Other if kug(t) ui(t)kz R UAV " As a result, each UAV
RES(t), RP*(t)  Secrecy rate of common and private messages ~ Can obtain partial observations of the entire system. These
F(Qy) System fairness index spatial-temporal connectivity constraints are matheradyi

characterized using two binary adjacency matri€$!(t) 2
f0;1gf ' andCYV(t) 21 0;1gX X. Speci cally, the(k;i)-
th entry of C€T(t), denoted byCEl(t) = 1 if GT i is
detected by UAVK at time stept and0 otherwise; Similarly,
CV(t) =1 if UAV | is in the communication range of UAV
k at time stept and O if not.

Due to the limited payload and computational resources,
the service capacity of a UAV is restricted. L& repre-
sent the maximum number of GTs that a UAV can serve
simultaneously. When the number of GTs within the coverage
area exceeds this capacity, the UAV prioritizes servingsuse
with better channel quality. Speci cally, the user schéuiyl
is governed by a deterministic, channel-aware heuristie ru
that is executed at each time steprhe process is performed
iteratively for each UAVK 2 K. For a given UAYV, it rst
identi es the set of all detectable GTs within its coverage
range. These GTs are then ranked in descending order based
) ) . on their A2G channel gains, which are quantied by the
model. The can@(-value channel coef cient is determlne&/ the squared magpnitude of the channel coef ciffeCj2.
by g52%(t) = d;, hSZ5(t), whereh{2%(t) represents the Following this ranking, the UAV schedules for service thesGT
small-scale fading component of the G2G channel. with the best channel conditions, up to its maximum capacity

In the considered multi-UAV network, unintended Eve€&. To model this scheduling behavior, we introduce a binary
typically do not frequently send pilot signals to update@g& scheduling matrixS®'(t) 2 f 0;1g% ', where the(k;i)-th
at the transmitter, leading to inaccurate CSI [30]. Morepveentry S (t) = 1 if GT i is served by UAVk at time stept
since the UAVs can acquire the positions of Eves througmdO otherwise.
synthetic aperture radar, they are capable of estimatigggda  Additionally, potential eavesdropping threats are mod-
scale fading components, such as path loss [15]. And patled using an eavesdropping incidence maf@k'é(t) 2
loss components vary slowly compared to small-scale fadif@; 1g¢ E. Owning to the attenuation of the signal level, Eve
[24]. Consequently, in this work, we consider imperfect CStan intercept a signal only if it lies within the coveragegan
particularly focusing on small-scale fading in both A2G andf a UAV; otherwise, the signal is negligible. Thus, we de ne
G2G channels. The small-scaling fading of the A2G channile elementCEVé(t) is 1 if Eve e lies within the coverage
between UAVk and Evee can be modeled abj2°(t) = rangeR®T of UAV k at time stept and0 otherwise.

Fig. 1: lllustration of RSMA-enabled multi-UAV networks
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common messag®#/g; . Subsequently, each GT decodes its
private streams] using a codebook distinct from the one
employed at the transmitter, as outlined in [32]. Additiya
A2G inter-system interference occurs when a GT falls within
the coverage range of multiple UAVs. The received signal at
nodef (here,i" 2 f i; eg denotes GT-or Eve€) from UAV-k

is determined by

| Direct transmission phase Cooperative transmission phase

1-q

1) — AA2G A2G .
Vel = GerXk+ o, Cridie®xi + ng )
______ > Downlink Transmission at Phase s -----------> Forwarding Transmission at Phase ! Where = GT WhenT:_i’ OtherWise = EVe The Second
,,,,,, >Eavesdropping Link -- - === Jamming Link term on the RHS of (2) is A2G inter-system interference, and

Fig. 2: Two-phase collaborative RSMA transmission schenfy CN (0; ) represents the AWGN at node
During Phase |, each GT decodes the common stream

sy While treating the private streams as interference. Conse-

D. Collaborative RSMA Transmission Scheme quently, the Signal-to-Interference-plus-Noise RatitNgs) of

To enhance the security of the considered network, we pr%:r'I when decoding the common streagnis given by

pose a two-phase collaborative RSMA transmission scheme,

as illustrated in Fig. 2. In the rst phase, the UAV employs @

the RSMA technique to encode both common and private mes- i 2 _
: . . GGT gA2G P 4 |in@) 4 2

sages into separate common and private streams, respgctive ki G Pt i

which are then transmitted to the GTs. The RSMA technique

aye . . . P 2
not only facilitates effective interference management b\L/JvhereIi'“(l) _ I§kCI(;3iT gﬁze (pF + plp) represents the

also allows the common message to serve as a jammin . .
g J r-system interference caused by other UAVs oniGT

signal against potential Eves. In the second phase, the . )
with the highest channel quality will forward the common After removing the common part, each GT then decodes its

messages using Decode-and-Forward (DF) scheme and RA¥ate streams using SIC [33], [34]. Hence, the correspand

private messages using Amplify-and-Forward (AF) schemg!NR @t GTi when decoding its private streasfi is given by
These transmissions are directed to other GTs under the same

2
GT ~A2G C
Sgi G P

®3)

2
UAV schedule, thereby assisting them in further decodirgg th sl gp2¢ Popb
) - ] p(l) _ M i i .
received message. To further enhance security against Eves P= 2P : (4)
the UAV emits AN to disrupt Eves, which aims to disrupt the SCT gh2e . E pE 4@y 2
reception capabilities of Eves. The following contentsvinte LT e ' '

a detailed explanation of each phase in the proposed two-

phase transmission scheme. All derivations in the sectien &imilarly, the SINR for Evee when attempting to decode the
performed within a single time step, with the time symbol COmMmon streansg is given by

omitted for simplicity.

2
1) Phase I: All the message¥®Vy.; transmitted by UAVk CEve g2G  pt
are split into two parts: a common pakt; and a private part g%’ = —— : ; (5)
WP, , wherei 21 . Here,l « denotes the set of GTs assigned CEve gf2G b 4 |0 4+ 2

to UAV k. And letN,, denote the size of séf. According to
the RSMA principle, the common messad®§. are encoded . P 2
into a common strears using a codebook sshlared by all gTgVhere 1@ = ek CRe® ge® (of N PP represents the
[31], while the private messagwlf.i for GT i are encoded mter-system interference when Eve lies within the coverag
into the corresponding private streah Thus, the signak,  Of multiple UAVs.
transmitted by UAVK is given by To ensure secure communication, the rate of the common
stream from UAV to GTs is designed to be higher than the
I U X q b p.p. rate achievable by the Eves. Only in this way can the common
Xk = RSt ki PSis (1) message serve a dual purpose: conveying the intended data
=1 to GT while simultaneously serving as interference for Eve.
wherep; and pE are the power allocated by UAX to the Therefore, the SINR for Eve when attempting to decode the
common stream and all private stream, respectively. The teprivate streans] of GT i is
P. is the power allocation coef cient for the private stream

of GT i. In this work, we adopt an equal power allocation CEve gA2G 2 PP

strategy to simplify system model and set this coef cient to s(il): ke ke kil Tk :(6)
P. = 1=N,,. Upon receiving the signal, each GT initially ’ 2 " i
k;i K CEY;e gﬁtzee (pc + E;j pE)"' | N4 2

decodes the common streas to retrieve the associated i6i
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~ 2) Phase II:Note that the GT with the best channel qualityynerej in = a CEre 28 thjfI + 2(jgi2oi%pp + |jir|w(1)+ 2
is selected to relay the messages to the other GTs scheduled b 16 k

the same UAV. Speci cally, the relay will use the DF schemi& G2G inter-system interferencel® = 293212190712 py

with powerpjfk to forward common stream and the AF schemis the interference of priyate messages when  decoding
with the ampli cation factor to forward private streams. common message, angd = |_, CEXgr2Cjpy represents
Conveniently, let GTjx denote the relay selected from althe jamming signal emitted by the UAV. Then, the SINR for
GTs served by UAK. Therefore, the signal forwarded by theEve e decoding the private streasil of GT i is

relay can be expressed as

2
2 (G2G2 AA2G T P 4P
- q T c p2) _ gjk;e gk;j K k;i pk . 12
Xjy = B, Sk i T |ien(2)+ |gp(2)+ |g + ljir‘:(l)-" |ec(2)+ jzk N g, (12)
X :
A2G P nPeP GT 4A2G ) 2 ) . ) | B
+ (gk;j K k;i kai + C|;j p g|§j P X+ n]k) (7) where |gp( ) - ZJgJ(iZ’SJZJgQJZSJZ e E’J pE and Ig(z) _
- ek jgﬁégjzp{k represent the interference caused by other private

where the rst, second and third term on the RHS of thgl’éams and common stream, respectively.
equation denote common signal, private signals and interfe
ence, respectively. In this phase, idle UAVs also emit jamgmi E. Problem Formulation

signals to disrupt Eve's eavesdropping, which will alsossau Note that this work aims to maximize the secrecy rate

interference to GTs within the coverage range. Additignall ) X
s . g the network by ensuring the security of both common
when GTs are within the effective communication range Q . . . :

. . and private messages. According to Wyner's encoding scheme
other relay GTs, they are also subject to G2G inter-syst . : X
) : . ; ], the achievable secrecy rate is de ned as the diffegenc
interference. Consequently, the signal received at nbd o . .
I i AL etween the capacities of the legitimate channel (transnid
(T2 fii ,;e2e,0) is given as

intended receiver) and the eavesdropping channel (traiesmi

@ — 482y 4 X C. GG to eavesdropper). We introduce the secrecy rate for common
yjk'i'_gjk'T Jk 16 |1~ng1- Ji .
; : and private messages as follows.
A2G J . In the proposed transmission scheme, relayj@ Teceives
e Crdr St ng (8) brop vie

common messages only during the rst phase, while other GTs
whereE, represents the set of Eves eavesdropping on WAV can receive the common messages during both phases. There-
The second and third terms on the RHS of the equation repfete, the transmission rate for the common messages at time
sent G2G inter-system interference and UAVs emit jammiriept is determined aRg(t) = min fRf (1);fRf(t)gg;i 6

emitted by UAVs, respectively. jiii 21k, whereR? (1) = (t)logy(1+ (1)) represents
Thus, the SINR at GT for decoding the common streamthe achievable rate of the common messages at relayxGT
s¢ in Phase Il is expressed as andRE(t) = «()logy(L+ FHM)+ (1 «(1)log,(L +
2 ic(z)(t)) is the achievable rate at any other GT served by
(@ 9% “p;, . (g UAV k. Here, (1) (resp.1 (1) denotes the fractions
i @ 4 P@ 4 3 4 nD 22 4 2 ©) of each time step allocated to phase | (resp. Phase Il). For
: : : Tk Tk : ~ Eve e, the achievable rate of decoding the common stream

h | C = c(1)
wherel N = R COT 26 2 [ 4 2(jgh2Gi2pp 4 | Ny 2 st can be expressedcg)sg;k(t) k(t)logy(1+ g (1) +
IR [EEL 197 17Pr 1y, @ () logy,(+ (1)), Therefore, the secrecy rate of

626j2jgA2G2 P the common message in each UAV cell, denotedR@s{(t)
k

is G2G inter-system interferencﬁ’f(z) = 2jgjk;,J b ﬁ?d“ be calculated as

is the interference of private rgessages on GT when decod
common message, and = = _, CETjgh?j2p) denotes CSit) = [ RS < ()i .

_ _ age, ang k=1 “kilYici )Pk RES(t) = [RE(t) maxf R, (t)je2 Eql*; (13)
the jamming signal emitted by the UAV. Upon successfully ’
decoding the common message, the SINR for GT's decodindjere[x]* = maxf x; Og ensures that the secrecy rate is non-

of private messags’ can be expressed as negative.
5 Correspondingly, the transmission rate for the private-mes
2 G262 (A2G ° p P sages of relay GTx and other GTi at time stept is given by
p@) _ ng;I gk:J K k;i Pk

. p - p(1) Pty =
i - |-in(2) + |-Op(2)+ 19+ |-in(l) y 22 4 2’ (10) RFj){l)(t) - k(t) |092(1 + jk (t)) ar;g)Ri (t) - k(t)_logz(l +
i i i i PR PRy + (1 k(1) log,(1 + (1)), respectively. The

. . . . . achievable rate of private messages at Eve can be expressed
wherel PP®) = 2jgB2612jgh2Gj2 " | L P pP is the interfer- P o)

Tk : i Pk Re.i(t) = )1 1+ @)+ ) 1+
ence of other prlvatke mess::\ges. aﬁ(z) ei (1) k(1) log,( ei (D) + k(1)) loga(

e;i

Similarly, the SINR at Evee at GT i for decoding the i (1) Since the private message of each GT is unique.
common streans; is expressed as vemu prv g INAVIGUAy:

The secrecy rate of the private messages fori Gdenoted as
RP*(t), is then determined as

G2G 2 f
C(2) — g] k€ pJ k . (11)

HO@ 00 22 g RIS =[RP() maxfR (Dje2Eg":  (14)

Jx e
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By analyzing the theoretical results, it becomes evidedit threpresent the real-time positions, time-step sharing ded t
to maximize the secrecy rate of the network, UAVs may prioamming power of UAVs at time step, respectively. The
itize serving GTs with high channel quality while poterlifal objective function (17a) includes the secrecy rate of both
neglecting those with poorer channel quality. This strategommon message®.°(t) and private messageR!"*(t).
is referred to as the CQF principle. However, increasing tt@onstraint (17b) limits the UAV's service range and speed,
number of GTs served by the UAVs can enhance the overafid stipulate a minimum distanc#d, to avoid collisions.
network throughput and promote fairness, leading to the FS¥hile (17c) imposes a limit on the maximum power for
principle. transmitting the jamming power, common message and private

To ensure fairness among GTs, it is desirable for UAVsessages. (17d) ensures that Eve cannot successfullyedecod
to serve as many users as quickly as possible. Additionallge common stream, which in turn reduces the likelihood that
jamming power should be allocated preferentially to GTBve will be able to decode the private messages. The rst
with poor channel quality to counteract potential securitierm in (17e) means that each GT can at most be served by
vulnerabilities. This approach aligns with the conceptahd one UAV, and the second term guarantees that the number
fairness index [36], which is used to evaluate the fairndss of GTs scheduled to each UAV does not exceed its service
resource distribution among users. In this work, we de neapacity.

Jain's fairness index as

(P I 4 (1))2 I1l. PROPOSEDMARL SOLUTION WITH MTA-DRNN
F(d)= PH—7— (15) - :
| iI=1 d )2 In this section, we rst convert the MUCTSJ problem

A = 14D & O | . (17) into a MDP. Then, we develop a MTA-DRNN architec-
whered; = [di(t);::5di ()7 is a vector representing they,re adapted to the network dynamics. Finally, we propose

average data rate for each GT up to time ste@nd each 5 MmARL framework with MTA-DRNN to the optimization
elementd (t) represents Ig,he average rate q)f the messagesppémem_
GTi,denedasdi(t)= 2 o (RE(t)+ RP(t)). According

to (15), the value ofF (d;) ranges from1=I (indicating .
extreme unfairness) tb (indicating perfect fairness). A higherA' MDP Formulation of MUCTSJ Problem

value of F (8;) indicates more similar rates among GTs, thus Considering the complex state space and time-varying
representing better faimess in the network. To accomneod&genarios, traditional reinforcement learning algorshofiten
both the CQF and FSF principles, we de ne a piecewisgruggle to achieve optimal security performance. In thosky

function as we leverage the concept of MARL to address the MUCTSJ
problem. To do this, we rst formulate the optimization
a.) = 1 if CQF problem as a MDP, which is characterized by the tuple
F(do) = F(8,) if FSF (16) (S;O0;A;R). In this formulation,S; O; A, andR denote the

) ) . state space, received partial observations, action spauk,
Performance evaluations reveal that UAV trajectory, timMgayard function, respectively. At each time stegihe UAVS,

step sharing, and jamming power planning are critical fage(ing as agents, periodically gather the current statéhef t
tors impacting the network's secrecy rate. Moreover, theggironment and select an optimal action based on a prede ne
elements—UAV trajectories, time-step sharing, and jangmin,glicy. The ultimate goal is to enhance the decision-making
power—are interdependent, meaning changes in one can fscess of the agents, allowing them to navigate the complex
uence th_e others. To address this challenge, we invegtigaae space effectively and adapt to the time-varying aéir
the following fundamental problenunder the proposed rans- the environment. Next, we will detail the components of the
mission scheme, how should the trajectories, time-stepr&ha 4o ned MDP framework.
and jamming power of multiple UAVs be dynamically adjusted 1) State Spacs : The state space of the MDP is de ned
to maximize the overall network secrecy rate@veraging asS = s sy :srg, where each statg consists of three

the results discussed above, the problem of maximizing tBﬁrts ie.s = f< P; <g. Here,§ denotes the location coor-
secrecy rate can be mathematically formulated as the folW §iates of UAVS. GTs. and Eves at each time stemroviding

optimization problem 4 spatial awareness necessary for trajectory planning-siee
1 X X o bt sharing and jamming strategies? captures the trajectory
Jmex, = F@) RS+ RP() (172) information of all UAVs up to timet, which is essential for
e t=0 k=1 i=1 understanding the movement patterns and making future path

st.ug(t) 2 [0;D]%vi(t)  Vmax;tt  de; (17b) decisions to achieve objectives such as coverage and tecuri

pL(t) P2 ips(t) Plax:Pe(t) PP (17¢) while avoiding collisions. Finallys contains performance

() REM);0< ()<L (17d) metrlcs, |n_clud|ng the secrecy rate, throgghput, and ésisn
| index at time stept, offering a quantitative assessment of
selt) 1 SeT(t) C; (17e) the system's performance in terms of communication segurit
k=1 K i=1 K

. . i ] data transmission ef ciency, and resource distributiamfess.

Be2E;8i 21 8Lk 2K;t2T; (179) Together, these components enable the MDP framework to
where u; = [ur(t);uz(t);  ;uc (], ¢ = represent the dynamic environment accurately, guiding the
[1(t); 2(t); 5 «w(®]andp! =[pl(t);p2(t); ;px ()] optimization of problem (17).
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2) ObservationO: Each UAVk only has access to partial GG Eumzw] |
observations of the environment at time stgpdenoted as '
of. These observations include information about the UAV Y ——
itself, other UAVs, and GTs within its coverage range. Speci \ Input Layer f "‘x\. |
ically, the attributes of UAVK are represented a5y (t) = = e | (e )
(uk (t); RY'(1)), whereub(t) denotes the location coordinates \H—M”%D \
of UAV k, andRS'(t) = = L}* RS(t) is the secrecy rate of the ’

GTs served by UAK. The attributes of other UAVs relative
to UAV k are given byF 2V (t) = f(u (t); RF(t)j8I 2 I I [\
K;l 6 kg, whereup (t) = ui(t) u(t) represents the relative (oamawo ) (ommiams ) omana ) 7]
coordinates of UAM to UAV k, andR}'(t) is the secrecy rate l l l

of the GTs served by UAM. For the GTs within UAVk's
coverage, the attributes afeCT(t) = f (uix (t); RF'(t))j8i 2 Fig. 3: lllustration of the proposed MTA-DRNN architecture
| ;CEl(t) = 19, whereuiy (t) = u;  uk(t) indicates the rela-
tive coordinates of GT to UAV k, andR'(t) = RE(t)+ RP(t)

is the secrecy rate of GiTincluding both common and private
rates. Thus, the overall observations of URVat time stept

is given as

‘ Gated Recurrent Unit U ’

1e)S USpPIH AVN

« !
o [ Direction ] [ Jamming ] [ Time-step ]

Power Sharing

appropriately across their range, allowing for ner cottreer

lower power levels and progressively larger intervals asgyo

increases, making it suitable for the wide dynamic range of
jamming power typically encountered in practice [37].

of = Fi(t);FV () FET() (18)  4) RewardR: The Rewardrk 2 R represents the im-

ediate reward received by UAX after executing action

enabling each UAV to make decisions based on local enviroﬁ’f(— ) ) ) !
mental data it gathers. af in states. In this context, each UAV is tasked with the

3) ActionA: Action & for UAV k at time stept consists €OmMmon objective of maximizing the global secrecy rate. In
of three components: the ying directioh(t), time-step & cooperative setting, all agents share a global utilityictvh

sharing i (t), and the jamming powep; (). To accurately 'S déned based on (17a) as

capture the ight strategy of UAVsS, we de ne the UAV's NS X #

ight action as either hovering “still”) or moving in one df6 rdo= . FA() RES(t) + RP(t) (21)
discrete horizontal directions. Therefore, the set of ibdess k=1 i=1

directions is given by! «(t) 2 fstilligi% ;2 g The \here , is a scaling factor that controls the numerical range,

UAV's position is updated accordingly; if it hovers, it rema  aqjysted through trial-and-error. It is important to ndtatf in

in place, otherwise, it moves in the chosen direction with e with (16), it is crucial to separately consider the pijries
velocity. Correspondingly, after UAK takes an action, its of cQF and FSF.

position i38updated according to the following rule To monitor boundary violations, we introduce an indicator
Uk ()+[0 ; 0; O if 1 ()= still; array '°° = f0;1g, where % = 1 if UAV k adheres to
% Uk (£)+ Vinax [COS = Sin = O] i1 ()= = the spatial constraints at time stepand [°° = 0 otherwise.
8 8 . 8 !

Uk (t+1)= Besides, to avoid collisions during ight, we de ne another
E : indicator array © = f0;1g, where ¢ = 1 indicates
" Uk (t)+ Vimax [COS(2 );sin(2 ); O if! ((t)=2 :  a collision risk for UAV k at time stept, and &' = 0
(19) signi es safe operation. Similarly, we set an indicatoragrr
In the proposed scheme, the time-step sharing fagttt)  ¢¢ = f0;1gX and a constant penaltys® for restriction
determines the proportion of time allocated to the two phasgl7d). Consequently, the reward function for UARVis given
in each time step. The UAV dynamically adjust(t) to opti- by
mize the trade-off between the two phases each time step, max k=0 oo gol ool sec sec (o)
imizing the secrecy rate while mitigating eavesdroppis§si ol ) i
To adapt to dynamic channel conditions and improve comp{iere is a constant representing the penalty imposed

tational ef ciency, the set of possible values for the tistep [OF collision risks. By incorporating these penalties irte
sharing factor is de ned asq(t) 2 f 0:2; 0:4; 0:5; 0:6; 0:8g. reward function, the UAVs are incentivized to optimize thei

The jamming powerp; (t) is constrained by a maximum {rajectories in a manner that balances secrecy performance
value P2, and is quantized intgLj discrete levels using I9ht safety, and spatial compliance. This approach ultiefia
logarithmic normalization, which is appropriate since jaing Ie_ads to robust and reliable system operation, ensunng_bot
power can vary over several orders of magnitude. The set/8gh secrecy rates and adherence to operational constraint

allowed jamming power levels is given by
i ) B. Proposed MTA-DRNN Architecture

Ply ™ 7. -
p(t)= 0 Py, PmTax i=0; ;jLj 2 (20)  To address the challenges of a time-varying network en-
min vironment, we developed a novel MTA-DRNN architecture.

whereP7,. is the minimum non-zero jamming power. ThisThis design incorporates MHA to adapt to varying observatio

logarithmic quantization ensures that power levels areegpa lengths and dimensions for each UAV, enabling more effectiv
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Fig. 4: Diagram of the multi-agent reinforcement learnireniework utilizing MTA-DRNN for solving the MUCTSJ problem

cluster control strategies. As shown in Fig. 3, the MTA-DRNN At the output end, we employ three parallel output layers,
architecture includes an MHA layer, three Linear-layerthwi collectively referred to as the MTO structure, to sepayatel
ReLU activation functions [38], a Recurrent Neural Networkandle jamming, time-step sharing and direction decisions
(RNN) layer, and three parallel output layers. Notablylaj+ This design allows the model to ne-tune its parameters for
ers except the RNN hidden layer parameters, which are uniceaech speci ¢ task independently, minimizing the gradiemt i
to each agent, share parameters across agents—referred terderence from unrelated tasks and thus leading to mone acc
the Parameter Sharing Layer. This parameter sharing allomse and effective decision-making. In addition, this desled
multiple UAVs to use the same set of parameters for encodiaghema helps to improve the scalability of MTA-DRNN. To
and decoding environmental information, stabilizingnilag, integrate these objectives, we modify the loss function in Q
and promoting cooperation between agents. Additiondtly, tLearning to account for these output heads, assigning wseigh
RNN layer enhances decision-making by allowing each agdotthe loss of each task. These weights are determined throug
to leverage historical observations in a partially obsklwa a trial-and-error process. The detailed formulation of lthes
multi-agent environment [39]. function will be discussed in the following section.

Each UAV experiences varying observation lengths at dif-
ferent time steps, and the dimensions of these observatigns
can also differ due to changes in the number of GTs bei§g MTA-MARL for MUTSJ Problem
served. Traditional neural network models with a xed input We propose a MARL framework employing MTA-DRNN
size struggle to effectively process this dynamic infoiiorat to tackle the MUCTSJ problem. This framework follows a
To address this, we incorporate a MHA mechanism before thentralized training and decentralized execution paradias
model's input layer. The MHA module includes parallel schledepicted in Fig. 4. During the centralized training phase,
dot-product attention mechanisms equal to the maximum nuMTA-DRNN functions as both the Decision Network and
ber of GTs that a UAV can serve. Scaled dot-product attentitihe Target Network for the UAVs. By sharing an Experience
is calculated using the Quer®y, Key (K), and Value ¥) as Replay buffer across all UAVs, the training process becomes

BT more ef cient and stable. Conversely, in the decentralized
AR(G):K1:9) = softma F50 )0
i

execution phase, each UAV agent operates independently,
making decisions based solely on its partial observatios f

whereD; is the dimensionality of the attributes for each GT the environment. This distinction allows the framework to

In our work, the attribute§ ¢'(t) of GTs serve as the Query,jeverage the bene ts of centralized learning while enaplin

Key, and Value for the MHA input. The attention mechanismyays to act autonomously during execution. Next, we will

normalizes the inputs of each GT into a xed-sized vectogelye into these two processes in detail.

which are then combined through a concatenation function 1) Centralized Training:At the start of each episode, the

MHA(FET(t)) = ConcafAtt;;  ;Attmax): (24) initial locations of GTs and Eves are randomly set. At each

time stept during training, UAV k obtains an observation

By using attention, our model can handle information frorgk from the environment and then executes an actibn
a varying number of GTs based on their relative importancg

. X fter executing the action, UA receives a rewardf and
Consequently, each agent receives the following ObseWat'the next observationf,, . This sequence forms the basis of
at time stept, processed through MHA: *l

the interaction loop. After each time step, the observation
of = Fi(t); FIV(t); MHA(FST(t)) : (25) actions, rewards, and subsequent observations from aitsge

(23)
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are stored in the Experience Replay buffer. This experiémce 2) Decentralized ExecutionDuring the decentralized ex-
dened as = f f = fof;ak;rf; 0k, 0k 2 K;t 2 Tg. ecution phase, each UAV operates autonomously using the
To handle the partially observable nature of the problertrained optimal decision network. This network enablesheac
we employ RNNs within the MTA-DRNN architecture. TheUAV to make decisions based on its local observatiofs
hidden states of the RNNs are also stored, and each experiesterived from the current state of the environment The

is reformulated as = f = fof; 2 af;rk; ok, 2, gk 2 decentralized nature of this process means that each UAY doe
K;t 2 T g wherez, represents the hidden state of the RNMot rely on centralized control or global state information
for UAV k at timet. At the beginning of each episode, thevhich is crucial in dynamic and potentially communication-
hidden state for each agent is initialized to an all-zeraarec constrained UAV networks. The entire distributed executio
ensuring that the network starts without any prior contexprocess can be described as Algorithm 1.

Once a suf cient number of experiences are accumulated in

the replay buffer, a mini-batcB of experiences is sampled Algorithm 1: Proposed MTA-MARL Algorithm.

for training. The elements of this mini-batch are then fetw in
the corresponding networks to update their parameters.

In the Decision Network, agents compute the correspond-
ing Q-valueQ(ot;a; pn) for the current state-action pair
(or; &), where pn denotes the network parameters of the
Decision Network. Concurrently, the Target Network cal-
culates the Q-valugQ(or+1;a+1; Tn) based on the new
state-action pair(oi+1 ;&+1 ), where 1N representing the . .
parameters gf t(he Targez Network. As ziscusseég in the parameters of target network; experience replay

X . memoryD; RNN hidden state$z, = 0] 8k 2 Kg
previous section, our proposed MTA-DRNN has three paL- ¢, episode= 0 to Neyi 1 do

allel output heads to handle jamming, time-step sharingq Reset positions of UAVS u (0) j 8k 2 Kg, GTs
and direction decisions. Conveniently, 1&;(ot;a; bn), fu j8i 21g, and Eved uk i8e2Eg ’
Qz(o; @2; pn) andQa(or; ad; pn) represent the decision Q- . | for Itime Stept’: 0toT doe

Input: Initial network stateS; number of training
episodedN ¢ ; episode lengtiT ; mini-batch
sizejBj; learning rate .

Output: Optimized UAV action sefA = fa; =
Fl®); «(0);p(t) i8k2Kg; t2Tg;
trained decision network.

1 Initialization : Parameters of decision networlgy;

values for jamming, time-step sharing and direction deoisj
respectively. LetQi(Ot+1 ;81 Tv), Q2(0t+1;a8fs; TN)
and Qz(0i+1; 8%, ; Tn) denote the target Q-values for jam-
ming, time-step sharing and direction, respectively.

The loss function for updating the Decision Network can
be formulated as follows

o
1 ® kib: 1 kb . kb1 2 8
I—( ):W 1 ¢ Ql(ot' NEC A DN) 9
e 10
2
k;b; 2 k:b.  kb;2.
+ 2 Q2(0," ;&% DN) 1n
2
k;b; 3 k;b. kib; 3. .
+ 3 Qs(o";a™"; bN) (26) 12
13
anere £ = 0+ argmangs s Quet i ),
kib:;2 _ k:b kb . kib;2.
t = g+ argmaxgs 2 Qa0 &y ) and g
k;b; 3 k;b k;b; 3.

i = r{“b + o argmaxe s Qs(0fi1 ;80" T~) are the
Temporal-Difference (TD) errors for jamming, time-stegash
ing and direction decisions. Here;, » and 3 are weights
that balance the importance of the different decision ssé&’
and the superscrigi indexes the samples. The parameters of
the Decision Network are updated using the gradient of tHe
loss function as

16

for each UAVk 2 K do
Get the observations® based on (18), then
encode GT attributeE °T(t) using MHA
to obtainMHA (FET(t)) and form
enhanced observatia via Eq. (25);
Select actiong using  greedy policy;
Receive reward¥ and observe state,; ;
end
Environment transitions from stagg to S+1 ;
Store = ff of;z;ak;rk; ok, ;1 Z, gk 2 Kg
into experience replay memofy;
if jDj jBj then
Sample a mini-batciB from D;
ObtainQq, Q2, Q3 from Decision Network
and Target Network;
Minimize loss function Eq. (26) and then
update weights of Decision Networkyy
according to Eq. (27);

end
Update target network parametergy using
Polyak averaging (Eq. 28)

end
19 end

DN on+ 1o L() (27)

At the beginning of each episode, the environment is reset

where is the learning rate. For the Target Network, itgo establish initial conditions, including the take-offipts of
parameters ty are updated from Decision Networly using  UAVs and the positions of GTs and Eves. At each time st2p

polyak averaging as

T, each UAV agent collects an observatigh which includes

— +@ ) 28) partial information about the environment. This obseomais
™ DN ™ processed using MHA to encode the attributes of GTs, making
Here,' is a factor that determines the update rate for thhe input suitable for the MTA-DRNN architecture. Based on

Target Network parameters.

this encoded information, each UAV selects an actipuising
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an -greedy policy derived from the decision network. TABLE Ill: PARAMETERS SETTINGS.

After all UAVs execute their actions, the environment
transitions from states to s.1, reecting the changes
brought about by the UAVS' actions. Each UAV then receives
new observationf,; , which provide updated information

Parameters Values (Unit)
Coverage and serve ranges of UAR ¢T,R UAY) 50,50 (m)
Maximum velocity and altitude of UAV\(max ; H uav) 20 (m/s),100m

K \ ] Central carrier frequencyf §) 2.4 (GHz)
about the environment's current state. As the UAVs inter- ,
. . . . . Maximum power of common stream of UAYY) 30 (dBm)
act with the environment over multiple time steps, their . .
. .. . . Maximum power of private stream of UAVpE) 10 (dBm)
experiences—comprising observations, actions, rewamid, - ;
. . . Maximum power of forward stream of Gjly (p. ) 10 (dBm)
subsequent observations—are stored in the experiencayrepl o S—— T Lk P
buffer D. Once suf cient experiences have been collected, the ax'mizéanlrzc\?eh‘owe; s Rinax ) — ;B ";LZ
UAVs update the parameters of both Decision Netwogk ° atGTs () 170 (dBm/HZ)
and Target Network ry by sampling a mini-batcB from the Channel S-curve parameters () 961,015
Maximum number of GTs servedC) 5

replay buffer. This batch is used to perform gradient descen
improving the policy by minimizing the TD error. Training
continues until the rewards converge, indicating that tihy'$J experiments conducted on a computing host equipped with

have learned a stable policy. Atthis point, each UAV is cdab, \"\v/pia GeForce RTX4080 GPU, using PyTorci:2:2
of executing actions at any time stépbased solely on its

: . . i - Tt for deep learning computations. We then test the algorithm
{ohamal %pse_rvan(;fns,t_vvnhdout retqull_rlng 3dd!t|_onal ' Ki I0N. " 5n the Nvidia Jetson Xavier NX module (TensorRT 8.5.2) to
us achieving effective decentralized decision-making. ~ _ o o performance in embedded systems.

D. Complexity Analysis A. Experiment Setup

In this subsection, we analyze the computational complexit p, o meter Settingdn our simulations, we consider a multi-

of the proposed algorithm during both centralized trairand jay network where GTs and Eves are randomly distributed

decentralized execution phases. The key computationat COfla; 2400 m 400 m area. Each UAV employs the MTA-
ponent of the MARL framework is the MTA-DRNN, which o architecture as its own decision network to adapt

we examine in detail. Following the analysis in [40], thedimy, complex environmental in real time. Key parameters are
_co[;nTpIe_xny of the MHA mechanism ©(1 jF (_t)J + | summarized in Table Ill. The number of attention heads
iFy_(1)j), wherel denotes the number of attention heads, ang \jya is set to 2. The discount factor for each agents
JFT(D) is the dimensionality of the GT features. The thregard is = 0:99, and the reward scaling factor is set to
fully connected layers contribute a complexity®(3 j  j), = 0:1. The decision network is trained over approximately

wherej | is the number of neurons per layer. Since each U e = 100;000 episodes, with each episode consisting
maintains an independent RNN hidden state, the RNN laygf'+ - 100 time steps. For training process, greedy

scales Wit_h thze number of_agents, resulting in a COmpleXigkploration rate decreases frohtD to a nal value of 0.05

of O(K j j7) where K is the total number of UAVS. g e\ episodes to balance exploration and exploitation.
In addition, the three parallel output layers, WP!Ch, 9eterarhe replay buffer size is set §@j = 100; 000. A mini-batch
dlrecuqnt and jamming decisions, contribu®(aj | 1), sjze of jBj = 128 is used, and the initial learning rate is
where ja,j denotes the dimensionality of_ the action SPaC&t 102:5 10 *. To improve training stability, we use the
for _each_agent. Conseque_ntly, the total time complexny f(1)_ralmbdaLR learning rate scheduler, which decays the legrnin
a single |21;ere_r;ce gte_p uGsTlng_the MTA'[_)RNZN z_;\r::m_tecf[ure Fte by1% after each parameter update, with a minimum of
O (I jF (O + 12 jF (Oj+G+ K) | J°+j&j ] ). 409 of the initial learning rate. To accelerate convergence

Based on this analysis, the overall time complexity of MTAs,y mitigate over tting, we adopt the AdamW optimizer with
MARL algorithm during centralized training and decentzatl

gt . a weight decay coefcient of0:01 to update the network
execution is summarized as follows: parameters. The target network is updated from the decision
Centralized Training: The computational complexity is network using Polyak averaging, with a smoothing coef ¢ien
primarily determined by the number of training episodegf* =1 10 4. Furthermore, to prevent gradient explosion,
Nepi, the number of time steps per episobethe batch- gradients are clipped within the ranfel; 1.
sizejBj and the training intervall 4. So, the total training ~ Baseline SettingsTo comprehensively evaluate the per-
complexity iSO(Nepi T Oy + Nepi=Ng jBj  Oi).  formance of the proposed solution with TS-CRSMA, we
Decentralized Execution:During decentralized execu-jmplement ve baseline methods for comparison. The details
tion, each agent collects observatiasisfrom the envi- of each baseline are as follows:

ronmentS and selects optimal actiore8 at each time MTA-MARL with TS-CRSMA: The proposed algorithm
stept. Thus, The overall complexity for a single episode  jnegrated with the two-stage collaborative RSMA in this

T is O(T O| ) work.
MTA-MARL with RSMA: The proposed algorithm com-
IV. PERFORMANCEEVALUATION AND DISCUSSION bined with the single-antenna RSMA described in [31].

We rst evaluate the experiments to evaluate the per- MTA-MARL with C-NOMA: The proposed algorithm
formance of our proposed MTA-MARL algorithm through paired with the cooperative NOMA from [41].
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)

i =

Fig. 5: Training and testing performance of different bis.

R-MADDPG with TS-CRSMA: The recurrent Multi-
Agent Deep Deterministic Policy Gradient (R-MADDPG
algorithm [42] f_:lpplied with TS-CRSMA scheme. . (€) FSRuay (f) CQFpuay () FSRuav (h) CQFuyay
R_MA.DDPG. with RS.M_A: The R-MADDPG algorithm Fig. 7: Performance comparison in terms of fairness indax(d))
combined with the original RSMA scheme. and secrecy rate ((e)-(h)).

R-MADDPG with C-NOMA: The R-MADDPG algo-

rithm applied alongside the C-NOMA scheme.

Fyeed

ight trajectories are depicted in Fig. 6e-6h. When a UAV
serves GTs located near Eve, it employs higher jamming power

to mitigate potential eavesdropping. In other cases, th¥ UA

To evaluate the training performance of the prOpOS(T'ﬂaintains lower jamming power to reduce interference with

methopl, we present Fig. 5 which iIIustrates. thg CONVergengGitimate GTs. By comparing Fig. 6e with 6f and Fig. 6g
behavior for varying numbers of UAVs. The initial honzohtaWith 6h, it is evident that the FSF principle incurs higher

po§itions OdeAVS 1 through 4_ar;a set t,80; 80],’ [_SZQ 80]& Iinterference power than CQF, primarily for two reasonssti-ir
[8O’f320] an [.SZQ 3203 respectlv_eZ%ODun_ngc}rmmgg, m(f) € to enhance throughput fairness, the UAV deliberately tratss
performance is tested eveepi= episodes. PErior 5 small amount of interference to slightly suppress the high

mance compgrris%nsbwash perfli)rmef?l betwleenhthe Empﬁﬁ%ughput of central GTs—where channel conditions are
MTA-MARL with the benchmarks. The results show that t gtrong—while this same interference has negligible imjact

p_roposed rr?(?thod has faster convergence, smaller variamice @dge GTs with poorer links. Second, the FSF-driven trajgcto
higher stability than other schemes. which prioritizes serving distant or underserved userterof
brings the UAV closer to Eve's threat zone, triggering more
frequent protective jamming; in contrast, CQF keeps the UAV
in safer regions, reducing the need for interference.
Moreover, the FSF principle incurs higher interference
power than CQF, primarily for two reasons. First, to improve
fairness, the UAV reduces interference toward high-thhgug
ground terminals (GTs) in the coverage center—where chan-
_ _ _ _ nels are strong—while this has minimal impact on edge GTs.
/ h \ : : Second, FSF drives UAVs to follow longer, more diverse
‘ A trajectories to serve distant users, increasing exposure t
el | - ot h . ﬁwmmml, ***** Fee Eve's threat zone and thus triggering more frequent priviect
jamming, whereas CQF keeps UAVs in safer regions with
(e) FShuav (f) CQFyay (9) FShuay (h) CQFyay lower interference needs.
Fig. 6: Trajectories and jamming power with various UAVsnnioer. To provide a more intuitive demonstration of the proposed
solution's performance, Fig. 7 presents a detailed corapari
Fig. 6 illustrates the ight trajectories and jamming powebf six baseline methods in terms of secrecy rate and fairness
levels of UAVs serving GTs under the FSF and CQF princindex. Overall, the proposed MTA-MARL with TS-CRSMA
ples. As shown in Fig. 6a and Fig. 6b, UAVs consistentlgonsistently outperforms other methods across differef\t U
move away from Eve to enhance overall network securitgounts and service principles. Speci cally, as shown in Far
A comparison between the FSF and CQF principles revedld, the fairness index under the FSF principle stabilizes at
distinct operational strategies. Under the FSF princifiie, higher level than under the CQF principle. This is because
two UAVs prioritize serving the global GTs to ensure fairmeshe FSF principle prioritizes serving a larger number ofrsise
in system throughput. In contrast, under the CQF principlegsulting in improved fairness compared to the CQF princi-
UAVs focus on serving nearby GTs with better channel qualitgle. Moreover, the fairness index is higher in the four-UAV
This behavioral difference is similarly evident in Fig. 6eda scenario than in the two-UAV scenario. This improvement is
Fig. 6d. With a larger UAV eet, each UAV can focus on aattributed to the increased number of UAVs, which enables
smaller, dedicated area, reducing the need for long-distareach UAV to serve users within its designated region, thereb
movement and thereby improving overall service ef ciencyninimizing the likelihood of neglecting GTs due to long-
The optimal jamming power decisions corresponding to ttiistance travel. This behavior is further corroborated toy t

B. Performance Results

At B K

(@) FSRuav (b) CQRyay (c) FSRuay (d) CQRyay
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trajectory results shown in Fig. 6. TABLE IV: | NFERENCETIME (MS)
Fig. 7e-7h illustrate the secrecy rate achieved by the en-
. . Number of
tire networkkat each.tlme step for EOth two-UAV gnd fou_r- UAVs 20 20 - 20 70 e
Ur,?\v networ sce(;\an;)hs. We can o se_‘rvetha very |ntereft|nt<F:11 t 1457 1467 1534 21424 21773 20426
phenomenon: under the same scenario, the secrecy rate tha
. N 14.78 1525 1556/ 232.66 223.05 24354
our proposed MTA-MARL with TS-CRSMA consistently con-
- . 12 1522 1538 15.29 24821 25544 267.86
verges to a similar value smoothly, regardless of the servic
9 . 16 15.24 1557 15.88 25157 269.91 293.34
principle in effect. In contrast, the secrecy performanée o
other baseline methods is more signi cantly in uenced by
the choice of service principle. Furthermore, we obserat th Jetson developmenplatiorm  Decision-makingplatform
the secrecy rate increases as the number of UAVs grows, =
and the uctuation of the curve is less obvious when the
number of drones is large compared to the case with a small
number of drones. By systematically comparing the metrics

Host Jetson

Environment |
Running

TePip i

of the proposed algorithms and transmission schemes while Conversion Model Unsupported OP
- - T B . ¢y PyTorch(.pth Quantization Decomposing
controlling variables, it is evident that our proposed folu PR A N ; &
ag ™ . . €7 ONNX [ F—— - s -
exhibits strong adaptability to different scenarios. T - l@ )/ \@ MHADRN Egﬂﬂ
TensorRT(.trt) Float 16 . Model Training

C. Deployment Adaptability Discussion

To more realistically simulate the actual performance ef th
proposed solution when deployed on the UAV platform, we
expanded the area 800m 800m, and then utilized both
Nvidia Jetson and the Host machine to run the decision model
and test the algorithm's performance concurrently.

As illustrated in Fig. 8a, the Jetson platform is remotely de s
veloped using VSCode over a Secure Shell (SSH) connection.
On the Jetson platform, we rst quantize the trained deaisio
network to half-precision (FP16) of ine to optimize inferee
speed and reduce memory usage. After this quantization step
we convert the network to thennx format and subsequently Fig. 8: The inference results of the proposed algorithm on
transform it into the.trt  format, which is loaded using Jetson and Host in terms of the UAV trajectory.

Nvidia's TensorRT framework. It is important to note that,

for operators that are not natively supported by ONNX, such

as GRUCell, we decompose them using supported ONNXlatforms. However, after a certain time step (e.g., at step
operators to ensure compatibility. Once these prepamtidk®?), the trajectories start to diverge. The reason for this
are complete, the Jetson platform can be employed as fifeenomenon lies in the FP16 quantization applied to the
decision-making platform. The agents on the decision-nmakidecision network on the Jetson platform, which causes &dross
platform interact with the simulation environme8ton the inference precision. This loss of precision at time stepsults
Host through the TCP/IP protocol. in a decisiona'[‘ made by the UAVs on Jetson that differs

Table IV summarizes the inference time on Jetson and tfiem the decisionaf made on the Host. As a consequence,
Host across one episode, with varying numbers of GTs the next environment statg.; on Jetson deviates from the
and UAVs. From the table, it is evident that as the numbeprresponding environment stadg: on the Host, leading to
of UAVs increases, the inference time increases signi lyant different subsequent trajectories.

This is due to the larger hidden state parameters of the RNNWe further provide the performance comparisons with vary-
However, for the same number of UAVs, the inference timieg numbers of UAVs and GTs on Host and Jetson in Table V.
does not necessarily increase with the number of GTs. ThisAls the number of GTs increases (e.g., fratto 60), we can
likely because the MHA mechanism in the decision netwodbserve an expected rise in both secrecy rate and throughput
allows UAVs to better encode the dynamic environmentah both platforms. However, this improvement comes at a
information, reducing the impact of GT quantity on inferenccost: an increased number of GTs results in ‘fatigue’ effect
time. on UAVs, where the fairness index tends to decline slightly,

In the following, we will demonstrate the algorithm's per-especially when UAVs are tasked with handling larger volame
formance by analyzing various metrics on both the Jetsof GTs. For example, when the number of UAVs1g, the
and Host platforms. Fig. 8b and Fig. 8c depict the trajectéairness index on Host drops frot54 for 20 GTs to 0:48
ries inferred by the Host and Jetson platforms, respegtivelor 60 GTs, indicating that UAVs struggle to maintain equal
during episodeT in a scenario withl6 UAVs and 60 GTs. service distribution among all GTs. From Table V, we see that
Interestingly, we observe that the trajectories of the UAValthough the Jetson platform suffers from some precisies,lo
are identical in the early stages on both Jetson and Hastth platforms exhibit similar overall performance metric

®e
e

(b) Trajectory on Jetson (c) Trajectory on Host
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TABLE V: PERFORMANCE COMPARISONRESULTS ONHOST AND JETSON

Number of GTs I?s,\gge Secrecy Rate (MBits) Throughput (MBits) Fairness Index

4 ‘ 8 ‘ 12 ‘ 16 4 ‘ 8 ‘ 12 ‘ 16 4 ‘ 8 ‘ 12 ‘ 16

20 Host 96.34 | 124.70 | 136.76 | 142.32 | 326.12 | 515.11 | 559.63 | 578.81 | 0.31 | 0.30 | 0.57 | 0.54
Jetson | 105.32 | 130.79 | 133.91 | 14531 | 355.42 | 547.24 | 51891 | 561.32 | 0.30 | 0.32 | 0.54 | 0.53

0 Host 115.32 | 155.60 | 179.67 | 197.14 | 572.91 | 1372.01 | 1527.47 | 1579.35| 0.27 | 0.35 | 0.49 | 0.48
Jetson | 110.25 | 180.39 | 170.77 | 200.09 | 600.31 | 1497.63 | 1473.41| 1629.21| 0.29 | 0.36 | 0.47 | 0.48

60 Host 123.61 | 172.01 | 188.41 | 211.69 | 1445.02 | 2234.23 | 2465.70 | 2990.24 | 0.29 | 0.36 | 0.45 | 0.48
Jetson | 135.72 | 163.42 | 191.44 | 238.89 | 1554.48 | 2118.23 | 2327.81 | 3019.61 | 0.27 | 0.35 | 0.47 | 0.49

in terms of secrecy rate, throughput, and fairness indexs]
The difference in performance between the Jetson and Host
platforms is minimal, demonstrating the robustness of the
proposed MTA-MARL algorithm across different hardware(s]
environments.

V. CONCLUSION 7

This paper proposed a novel two-phase collaborative RSMA
transmission scheme to enhance communication security g
multi-UAV networks. To further improve network secrecy,
we developed a MARL framework based on MTA-DRNN,
which jointly optimized UAV trajectories, time-step shagi [9]
and jamming power to maximize secrecy rate. Simulation
results demonstrated that the proposed framework eftdgtiv 10]
captured various high-dimensional probability distribos of
decisions, enabling agents to make optimal policy decssion
in scenarios with varying numbers of UAVs and GTs. Thiﬁl]
capability facilitated high levels of UAV coordination,guring
mission consistency and reliability. Additionally, an Biation
on the Nvidia Jetson platform conrmed the framework'¢*?l
robustness and adaptability, underscoring its potential f
deployment on practical UAV systems. [13]

In this paper, we address the security challenges of single-
antenna RSMA-enabled multi-UAV networks. Extending thggj
proposed framework to multi-antenna RSMA-enabled multi-
UAV systems would harness spatial degrees of freedom via ad-
vanced beamforming, thereby enabling simultaneous ingroy s
ments in PLS and spectral ef ciency. Therefore, a partidula
promising research direction is the investigation of PLS in
multi-antenna RSMA-enabled multi-UAV networks. Movingzig)
in this direction requires redesigning the RSMA framework
to incorporate precoding, which correspondingly incredbe
complexity of system modeling and optimization. [17]
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