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Abstract—Warden collusion represents a hazardous threat to
wireless covert communication, where wardens can combine their
observations to perform a more aggressive detection attack. This
paper investigates the impact of warden collusion on covert
communication in a multi-antenna wireless network consisting
of one source, one destination, multiple wardens and interferers.
By employing the techniques of Laplace Transform and Cauchy
Integral Theorem, we first establish a framework to model the
aggregate interference distribution (AID) for covert communica-
tion in the network under the typical additive white Gaussian
noise (AWGN) and Rayleigh fading channels. Based on the AID
results, we then develop theoretical models to reveal the inherent
relationship between the collusion intensity and fundamental
communication metrics in terms of the covert outage probability,
connection outage probability and covert throughput. With the
help of these models, we further explore the covert throughput
optimization problems and present extensive numerical results to
illustrate the impact of warden collusion on the covert throughput
under both channel models.

Index Terms—Warden collusion, covert communication, collu-
sion intensity, outage probability, covert throughput.

I. INTRODUCTION

Security and privacy of wireless communications have al-
ways been critical considerations for network operators due to
the broadcast nature of the wireless medium. Although avail-
able methods based on cryptography or physical layer security
have been successful in preventing the wireless information
from being intercepted by illegitimate receivers, malicious
wardens can still detect the existence of communications so
as to launch attacks to legitimate users [1], [2]. Actually, in
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many real-life instances like unmanned aerial vehicle (UAV)
networks and submarine communications, protecting only the
confidentiality of communication contents is insufficient and
users there may desire to transfer information covertly. This
motivates the studies of covert communication, which aims to
hide the very existence of wireless transmission itself from
potential wardens [3].

A. Literature Review

While covert communication was traditionally implemented
by exploiting the spread spectrum techniques [4], recent stud-
ies indicated that physical layer security (PLS) serves as an
attractive approach to ensure covert communication [5]. In
particular, lots of works have been devoted to the study of
PLS-based covert communications in a single warden system
with a transmitter Alice, a receiver Bob and a warden Willie.
Bash et al. [6] first revealed a square root law for the additive
white Gaussian noise (AWGN) channels, which indicates that
for n channel uses at most O(y/n) information bits can be
reliably and covertly transmitted to a target receiver against
a warden. Later, the covert communication in single warden
systems was examined under various PLS techniques, like
the background noise [7]-[11], artificial noise [12]-[15] and
beamforming [16]-[19].

To explore the benefits of relaying in covert communica-
tions, the single warden model with cooperative relay has
also been widely adopted. In [20], the authors considered
a relay system under AWGN channels where a cooperative
relay seeks to covertly send its message to the destination
using the communications resources allocated by the source,
and then explored the impact of the relay on the covert rate
in the system. Wang et al. [21] exploited the application of
beamforming on the covert communication in a decode-and-
forward relay system, while Deng et al. [22] applied the
artificial noise technique to design a covert communication
scheme for an intelligent reflecting surface assisted relay
system under Rayleigh fading channels. Later, Gao et al. [23]
examined a more general multi-relay system under Rayleigh
fading channels and conducted a related theoretical analysis on
the covert communication performance of the system in terms
of detection probability and covert capacity. Under Rayleigh
fading channels, Lin et al. [24] investigated covert communi-
cation in a finite block-length system with one multi-antenna
relay, while Wang et al. [25] developed a framework to analyze
covert performance under decode-and-forward protocols and
the optimal setting of warden’s detection threshold.



Recently, some initial studies have been conducted to fur-
ther investigate the covert communication in multiple warden
systems [26]-[28]. Ma et al. [26] investigated the joint designs
of transmit power and block-length for covert communication
in a multi-antenna system with multiple randomly located
wardens. Jiang et al. [27] considered the covert throughput
maximization for covert communication in a wireless energy
harvesting-enabled cellular network with multiple wardens,
where the power beacons serve as friendly jammers to send
jamming signals to confuse the wardens. For covert communi-
cation in a large-scale device-to-device communication system
with multiple wardens, Feng et al. [28] proposed a Stackelberg
game approach to analyze the tradeoff between the wardens’
detection error probability and transmitters’ secrecy outage
probability under Rayleigh fading channels.

The aforementioned works help us to gain the basic under-
standings of covert communication in various communication
scenarios. Note that to simplify the analysis, these works
consider either the scenarios of a single warden or multiple but
non-colluding wardens, where each warden works indepen-
dently to detect the existence of communication using only
his own observation. In practice, however, warden collusion
represents a hazardous threat to covert communication, where
multiple wardens can combine their observations to perform
a more aggressive detection attack. Some initial works on the
covert communications under warden collusion can be found
in [29]-[32]. Specifically, Zhao et al. [29] studied the efficient
approximation of covert outage performance in a circular
random network with AWGN channels and multiple fully col-
luding wardens. In [30], Ma et al. analyzed the average covert
throughput performance in a multiple warden system with
fully colluding detection and Rayleigh fading channels, and
demonstrated that the covert performance in the system can be
improved by enlarging the blocklength only when the density
of the wardens is small. In [31], Arghavani ef al. focused on
the covert communication in a Rayleigh fading system with a
source, a destination, a jammer and multiple fully colluding
wardens, and proposed a zero-sum game to study the trade-
off between the detection error probability at the wardens
and the covert outage probability at the destination. Jia et
al. [32] considered the covert transmission in an integrated
sensing and communication system with multiple wardens
and Rician channels, and designed the robust beamforming
schemes for covert transmissions under both non-colluding and
fully colluding warden scenarios.

B. Novelty and Contributions

As a step further towards the study of covert communi-
cation under general warden collusion scenarios, this paper
focuses on a multi-antenna network consisting of one source,
one destination, multiple randomly distributed wardens and
interferers, and applies a general warden collusion model to
investigate the impact of warden collusion on achievable covert
communication performance in the network. Note that the
AWGN and Rayleigh fading channels can effectively capture
the impact of noise and multipath fading in different com-
munication environments, so they serve as the representative

models in available works on covert communications across
different scenarios [28]-[31]. Therefore, we also adopt these
two channel models in our analysis to ensure the relevance
and generalizability of our results.

The contributions of this paper are summarized as follows.

o We consider a general (m,M)—colluding model for
covert communication, where any m of all M wardens
can combine their observations to perform transmission
detection. The model is general in the sense it covers
the scenarios of a single warden (m = M = 1), non-
colluding wardens (m = 1,M > 1) and full-colluding
wardens (m = M > 1) as special cases.

« We establish a framework to model the aggregate interfer-
ence for covert communication in the wireless network
under the typical AWGN and Rayleigh fading channel
models. By adopting the techniques of Laplace transform
and Cauchy Integral Theorem, we derive the probabil-
ity density function (PDF) and cumulative distribution
function (CDF) of the aggregate interference at both non-
colluding and colluding wardens.

« Based on the aggregate interference distribution (AID)
results, we analyze the average detection probabilities
of the non-colluding and colluding wardens. The ex-
pressions for the covert outage probability, connection
outage probability, and covert throughput are then derived
to reveal the inherent relationship between the collusion
intensity m and these fundamental metrics.

o To understand the impact of warden collusion on the
maximal covert throughput, we further explore the joint
optimal design of transmit power and transmission rate
for the covert throughput maximization subject to given
requirements on the covert outage.

« Extensive simulation and numerical results are provided
to illustrate our theoretical findings and demonstrate
that warden collusion may significantly deteriorate the
performance of covert communication.

The rest of this paper is organized as follows. Section II
introduces the system model. The impact of the warden collu-
sion under AWGN and Rayleigh fading channels are presented
in Section III and Section IV, respectively. Numerical results
are provided in Section V, followed by the conclusion in
Section VI.

Notations: Column vectors are denoted by lower-case bold-
face. The absolute value, Euclidean norm, conjugate, trans-
pose, Hermitian transpose, natural logarithm, probability, and
the expectation are denoted, respectively, by | - |, || - ||, ()T,
(), (), In(-), P{-} and E[]. The PDF and CDF of a are
denoted by f,(-) and F,(-), respectively.

s

II. SYSTEM MODEL
A. (m, M)—Colluding Model

We consider a multi-antenna covert communication system
consisting of a source Alice, a destination Bob, M wardens
Wi, W, ..., Wy, and numerous independent interferers, as
depicted in Fig. 1. Alice is equipped with N4 antennas while
all the other nodes including Bob, the wardens, and interferers
are equipped with a single antenna. Alice intends to transmit
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Fig. 1. Illustration of a multi-antenna covert communication system under
warden collusion. Alice intends to communicate with Bob while guaranteeing
a low probability of being detected by M wardens (M = 5 in the figure). The
wardens work in a colluding manner such that any m wardens can combine
their available observations to conduct more powerful detection (m = 3 in
the figure). The numerous interferers are randomly located in the network
(five interferers in the figure).

messages to Bob covertly, while wardens aim to detect whether
Alice has transmitted information signals or not.

Based on the wardens’ behavior, we focus on a
(m, M)—colluding warden scenario in which any m wardens
G.e., Wi, Wy, ..., W,,, 1 < m < M) can combine their
available observations to detect the transmission. The notation
m is referred to as the collusion intensity to quantify the degree
of warden collusion. For a group of m colluding wardens, one
of them will serve as the super warden W, which has the
information of individually received signal energy of each of
these m wardens. Notice that in this paper, we assume that
each warden has only the statistical channel state information
(CSI) rather than the instantaneous CSI for the channel from
Alice to itself, so we employ the equal gain combining (EGC)
technique in Wy to achieve colluding detection [33], where
Wz combines the received signal energy of these m wardens
by summing them to determine whether Alice is transmit-
ting. The EGC owns the advantages of lower computational
complexity and no requirement for instantaneous CSI for
Alice-warden links, making it suitable for scenarios where
only statistical CSI is available. By now, the EGC technique
has been widely applied to covert communication and signal
detection systems (see, for example, [33]-[35]). Note that the
(m, M)—colluding model is relevant in practical applications,
as it flexibly simulates different levels of collusion among
wardens in various scenarios. For example, in mobile net-
works, multiple base stations deployed across regions detect
unauthorized signals. When an illegal base station is suspected
in a specific area, a subset of base stations (e.g., m out of M)
may be activated to perform colluding detection, while the
rest operate independently to maintain regular communication
services for legitimate users [36].

We consider a two-dimensional network where the locations
of Alice and Bob are fixed, and the locations of the wardens

follow a static uniform distribution. In particular, we randomly
place the independent interferers at the network such that the
distribution of their locations follows a homogeneous Poisson
point process ¢ with density A\. We denote the locations of
Alice, Bob, the warden W, and the interferer I, as L4, L,
Lw,, and Ly , respectively. We assume that Alice (resp. Bob)
knows the location of Bob (resp. Alice) but not the locations
of the wardens and independent interferers, and the wardens
know the locations of Alice and Bob but not the locations
of the interferers. Regarding the CSI assumptions relevant to
this study, Alice and Bob have access to the instantaneous
CSI of the main channel from Alice to Bob, which can be
obtained through pilot-based channel estimation between them
[37]. However, due to the lack of cooperative communication
between Alice/Bob and the wardens/interferers, Alice does not
have the CSI for her channels to the wardens and Bob does not
have the CSI for the channels from the interferers to himself.
Also, each warden does not have the CSI for the channels from
the interferers to itself, but has only the statistical CSI for the
channel from Alice to itself, which can be derived from the
long-term observations of environmental fading [38].

All wireless links are modeled as quasi-static and statistical
independent channels with distance-based path loss exponent
«, that is, the channel fading coefficient of each link remains
constant during one time slot. The channel coefficients from
the source Alice and the interferer I, to the destination Bob
are denote as hy p € CNax1 and hi, B, respectively. The
channel coefficients from Alice and the interferer I, to the
warden W, are denote as haw, € CNax1 and hr, w,»
respectively. The distance from Alice and the interferer Iy to
Bob are denote as d4,p and d 1,.B> respectively. The distance
from Alice and the interferer I, to W, are denote as da w,
and dy, w,, respectively. We consider the interference-limited
network scenario widely adopted in literature [39]-[41], where
the signals from multiple interferers accumulate incoherently
at a receiver (e.g., Bob, warden), leading to a total interference
power much greater than the thermal noise power at the
receiver. Therefore, we ignore the thermal noise at both Bob
and wardens in our analysis.

Since Alice knows neither the locations of the wardens nor
the CSI for her channels to the wardens, Alice is not able
to design optimal beamforming to transmit in the null space
of the channels from Alice to all wardens to ensure perfect
covertness. However, with the information of the location of
Bob and the instantaneous CSI of the main channel from Alice
to Bob, Alice can leverage the maximum ratio transmission
(MRT) to ensure a signal strength advantage toward Bob
while significantly degrading the signal at the wardens. Notice
also that each warden has only the statistical CSI for the
channel from Alice to itself and does not have the CSI for the
channels from interferers to itself, so the covertness constraint
can be jointly ensured by the degraded signals from Alice to
the wardens as well as the uncertainties of the Alice-warden
channels and interference signals from the interferers.

When Alice transmits a normalized signal s[k] ~ CN(0, 1)
with MRT beamforming, the received signal yz[k] at Bob is



given by
k] =v/Pagaha pd; 4 s[k]

+ 3 VPrha, pd; K nn K, (1)

]LIyE<I>

where P4 denotes the transmit power of Alice, P; denotes the
common transmit power of each interferer, s [k] denotes the
. . . hf

interference signal from the interferer I, and g4 = thij;l
is the weight vector. Similarly, the received signal yy, k] at

the warden W; (j € {m+1,m+2,..., M}) is given by

k| =V/Pagahaw,d, 3 s[k]
+ 3 VPrhy, w,d i ng K. @)

]L]yECI)

In the (m, M)—colluding scenario with m colluding war-
dens (W1, ..., Wy, ..., Wy, v €{1,2,...,m}) and the EGC
technique, the received signal yz[k] at super warden W is
given by

yz[k] = Z(\/EgAhA,WUd;?‘V{/is[k]
v=1
+ Z VPrha, g, d 7 n [K]). ()

Ly,

B. Detection Model

In order to detect the presence of the covert communica-
tion, wardens have to distinguish between the following two
hypotheses:

H, yw, [k] = Z]L, coV Prhr, w, dI_aI{I/Q nr, [k],
yz[k] = > - IEILI caVPrhi, w,dy, V/V nr, k],
4
o, (K] = VPrgaha w4352 K] @
2, +EL1 eqﬂ/lﬁfhfy,W] 1%[/2 nr, k],
yzlk] = S0 (VPagahaw,d, 5 slk]
+ 0, coV/ Py, w,di i n, ),
5)

where the null hypothesis H, indicates that Alice has not
transmitted signals, while the alternate hypothesis 71 means
that Alice has transmitted.

A correct detection for the wardens is to accept Hy when it
is true and reject Hy when it is false. The decision rule for the
wardens W, and Wz can be respectively expressed as [42]

?WJ = % ZkK:1 lyw, [K]]? < &, Dy
D 1 K 2 (6)
Pw, = %> =1 lyw; [K]]* > &1, D,
and - X«
{ Pz =4 Yo lyz[K]|? < &, Dy @
Pr=2%Y0 luzlk? > &, D

where ?Wj and P are the average power of the received sig-
nals at W; and W, respectively, K is the number of channel
uses in each time slot, £; and &, are the predefined detection

thresholds for the detectors of W; and Wz, respectively, Dy
and D, are the binary decisions corresponding to Hg and H1,
respectively. The decision Dy or Dy for W; is made based
on whether ?WJ < & or fwj > &;. Similarly, the decision
Dy or Dy for W is made based on whether Py < & or
Py > 52.

Following the widely-adopted assumption in the previous
studies on covert communication, we assume that all wardens
can receive an infinite number of samples, i.e., K — oco. Thus,
the average power of the received signals at W; and W are
reformulated as

Pw. = Vi,
HO:{Wf w )
PZ:ZU:lvwva

24, - {ij =Uw, + Vw,,

e ©)
Pz =3 1(Uw, +Vw,),

where Uy, = Pagahaw, hfwgfd;aw and Wy, =

ZL, co IV Prh, w,d;. o/2 w.|* for x € {j,v} are the power
of the received signals from Alice and the interferers, respec-
tively.

For simplicity, we set the prior probabilities of hypotheses
Ho and Hy as P{H¢} = P{Hi} = 3. Then, the correct
detection probabilities py, and pz at W; and Wy can be
respectively calculated as

pw, = P{H}P{Pw, < & |Hot +P{HIP{Pw,> &i|H1}
{ 1L, Vw, <& <Uw, + Vg,
1
3
and

Pz = P{'H()}P{ﬁzg 51|H0}+P{H1}P{ﬁz> £1|'H1}
B { L Y Vir, <& < 30l (Uw, + Viv,),
)1

2

otherwise.
where pw, = pz = 1 indicates that the detection of the
wardens is successful, while py, = pz = % indicates that
the detection is failed [41].

We can see from (10) and (11) that the parameters involved
in these equations are the channel CSI hj4 w, and distance
d 4w, from Alice to warden W, (z € {4, v}), the MRT weight
vector g4 and transmission power P4 of Alice, transmission
power P; of interferers, as well as the channel CSI h Iy Wa and
distance dr, w, from interferer Iy to warden W,. From our
assumptions on CSI and location availability, we can see that
warden W, has the knowledge of d4 w, and the statistical
distribution for h 4y, , but has no knowledge about g4, Pa,
Pr, hr, w,, and dg, w,. It is notable that for the warden W,
its uncertainties on h 4w, , g4 and P4 cause its uncertainty
on signal from Alice while its uncertainties on Py, hr, w,
and dj, w, cause its uncertainty on signal from Iy, and such
signal uncertainties will finally lead to the randomness in its
detection.

Remark 1: For the scenario where the instantaneous CSI for
the channel from Alice to each colluding warden is available
at Wy, the maximum ratio combining (MRC) can be another

(10)
otherwise,

(1)



important technique for multi-warden colluding detection, in
which the super warden W can maximize the overall signal-
to-noise ratio (SNR) by optimally weighting the received
signal at each colluding warden based on the instantaneous
CSI from Alice to the warden, thereby enhancing the detection
capability of W [32]. In the context when each warden knows
the instantaneous CSI from Alice to itself, with the MRC the
final signal yz[k] at W7 can be represented as

:ZZE:ZW(

Pagaha,w,d; 5 s[k]

v=1
- Z vV Prhi, w,dy %2 nr ), (12)
H
where 1, = ::7% is the weighting factor for each channel.

A, Wy . age .
Thus, the correct detection probability pz at Wz in (11) can
be rewritten as

P {1 ZvlvVWw<§2<qulv(UW +VW)
Z:

%, otherwise.

13)

Let ¥ = (2Vyy, denote the aggregate interference. Then, the
PDF of ¢, denoted by fy(9), can be expressed as

[ ()

Since the locations of the interferers are modeled by a ho-
mogeneous poisson point process, the interference Vi, is
represented as shot noise, whose distribution function can
only be expressed as an infinite series [43]. We observe that
when each element of h 4 yy, follows a Rayleigh distribution,
it is extremely difficult to derive closed-form solutions for
the PDF and CDF of the aggregate interference 9. As a
result, obtaining closed-form expressions for the covert outage
probability proves to be highly difficult. However, we can still
apply Monte-Carlo simulation in Section V to illustrate the
detection performance under the MRC technique.

(14)

C. Performance Metrics

In order to study the impact of the warden collusion on the
covert communication, we introduce the following fundamen-
tal covert communication metrics.

1) Covert Outage Probability: We invoke the concept of
the covert outage event to characterize the covert performance
of the system. The covert outage event occurs when the covert
communication from Alice to Bob is detected by the wardens
W; or Wz. The probability of this event happening is referred
to as the covert outage probability, denoted as P.,,,. According
to (10) and (11), the covert outage probability P.,, is given
by

M

LJpwj=1 or pz=1
j=m+1

Pcov =P (15)

2) Connection Outage Probability: A signal received at
Bob can not be successfully decoded if the channel capacity
from Alice to Bob is less than the predefined transmission
rate R, and we say that the connection outage event happens.
The probability that this event happens is referred to as the
connection outage probability. Based on the expression (1),
the SNR of the channel from Alice to Bob is expressed as

U
SNRap =2, (16)

VB
where Up = Pad,%llha p|[* is the power of the desired
signal from Alice and Vp = ZLI co Prd; “glhr, B* is

the aggregate interference power from 1nterferers Let Cp
denote the channel capacity. From (16), we have Cp =
logy(14+ SN R4, ) bps/Hz. Therefore, the connection outage
probability P, can be calculated as

Peon =P{Cp < R} =P{SNRa < B},

where 3 = 2% — 1 is the SNR threshold.

3) Covert Throughput: In this paper, we adopt the covert
throughput to evaluate the rate efficiency of the covert commu-
nication. Covert throughput refers to the rate of successfully
transmitted information per second per Hertz, while satisfying
a given constraint on covert outage probability. This metric
represents the maximum data rate that the transmitter can
achieve in covert communication. Mathematically, the covert
throughput 7 can be expressed as

n= (1 - Pcon)R7 Pcov S €,

where ¢ is the maximal acceptable threshold of covert outage
probability.

a7

(18)

III. WARDEN COLLUSION UNDER AWGN CHANNEL

In this section, we study the impact of warden collusion
on the covert communication under AWGN channels. In par-
ticular, we first model the aggregate interference distribution,
and then derive the covert outage probability and connection
outage probability. The covert throughput is further maximized
by jointly designing Alice’s transmit power and transmission
rate.

A. Aggregate Interference Distribution

Revisiting the detection strategy at 1W; and Wz described in
Section II, we note that the major obstacle of calculating P,
lies in the aggregate interference power Vi, and St Vi,
According to the results in [44], the Laplace transform of Vyy,
evaluated at s can be expressed as

‘CVWJ- (5)

where p = AT'(1— %)PI%. Next, we provide the PDF of Viy,
in the following lemma.

Lemma 1: The PDF fij (x) of the total aggregate inter-
ference Vyy, at W; is given by

L LT+ o\ 2
fij(l)ﬂ'],‘zk!( 2> sin k(1= =), (20)

1 €T«

2
= Evy,, [e7"""9] = 7", (19)




where T'(+) is the gamma function.

Proof: We define a new auxiliary variable g — 07. By
employing the techniques of Laplace Transform and Cauchy
Integral Theorem, fv;, (z) in (20) is calculated as

Fon, (@) = L3 (5)
+7OC1
S LTy
=0 k' 0+ —ooi 271—1
2k
S s e 2k sds € i sin(2AT)
= Z(_l) y - (_S) a e o % W
k=0 - a
—/_Oo(—s)%fe a ”ds)
—eo 27i
e} k %) 2k 4 2km
Z( 1)kp 2o / o _ o ds € sin(5F)
= k! o 2mi (Qk + 1)
+ _ 2kmi /C>C 2k g dS
e (a7 S «@ —_—
o 2mi
oo k 2k 41 i (2kn
=Y (e < _ o T sin(5F)
— k! (2 4+1)7
2km [eS)
s
. ln( ) / s'a e—.’/CSdS)’ (2])
m co
where £

‘7;@ (s) is the inverse Laplace transform of Ly, (s).
Substituting €9 — 0T into (21) complete the proof. ]

Thus, the CDF Fy,,. (z) of Viy, is given by

2k k

; . 2
]:ij (x)=1-—— E o ( 5 ) sinkm(1 — a) (22)
Let Vz = Yo", Vi, denote the aggregate interference

power at W;. Following the same procedure in Lemma 1,
we can calculate the PDF of V in the following proposition.

Proposition 1: The PDF fy,(z) of the total aggregate
interference Vz at Wy is given by

k
(m,f> sin k(1 — %). 23)

Tra

oo

frae) = — >

k=1

L% +1)
k!

Proof: Note that the PDF fy,, (x) shares the same form
as fvy, (z). The Laplace transform of V evaluated at s can be
determined by the convolution property of Laplace transform
as

2
o

Ly,(s) =e ™F° (24)

The PDF of V; can be obtained by taking the inverse Laplace
transform of Ly, (s), that is,

fVZ( ) \;zl( )
in (20) w1th

(25)

By replacing the term —&- , we have (23). &

This further yields
> i
iy e

k=1

Fv, (x

g 2
( 5 ) sinkm(l— —). (26)
!

:n~

B. Covert Outage Probability

Based on the correct detection probability pyy; in (10), we
rewrite the covert outage probability P.,, in (15) as

M 1
Pcm;:l_P m Pw; = 5 and pZ:§
j=m+1
M
=1- [ (—=pw,) (1 -p2), @7)
Jj=m+1

where pw, = P{pw, = 1} and pz = P{pz = 1} denote the
average detection probabilities at W; and Wz, respectively. In
what follows, pw; and pz are calculated step by step.

1) Average detection probability pw,; at W;: Revisit ex-
pression (10), we have

ﬁWj = P{pWJ = 1} = P{VWJ < 51 < UWj + VW]}
(i)]P’{fl — Pady %y, < Vw, < &},

where (a) is due to Uy, = Pada,w,.
According to (22) and (28), the average detection probabil-
ity pw, at Wj is given by

1T

P, =22
k=1

2) Average detection probability py at Wy: Similar to

expression (28), the average detection probability pz can be

reformulated as

Pz =P{pz =1} =P{V; <& < Uz +Vz}

:P{& — Y PadySy, <Vz < 52} ;

v=1

(28)

( p* o

“a 2k 2%
(fl - PAdA,Wj) = &°
2

sinkm(1 — a) (29)

(30)

where Uz = > | Uw,.
From (26), the average detection probability pz at Wy is
given by

1 &T(%) mhk ok mhk ok
bz :; z : k! m —« 26 2k
k=1 : (&2 — Zv:1 PAdA,Wv) B &
2
sinkm(l— —). 31)
«

Substituting (29) and (31) into (27), we finally derive the
covert outage probability for the covert communication under
AWGN channels as (32), shown at the top of the next page.

C. Connection Outage Probability

Based on the expression (17), we rewrite the connection
outage probability P, as

(33)

Pcon—P{VB>U‘f}—1P{VBS

NAPsd ;%
:17.7\/3 (A 2 A’B> .

NAPAde]B
B



Peow=1- ][] (1—2 (15)( P %—'0%>Slnk7r(1—)
j=m+1 T ™ (&1 - PAdA,Wj) 3 a
12 p(%) mk ok kok\ 9
1-— = Z k:? p — — i sinkw(1 — a) (32)
k=1 ’ (& — Zu:l PAdA,W,,) S &

Note that the CDF Fy,, (x) has the same form as (22). Thus,
we have

k
1 N T(%
Pen==3 (7) L sinkn(1-2).
™= k! (NAPAdA,Bﬁfl)E «

(34)

D. Covert Throughput

From expressions (18), (32) and (34), we can see that
the predefined transmit power P, and transmission rate IR
will determine the covert throughput of the system. In this
subsection, we aim to explore the joint design of P4 and R
for covert throughput optimization problem to illustrate the
impact of warden collusion. The optimization problem can be
mathematically formulated as follows:

gl:}ﬁ n= (1 - Pcon)R (35a)
S.t. Peow L €. (35b)

Note that P,,,, is a function of both P4 and R but P, is
function of only P4. Thus, problem (35) can be equivalently
transformed into

QAB’% 7 = max (Hllgix (1 ="Peon) R) (36a)
st Pogw < e. (36b)

To solve (36), we can first maximize (1 — Peyp) over Py
with constraint P.,, < € and a fixed R, and then maximize
(1—="Peon)R over R. The optimization procedure is performed
as follows.

1) Optimal P} : Before calculating the optimal P}, we give
the following proposition to reveal the monotonicity of P,
and P,,,, with respect to Pjy.

Proposition 2: The values of (1
tonically increase with Pj4.

Proof: We consider two different source’s transmit power

P41 and Py o with Py 1 < Py . Itis observed from (33) that

. . . NaPad,
when P4 increases, the feasible region {Vp > w} of

Vg is narrowed. Thus, we have Peon(Pa,1) > Peon(Pa2),
ie., 1 — Pcon(PA,l) <1- PCOTL(PA72)9 where Pcon(PA,l)
and Peon(Pa2) are the value of P, at P41 and Py o,
respectively. Similarly, from (27), (29) and (31), it is inferred
that Peoy(Pa1) < Peow(Pa2). [ ]

Based on Proposition 1, we note that the optimal solution
P of (36) must satisfy Peo,(P4) = €, where Py, (P3) is
the value of P, at point P4 = PJ. Therefore, P} can be
efficiently calculated via a bisection search.

— Peon) and P, mono-

2) Optimal R*: Next, we need to determine the optimal
transmission rate R* that maximizes the covert throughput n =
(1 = Peon(P3))R. Since (1 — Peon(P})) decreases with R, it
is difficult to directly obtain the monotonicity of  with respect
to R. Here, we provide the following proposition to claim the
concavity of the objective function.

Proposition 3: For the fixed P}, the objective function (1-
Peon(P4))R is concave with respect to R.

Proof: To proge this proposition, we first compute the
second derivative <L, and then prove 5 R2 < 0.

dRZ )
4 can be expressed as

The derivative

dR
d’l7 dpcon
ﬁ — - ( dR RJ’_P(/’OH)
[e’e) ok 2k
= _Z(M@R—l)5—12Rln2+@(23—1)a). (37)
= @
where
k
T(2k
o= ) NGiea- 2. o)
Tk (Padyp)= «

2
Based on expression (37), the second derivative jRZ is given

by

d2n d2ppon dp('on

-4 _ C -9 ©

dR? dR? R dR
> 2kRIn2 (/2

=Y ¢ [kR - ((k - 1>(2R—1)2§—222R1n2
P 8] [0

4k

+(2R—1)2ci“—1231n2> (2"~ 1)—1231112]

_ _i 2k<pln2(2R_1)%_22R

= ¢
2k oR R R
R(— —1)2"In2+ R(2"-1)In2 + 2(2" —1)
o
==Y xixe, (39)
k=1
where 1 and xo are respectively given by
2kpIn2
= (2R -1 E 2R, (40)
o
2k
x2 = R(= —1)28In2 + R(2%—1)In2 + 2(2" —1). (1)
o

Since R > 0, it is easily seen that x; has the same sign with ¢,
hence EZO:1 x1 has the same sign with the connection outage
probability Py, i.€. 21?;1 x1 > 0. Therefore, we only need

2,
to determine the sign of x2 to prove 372 < 0.



The derivative X2 is given by

dX2 Ryt 2k1In2
iR 2 In2+
which is always large than zero due to R > 0. From (42), it
is further deduced that x5 > 0.

By combining the above analysis, we can conclude that
dR2 < 0. This completes the proof. ]

Proposition 3 indicates that there is only one zero-crossing
of 3172’ that is, j}g r=pr+ = 0. Therefore, the optimal R* can
be also obtained by using Newton’s method.

Formally, we summarize the proposed methodology for

solving (35) in Algorithm 1.

= C(R2®m2+2%) —n2, 42)

Algorithm 1: Covert Throughput Optimization Algo-
rithm
Input: Tolerance ¢, e, power bounds P,,in, Pmaz»
maximum number of iterations ¢z, initial
value Ry, initial iteration count ¢ = 0;
Output: Optimal P}, R*, n*;
1 while |P0; — Prin| > € do
2 Pnnld = Pmmgpmam 5
3 Pmazv Pmln = (Pm’Ld7P7TL’L’n) if Pcov( mid) > €
based on (32) else (Praz, Prid);

4 P,Z = Pminy
5 while |j—g(R0)| >ceand ¢ < Cpqy do
6 | Compute 2L(Ro) and 4 (Ro);
24 (Ro)
7 Ry = Ro— % ;
0T 0T By (Ro)
8 c=c+1;
9 R* = Ry;
10 n* = (1 —Peon(P})) - R,

1 return P, R*, n*;

IV. WARDEN COLLUSION UNDER RAYLEIGH FADING
CHANNEL
In this section, we investigate the impact of warden collu-
sion on the covert communication in Rayleigh fading channels,
where hp, B, hi,w;, hr,w, and the elements of hy g,
haw;, and hy w, are independent and identically distributed
(i.i.d.) with zero mean and unit variance.

A. Aggregate Interference Distribution
Recalling the Lemma 1 in Section IIL, the PDF f;,, (z) in
Rayleigh fading channels can be reformulated as '
1 X (—1)FFIT(2E 4 ) 2k
fow, (0) =223 e

k=1

4 k
PE{| I, w;| =}
z2

m 1 i (DMTER D)
T k!

k=1
(pr(l + 20"
X

i)) |

(%)

(43)

Q!

where (b) is due to E{|hz, w,|*} = I'(1 + 2) in Rayleigh
fading case. Accordingly, the CDF Fy,, (x) can be formulated

as
Fviw, (x) =1-— . i (_71)k+1r(%) sin (M>

T k! «
k=1

(pm;z))’“

By combining the expressions (19), (24), (26) and (44), we
further derive the CDF Fy, (x) as

(44)

1= (D) okr
Fvy(z) =1 - p ,;:1 gy sin (a )
2\ K
(mpFil;&- a)) 45)

B. Covert Outage Probability

1) Average detection probability py,; at W;: From expres-
sion (10), we have

pw, =P{Viw, <& <Uw, + Vi, }
:]P){ij < gl}P{UWJ > & —

=Fvw, (§1) = Fuw, +viv, (§1)
&

=Fvw, (&) = | Fwy, (&1 — @) foy, (z) da.
0

It is notable in (29) that Uy, is an exponentially distributed
random variable with mean 6 = PAd;‘f”Wj, and thus the PDF
of Uw, can be expressed as

fUW]. (z) = %67%.

Equations (44) and (47) make it complicated to analyze
Ppw; - In order to circumvent such a difficulty and facilitate the
subsequent solution of P.,,, we consider a practical scenario
with high path loss «. In particular, by concentrating on the
high path loss regime, we derive a simplified expression for
Pw;» as detailed in the following proposition.

Proposition 4: For the high path loss regime, the average
detection probability py, at W; is approximated by

Vi, Vv, < &1}

(46)

(47)

&1 1 L &1 2k
pw, €7+ ;Z g ), @
where B
-1 k-‘rlr 2k o 2km k

and L is the number of terms applied for the approximation.
Proof: Substituting (44) and (47) and (46), we have

LS DM ok R+ 2))
bw; = WZ k! ( o ) < 51% )
& 1 x (—DFHIT(2E)
—/U <l7rzk;!bm

()

(50)



Then, the result can be follow easily by considering % — 0
in (50). u

2) Average detection probability py; at Wy: Similarly,
according to expression (11), the average detection probability
pz at Wz is given by

Pz =P{Vz <& < Uz +Vz}

&2
:fVZ(é-Z) - sz(f? 71')fUz(x) dx. (1)
Next, we can derive the PDF fy;, (z) by using the following
lemma and theorem.
Lemma 2: Define p, = Pgldjwv, the following equality
always holds:

(_1)m—2 1 _ 1
H:—nzill (Mm - ,UT) H:;n:z (Mv - ,ul)
1
- m +
H’U:3 (Nv - l‘2)(.u2 - /Ll)
1
N = .62
Hq;:nL(:u’U - Nm—l) HT:l (ILLm_l - lu‘l')
Proof: Please refer to Appendix A. ]
Theorem 1: The PDF fi;,(x) in (31) can be expressed as
e H1T e H2T
foz (@ H e (Hz;g(uv =) TLSs(se — p2)(p2 — )
—HmT
Fot (—1)m1me> : (53)
HT:11 (o — por)
Proof: Please refer to Appendix B. ]

Similar to the analysis with respect to pw,, in the following
proposition, we provide the expression of pz under the high
path loss regime.

Proposition 5: For the high path loss regime, the average
detection probability pz at Wy is approximated by

L
. 1 k — 2
Pr~ 1=+ 23 Uk (e-&=). 4
where
o= m <u1m<1 i B e et )
ot [Lza(o —pa)  TLozg(po — p2)(p2 — 1)
-1 1— —pm&2
o+ (_1)m—1 /’(‘mm(_l € )) . (55)
HT:l (Mm - MT)
Proof: Let % — 0, and substituting (53) and (45) into
(51) yields (54). [ ]

Having obtained pw, and pz, the covert outage probability
for the covert communication under Rayleigh fading channels
is calculated as

C. Connection Outage Probability

Theorem 2: The connection outage probability P, is given
by

NA 1

_ pT(1+2 o —pT(1+2 oo

Peon=1 <e +e Z o

i(QpF (1+2)¢ce )m,;),

=1

(57

tu= XTI (e

"/bECOInb( ) Cab€7b

2
S (Cab —a+ 1)> , (58)

comb denotes the set of all distinct subsets v; of the natural
numbers {1,2,---, k — 1} with cardinality k£ — [. The elements
in each subset are arranged in an ascending order with cuy
being the a-th element of ;. For £ > 1, it is set Ty 5, = 1.

Proof: Based on the expression (17), we rewrite the
connection outage probability P,,,, as

Peon = Bv;; [P{Up < BVB}]
=By, [P{|[has|* < Py'di pBVE}]
=Ey, [P{I[has|® <(Va}],
where ¢ = Pgldf"Bﬂ. Since ||h p||? is a normalized gamma

random variable with the shape parameter N4, P, can be
calculated as follows:

(59)

Njp—1 _A\k
ST D ) (60)

where Ly, (¢) is the Laplace transform of Vp evaluated at ,
2
ie. Ly, () = e Pra+3)Ca, L@(g) is the k-th derivative of

Ly, (¢), and (c) is due to (—1)’“£§2(() =Ey, [Vhe ¢Ve].
By simplifying (60), we complete the proof. [ ]

D. Covert Throughput

The covert throughput optimization problem can be formu-
lated similarly to (35 and can be resolved by executing the
same two-step process for the AWGN channel described in
Section III-C.

In this case, the optimal solution P} also satisfy
Peow(P4) = €, which can be obtained by using bisection
search method. Thus, the problem is transformed into

n=(1—Peon)R.

Due to the complicated expression of P.,, in (57), it
is difficult to prove the monotonicity of n with respect to
R. To circumvent this issue, we consider a high reliability
scenario and propose an approximate solution to problem

(61)

max
R



(61). Particularly, in scenarios where the connection outage
probability P,,,, approaches zero, the subsequent lemma offers
a concise expression for P,,,.

Lemma 3: In the high reliability regime P.,, — 0, P, in
(57) is approximated by

2 -1
Peon 1—e PS% — gplaePC? (62)

where k= Y 04! 22,:’!’1 and p = pI'(1+ 2).

Proof: As p approaches 0, P.,, tends to 0. Discarding

the high-order terms in (57) yields (62). ]

Note that ¢ = Pgldf};’ 5(2% — 1) monotonically increases

with R. Based on Lemma 3, problem (61) can be equivalently
transformed into

rngx n=In (1 + PAC) (1+ n/}(%) e Pee, (63)

(o7
di

Subsequently, the solution to (63) is provided by the following
theorem.

Theorem 3: The objective function 7 in equation (63)
initially increases and then decreases as ( changes, and the
optimal ¢* is the unique root of ¢ > 0 satisfying the equation

25¢%~1n (1 + jjjfg)
alk—1—rpCa)t

_ Pa(l+rp¢e)
dg p(1+ 72%)

Y(¢)

(64)

Proof: The derivative of objective2 function (63) with
respect to ( is given by Z—TC’ =Y (¢)e 75 It is verified easily
that 3—2’|C:0 = 1 and (dTZ|C—>oo < 0. This implies there is at
least one zero-crossing of ‘;—Z. When %Z‘C:C* = 0, we have
Y (¢*)=0.

Taking the second derivative of n with respect to (*, we

have
d*n 52 dY(C)
-1 = PO 22N
d<2|<=< e i@ le=¢
_ PRR(kpCE 1) | 2PadypRACH
(Padp5C+1)2 al(Pad; B¢ +1)

aQ phdza PAC‘Fda,
 2pPaald (kpCE —K+1) 4rpoCe ln( Tn B)
a?((Pa¢ +d4 p) a?¢
205 (0~ 2)(pCE — i+ 1) In (P25
+ ; : (65)
a*(

From (64), we can deduce %kzg* < 0. Based on the above
analysis, we can conclude that 7 increases with { up to a
threshold (*, beyond which it decreases. This completes the
proof. ]

The function Y ({), defined in (64), transitions from positive
to negative as ( increases from zero to infinity. This shift
allows for the efficient determination of the optimum using
the bisection method based on the condition Y ({) = 0,
thereby providing a significant time-saving method compared
to exhaustive search ones. Once the optimal value of ( is fixed,

Pa¢
d3 B

we can use the R = log, (1 + ) to obtain the solution
of R for problem (61).

Note that by replacing (32) with (56), the value of P}
can be obtained by using the same procedure as described in
Algorithm 1. Next, we summarize the optimization algorithm

for finding R* in Algorithm 2.

Algorithm 2: Algorithm for Solving Problem (61)

Input: Initial ¢ bounds (pin, Gmaz, tolerance ;
Output: Optimal rate R*;

1 while [(nax — Gnin| > € do

2 C'n”,d — Cmin'g(wnaz;

3 Cmina Cma:c - (Cmidy Cmaz) if Y(szd) >0
based on (64) else ((min, Cmid)s

4 C* = Cmid;
5 R* =log, (1 + EQCB );
6 return R*; Y

V. NUMERICAL RESULTS

In this section, we present extensive numerical results to
illustrate the impact of warden collusion on the covert com-
munication performance under both the AWGN and Rayleigh
channels. For the result of Rayleigh channel, the elements
of all channels are independent and identically distributed as
complex Gaussian random variables with zero mean and unit
variance. Unless otherwise stated, we set the total number of
wardens as M = 10, the distance between Alice and Bob as
da,p = 2, the covertness requirement threshold as € = 0.1.
The predefined detection thresholds are set to be & = 1 and
&5 = 2, respectively.

A. Model Validation

We plot Figs. 2-4 to compare our theoretical results with
simulation results under the AWGN and Rayleigh channels,
where we set « = 4, R = 1 bits/s/Hz, P, = 1 W, P =1
W and N4 = 2. For each task of simulation, we use 10°
independent realizations for the Rayleigh fading channels.
Without loss of generality, we deploy Alice at the location
L4 = (0,0). The wardens W, (z € 1,2, ..., M) are ran-
domly placed within a square area of size 10% centered at L 4,
and their locations Ly, follow a static uniform distribution.
The interferers are randomly placed at a sufficiently large
square area with an area of 2002 centered on L4, and the
distribution of their locations follows a homogeneous Poisson
point process with density A.

Under AWGN channels, Fig. 2(a) illustrates the variation
of covert outage probability P.,, with interferer density A
for different settings of M and m, while Fig. 2(b) shows
the variation of connection outage probability P.,, with A
for different settings of d4 p. We can see from both Fig.
2(a) and Fig. 2(b) that the simulation results match well
with the theoretical ones for various settings of M, m, and
da,p, indicating that our theoretical models under AWGN
channels are accurate in capturing the overall performance of
the network under such channels.
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We then show in Fig. 3(a) and Fig. 3(b) the variations of
P.,, and P.,, with the interferer density A under Rayleigh
fading channels. Again, a good match between the simulation
and theoretical results is observed in both Fig. 3(a) and Fig.
3(b). It is worth noting that although only the approximate
theoretical models are obtained under Rayleigh fading chan-
nels, these models are still effective in modeling the network
performance under such fading channels.

We further show in Fig. 4(a) and Fig. 4(b) the variation of
connection outage probability Pe,, with d4 p under AWGN
and Rayleigh fading channels, respectively. It can be observed
from Fig. 4 even when the distance d4 p varies in a large
range, the simulation results always match closely with the the-
oretical results for both AWGN and Rayleigh fading channels.
Thus, our theoretical models can provide a robust performance
modeling for the concerned network under both AWGN and
Rayleigh fading channels as well as a wide range of settings
for parameters like the distance between users and wardens,
the number of wardens, etc.

B. Comparison of EGC and MRC

Note that we assume each warden has only the statistical
CSI for the channel from Alice to itself, so we employ
the EGC technique in the super warden Wy for colluding
detection. From Remark 1 we can see that when each warden
knows the instantaneous CSI for the channel from Alice to
itself, the MRC technique can be adopted at W to achieve
an enhanced detection performance. We show in Fig. 5 the
covert performance comparison between the EGC and MRC
techniques under the variation of the interferers’ power Pr
and the settings of m =2, A =02, a =4, P, =1 W, and
N4 = 2. It is observed from Fig. 5 that as P; increases, the
covert outage probability of the MRC and EGC techniques

=3
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Fig. 5. Performance comparison of EGC and MRC under the variation of the
interferers” power Pr. m =2, A=0.2, a =4, P4 =1 W and Ng = 2.

first increases and then decreases for both types of channel
models. The results in Fig. 5 indicate clearly that with the
help the instantaneous CSI for Alice-warden channels, using
the MRC technique can lead to a significant improvement in
detection performance than that using the EGC technique.

C. Outage Performance Under AWGN and Rayleigh Channels

We plot Fig. 6 to demonstrate the impact of the transmit
power P4 on the covert outage probability P,,, for different
values of m, with @ = 4, A = 0.09 and Py = 1 W. As depicted
in Fig. 6, the covert outage probability increases monotonically
with the increment of P4 under both the AWGN and Rayleigh
channels. This observation is consistent with the findings
presented in Proposition 2. We also observe that under the
same conditions, the covert outage probability in the Rayleigh
fading channel is higher compared to that in the AWGN
channel, and the disparity between the two channels becomes
more pronounced at higher values of P4. This indicates that
an increase in transmit power has a more substantial impact
on covert performance under Rayleigh fading conditions.
Additionally, it is worth noting that as the collusion intensity
increases, the covert outage probability in both channels rises,
suggesting that an increase in the number of colluding wardens
negatively affects the performance of covert communications.

We plot Fig. 7 to show the impact of the collusion intensity
m on the covert outage probability P, for different values
of M, with « = 2.5, A = 0.09, P, = 0.1 W and P;r = 0.1
W. We can see from Fig. 7 that the covert outage probability
of under two channel models increases with the growth of
the collusion intensity. The impact of the total number of
wardens on covert outage probability is more significant
under the Rayleigh channel compared to the AWGN channel.
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Another careful observation is that the increase of the total
number of wardens has a negative effect on the covert outage
performance. The reason is that as the total number of wardens
increases, the wardens will be more powerful to detect the
covert communication.

We plot Fig. 8 to show the impact of the path loss exponent
« on the covert outage probability P,,, for different values of
M and m, with A = 0.09, P4 = 0.1 W and P; = 0.1 W. Fig.
8 indicates that the covert outage probability decreases as the
path loss exponent increases for both channels. Additionally,
under consistent channel conditions, larger values of M and
m result in a more gradual decrease of this trend. It is
also observed that the covert outage probability of Rayleigh
channels is generally higher than that of AWGN channels for a
given setting of a. This can be attributed to Rayleigh channels
typically representing more adverse transmission conditions.

In Fig. 9, we illustrate the impact of the transmit power
P4 on the connection outage probability FP,,, for different
values of Ny, with « = 4, A = 0.09 and P; = 1 W.
It can be observed from Fig. 9 that as P, increases, P,
decreases under both the two channels. We also note that

Fig. 8.
different values of M and m. A = 0.09, P4 = 0.1 W and P; = 0.1 W.
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a relatively higher number of antennas leads to a lower
connection outage probability, which indicates that antenna
diversity has a positive effect on connection reliability. A more
careful observation from Fig. 9 is that when the transmit power
is at a high level, the impact of the number of antennas on
connection outage is weakened.

D. Covert Throughput Under AWGN and Rayleigh Channels

We now plot Fig. 10 to explore the impact of the transmit
rate R on the covert throughput n for different values of €
under the two channel models, where we set « = 4, A = 0.09,
Ny=6, Pr=01W, M =4 and m = 2. We can see from
Fig. 10 that as the transmit rate increases, the covert through-
put under both two channels first increases to their maximum
and then decreases. The reasons behind the phenomenon can
be explained as follows. When the transmission rate is low, the
connection outage probability is relatively small, and thus the
covert throughput increases as the transmission rate increases.
However, when the transmission rate is excessively high, the
connection outage probability approaches 1, rendering covert
transmission impossible at that moment. This observation is
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consistent with the findings presented in Proposition 3 and
Theorem 3. We further observe from Fig. 10 that a relatively
high covertness requirement threshold € could lead to a big
covert throughput under the both the two channels. This is
because the increase of threshold leads to the increase of the
optimal transmit power P, and thus the covert throughput 7
increases with e.

Finally, we examine how the collusion intensity m affects
the maximal covert throughput n* under the two channel
models, where we set « = 4, A = 0.09, Ny =2 and Py = 0.1
W. It can be observed from Fig. 11 that for both AWGN and
Rayleigh channels, as the collusion intensity increases, the
maximal covert throughput monotonically decreases. This in-
dicates that higher collusion intensities have a negative impact
on the maximal covert throughput. In addition, the maximal
covert throughput in the AWGN channel is consistently higher
than that in the Rayleigh channel for corresponding values of
m and e. This suggests that the AWGN channel is more robust
against collusion impacts compared to the Rayleigh channel.

VI. CONCLUSION

This paper investigated the impact of warden collusion on
covert communication in a multi-antenna wireless network
with multiple wardens and interferers. Under typical AWGN
and Rayleigh fading channels, we first presented the PDF and
CDF of aggregate interference for non-colluding and colluding
wardens using the Laplace transform and Cauchy Integral
Theorem techniques. We then derived the expressions for the
covert outage probability, connection outage probability, and
covert throughput to reveal the intricate relationship between
the collusion intensity m and these fundamental metrics of
covert communication. To further reveal impact of warden
collusion on the maximal covert throughput, we explored the
joint optimization of transmit power and transmission rate
to maximize covert throughput under specified covert outage
requirements. Extensive numerical results were presented to
demonstrate our theoretical models and indicate that warden
collusion can significantly increase the covert outage possi-
bility, thus deteriorate the covert communication performance.
Another important finding of this paper is that under the same
conditions with colluding wardens, the covert communication
in AWGN channels is more stable and efficient than that in
Rayleigh channels.

APPENDIX A
PROOF OF LEMMA 2

Here, we apply mathematical induction to prove Lemma 2.
When m = 2, expression (52) is reformulated as
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which means it always holds. We assume that expression (52)
holds for m = k. In the following, we prove that when m =
k + 1, expression (52) still holds.
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This completes the proof.

APPENDIX B
PROOF OF THEOREM 1

We use mathematical induction to prove Theorem 1. First,
we show that Theorem 1 is true for m = 2. We have
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Assuming that Theorem 1 holds when m = k, then we only

need verify that Theorem 1 holds when m = k + 1. By using
the properties of exponential distribution [45], we have
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where (d) is due to Lemma 2. Thus, the proof is completed.
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