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Abstract—Economic Denial of Sustainability (EDoS) attacks
exploit elastic resource provisioning to increase operational ex-
penditure without necessarily causing immediate service unavail-
ability. This paper presents a Q-learning-based mitigation frame-
work for cloud-native and 5G network-slicing environments.
The controller observes slice-level telemetry, selects resource-
allocation actions, and optimizes a reward that balances quality
of service, resource cost, and an EDoS-aware penalty. A transfer
Q-learning extension reuses compatible donor Q-tables to reduce
the cold-start burden of a newly deployed slice. The current
evaluation is a controlled prototype illustration rather than a
full 5G slice testbed. The reward curves and scenario tables
therefore demonstrate the internal behavior of vanilla and
transfer Q-learning under the stated assumptions; literature-
derived rows are included only as contextual illustrations and
are not treated as head-to-head benchmark results. Within this
prototype, transferred knowledge produces earlier reward stabi-
lization and fewer unnecessary allocation actions than training
from an empty Q-table. These findings support the feasibility of
the proposed control mechanism, while real-world effectiveness,
statistical robustness, and cross-platform generalization remain
to be established through repeated experiments on an integrated
slicing platform. The accompanying demonstration illustrates the
resource-allocation and adaptation workflow.

Index Terms—Economic Denial of Sustainability (EDoS),
cloud-native security, 5G network slicing, Q-learning, transfer
reinforcement learning, adaptive autoscaling

I. INTRODUCTION

Cloud computing provides elastic, pay-as-you-go services, but this
flexibility also makes it vulnerable to Economic Denial of Sustain-
ability (EDoS) attacks, where adversaries generate seemingly normal
requests that silently inflate costs by exploiting idle capacity and
auto-scaling mechanisms. Unlike traditional DoS or Distributed DoS
(DDoS) attacks, which disrupt service availability, EDoS undermines
financial sustainability and poses long-term risks, particularly for
multi-tenant environments. Figure 1 illustrates the attack flow, show-
ing how attackers create fake workloads to trigger scaling and cause
unintended or unexpected costs, while also demonstrating the deploy-
ment of Artificial Intelligence (Al)-based prevention mechanisms to
intercept abnormal patterns and protect both users and resources. With
the rise of cloud-native infrastructures and 5G network slicing, which
enhance flexibility and scalability, the stealthiness and economic
impact of EDoS has become even more critical, threatening the long-
term sustainability of modern communication systems.

The effectiveness of traditional defenses, including firewall- and
threshold-based controls, remains limited when malicious requests
resemble legitimate demand, highlighting the need for adaptive and
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Fig. 1: Economic Denial of Sustainability (EDoS) attack
process and prevention.

cost-aware resource control. Early approaches to EDoS detection
relied on entropy-based methods [1, 2], which are lightweight but
vulnerable to spoofing and manipulation. Supervised ML models
like XGBoost [3] have been used to improve robustness in Kuber-
netes settings, yet have a strong dependency on labeled data and
show limited adaptability to novel, unseen attacks. Unsupervised DL
approaches, such as VAE and GRU [4], GAN and LSTM [5], and
LSTM predictors [6], reduce labeling needs but face instability and
concept drift. More recently, FortisEDoS [7, 8] applied deep transfer
learning to enhance adaptability, achieving high accuracy but at the
cost of heavy computational overhead from its GNN, CNN, and GAT
modules.

Motivated by these limitations, this paper introduces an RL-
based control framework for mitigating the resource-allocation conse-
quences of EDoS in cloud-native 5G network slicing. The proposed
controller is not presented as a standalone attack detector. Instead,
it consumes slice telemetry and an externally supplied anomaly
indicator and learns whether to preserve, increase, or decrease an
allocation. This distinction aligns the contribution with autoscaling
mitigation rather than classification. Recent studies have also demon-
strated the relevance of RL and federated or multi-agent learning
for cloud autoscaling and 5G resource allocation [9, 10, 11, 12];
however, deployment realism, safety constraints, and reproducible
evaluation remain open concerns. We provide a demonstration of
normal operation, attack-like workload pressure, RL decisions, and
transfer-based adaptation. The demonstration illustrates the workflow
but is not claimed as an independent experimental benchmark.

Our contributions can be summarized as follows:

« We design a reinforcement learning agent for slice auto-scaling
that dynamically responds to traffic conditions while remaining
resilient against EDoS-induced misbehavior.

« We propose a transfer Q-learning mechanism to incorporate
knowledge from multiple previously trained agents, thereby mit-
igating the cold-start problem and reducing training overhead.

« We present a controlled prototype comparison between vanilla
and transfer Q-learning and use prior EDoS methods only as
literature context. We explicitly avoid interpreting cross-paper



Fig. 2: Timeline and previous works of EDoS detection.

numerical rows as a common experimental benchmark. TABLE I: Comparison of representative EDoS detection meth-

The remainder of this paper is structured as follows: Section (Plds'
reviews advancements in EDoS detection. Section I introducesReoT Viethod 7 Setin Advant pyT—
reinforcement learning framework for slice-based auto-scaling dur— 9 anage a ato
ing EDoS attacks. Section IV discusses the integration of transfé]r Entropy monitoring Lightweight online detection; sensitive to spoo ng and

: . . . . Self-organizing traf c-distribution shifts.
reinforcement learning, while Section V outlines the proposed algo- | ivorks

rithms. Section VI presents the evaluation process and results, @d Entropy-vulnerability Reveals statistical-mimicry attacks; provides no mitigation
Section VII concludes this paper. analysis mechanism.
Manipulated  cloud
traf c
Il. RELATED WORK ON EDOS [8] XGBoost Accurate nonlinear classi cation; requires labels and may
) ) ' . _ Kubernetes/YoYo atmiss unseen attacks.
In this section, we review the related work on EDoS detection tacks

and mitigation. The timeline of the considered scientic papers 4 VAE-GRU Learns temporal patterns without attack labels; affected by
. . SDN cloud threshold selection and drift.
presented in F'gure 2. ] [5] GAN-LSTM Captures long-term dependencies; training is unstable and
We rst outline early entropy-based methods, then discuss super- SDNcloud ~ computationally expensive. .
vised and unsupervised ML approaches, forecasting strategies, @hdLSTM forecasting  Predicts workload evolution; legitimate spikes may
d in deep transfer learning. This review highlights begh Tiansie T e dencies: | :
recent advances In deep rans g. 4 ghlig @ Transfer Models inter-slice dependencies; incurs substantial
the progress and the remaining gaps, which motivate our proposed learning with computational and scalability costs.
reinforcement learning framework. A summary of the reviewed g:VNéCth\!/GASTG
: ; oud-native
papers Is presentEd in Table I. [8] Extended FortisEDoSAdapts across heterogeneous deployments; complex and

Recent work broadens this context beyond EDoS-speci ¢ detec- s5G-and-beyond slicresource intensive.
tion. Zhou et al. survey DRL-based cloud scheduling and identify ing
reproducibility, stability, and realistic workload modeling as persistent
challenges [9]. Mishra et al. study RL-based cloud autoscaling as an
alternative to xed Horizontal Pod Autoscaler rules [10]. For 5G i . )
slicing, Azimi et al. investigate mobility-aware and energy-ef cienystem. The study provides concrete experiments and case studies
federated DRL [11], while Ejaz et al. consider multi-agent DRIWhere spoo ng techniques are employed to deceive entropy-based
for end-to-end slice resource allocation [12]. These studies supp®@dels during DoS attacks. The main contribution of this work lies
the use of adaptive learning for resource control, but they alddits demonstratlon that entropy is not a rellablg standalone metric
underscore why results obtained from different platforms cannot ¢ anomaly detection, especially when adversaries are adaptive and
compared numerically without a shared workload, implementatiof@Pable of statistical manipulation. As a result, the study motivates
and protocol. the need _for more advan_ced detection mechanl_sm_s @hat_comblne

The study performed by Monge et al. [1] presents one of tHR\tropy Wlth ML or bghaworal mode.ls. The key limitation is thgt
earlier attempts to mitigate EDoS attacks in Self-Organizing Nedhile it provides a critical evaluation, it does not propose a practical
works (SON) by introducing an entropy-based detection methodfternative solution, leaving the mitigation challenge open.
In this work, the authors exploit entropy metrics to measure the The study of Bremler-Barr and David [3] addresses EDoS de-
distribution of resource utilization and system responses. Speci calfgction in Kubernetes clusters, which are increasingly deployed in
the framework monitors attributes such as the number of active virtuabdern cloud-native environments. The authors propose a supervised
instances, CPU consumption, and service response time, and WHyapproach based on the XGBoost classi er, trained with labeled
deviation from the expected entropy level is agged as a possible giatasets that capture normal and attack behaviors. Input features
tack. The approach bene ts from its simplicity and low computationanclude worker node counts, pod numbers, CPU utilization, and
overhead, making it suitable for real-time monitoring in virtualize@ervice response times. The experimental results show high detection
network environments. However, entropy-based techniques are higagguracy, highlighting the effectiveness of gradient boosting methods
dependent on the assumption that normal behavior produces a stébiodeling complex, nonlinear patterns. This contribution is signif-
entropy distribution. In dynamic environments, this assumption oftégant because it addresses autoscaling vulnerabilities in Kubernetes,
fails, and attackers can exploit it by mimicking legitimate traf cparticularly YoYo attacks where pods are repeatedly scaled up and
patterns, thereby reducing the detection accuracy. This weaknesgawn, leading to resource exhaustion. However, the limitation lies
further highlighted in the work done by Ozgelik and Brooks [2]in its dependence on labeled data, which is costly to collect in
which demonstrates how entropy-based detectors can be decefgat-world deployments. Moreover, supervised models may fail when
with carefully crafted traf c. novel attack strategies emerge that differ from the training data.

Ozcelik and Brooks [2] analyze the inherent vulnerabilities of The R-EDoS framework presented by Dinh and Park [4] moves
entropy-based detection frameworks. Their research shows thattatvards unsupervised anomaly detection by introducing a hybrid
tackers can manipulate trafc distribution to match the expectedkep learning architecture that combines a Variational Autoencoder
entropy levels of normal operation, effectively bypassing the detectiQAE) with a Gated Recurrent Unit (GRU). The VAE is designed to




capture the stochastic distribution of system metrics, while the GRU
extracts temporal correlations across time steps in multivariate time-
series data. This reconstruction-based approach works by measuring
the difference between the original and reconstructed values of key
metrics, such as CPU load, memory utilization, and ow statistics in
SDN-based clouds. A high reconstruction error indicates anomalous
behavior potentially caused by an EDoS attack. The advantage of this
model is its ability to learn complex nonlinear dependencies without
requiring labeled attack data. Nonetheless, the main challenge Iiesi:'i@ 3: An example of the action space for an agent in this
setting robust thresholds for anomaly detection and handling concept . ™
drift in dynamic traf ¢ environments. environment.

A related unsupervised detection method is introduced by Dinh
and Park [5], where the authors leverage Generative Adversarial
Networks (GANs) with Long Short-Term Memory (LSTM) modelsconcerns about scalability when deployed across thousands of slices
for EDoS detection. In this framework, the GAN generator attempi large telecom infrastructures.
to reconstruct normal behavior while the discriminator distinguishes
between real and generated patterns. The integration of LSTMR REg/NFORCEMENT LEARNING FOR MITIGATING EDOS
enhances the model's ability to capture long-term temporal dependen-_ . . L .
cies. By training the GAN exclusively on normal traf ¢, any deviation building on the broader motivation of adaptive EDoS defense,
in reconstruction signals the presence of an anomaly. The resijfg formulate mitigation as a sequential resource-control problem.
demonstrate robustness against common EDoS scenarios in SDRE RL component decides allocation changes; it does not itself
based clouds. The strength of this approach is its capacity to mofiaimate detection accuracy or false-alarm rate. An anomaly indicator
highly nonlinear time-series without labeled attack data. Howevél&Y be supplied by an external detector, policy rule, or monitoring
GAN training is notoriously unstable and computationally expensivg?mponem' L -
making deployment challenging for real-time scenarios. Furthermo In our proposed method, each deployed slice in 5G utilizes an

threshold selection remains a critical issue, as overly strict thresho '5 agent that_ is trained to auto-_scale the resources of that slice. To
can lead to high false positives. e more precise, the agent decides on which physical resources the

In contrast to reconstruction-based models, the work performs“ e will be expanded. If the agent selects none of them, it means

by Dinh and Park [6] adopts a forecasting-based anomaly detect t the auto-scaling must not be done. If the agent selects more or
y P . g y aetectaly resources, it is equivalent to scale-up and scale-down processes,
strategy. The authors propose using LSTM networks to predict t cffe ectivel

future values of network metrics such as CPU usage and bandwi ﬁ:pl ure 3y.is an examole of the action space for an agent in this
consumption. The anomaly score is then computed as the deviatje%ig P P 9

ronment. This gure shows a sample network with ten physical
between actual observed values and the LSTM forecasts. La dources, R1 to R10. Two slices are currently deployed on this

deviat_ions are interpreted as potgn_tial EDOS. attacks. The forecas [&work and their dedicated resources are shown in purple and green
paradigm offers the bene t of explicitly modeling temporal SequUeNces. . lice speci ed with green is a newly deployed one '

and anticipating future workload changes, which is useful in dynamic In the example shown in Figure 3, the action space of the agent is

environmer)ts. Neverthele;s, this approach is sensi'tive to predict] LBinary number with ten bits. The ith bit is zero in agent's action, if
accuracy: if the forecasting model is not well-calibrated, norm p '

workload spikes mav be misclassi ed as attacks. Eurthermore. li decides to not dedicate Ri for that slice. For example, if the agent
P Yy . > . a?ts to show that no scaling must be done, the action is 1110010000.
reconstruction-based methods, forecasting requires a stable notlo[&g another example, if the agent decides to scale-up the resources by

normal” data distribution, which is not guaranteed in faSt'Chang'qﬂcluding R5 in the dedicated resource of the purple slice, the action

cloud settings. ) is 1110110000.
FortisEDoS, proposed by Bendaet al. [7], represents the most

recent advancement in this area, which leverages deep transfer
learning to improve EDoS detection in cloud-native network slicing V. TRANSFER REINFORCEMENT LEARNING FOR
environments. This framework integrates multiple neural network MITIGATING EDOS

components to capture both temporal and spatial dependencies=or the transfer-learning mechanism illustrated in Figure 4, Q-

Speci cally, Graph Neural Networks (GNNs) are used to extragbarning is used as the tabular control algorithm. Previously trained
spatial correlations among virtualized network functions, while Congents may share Q-tables with a newly deployed slice to reduce
volutional Neural Networks (CNNs) and Graph Attention (GAT)kold-start exploration. Transfer is permitted only when donor and

mechanisms handle temporal patterns. By applying transfer learnifgtget slices use compatible state discretization, action indexing,
FortisEDoS reuses knowledge learned from related tasks, therebyrtgyard semantics, and safety constraints. A common infrastructure
ducing the reliance on large volumes of labeled or normal behaviogbne does not guarantee compatibility; incompatible entries must be
data. This is particularly critical in network slicing scenarios, whergycluded or mapped before aggregation.

traf c dynamics vary signi cantly across slices. The framework The formula for updating the Q values for a single agent is as
is validated through extensive experiments, demonstrating supefti@fows, where Qps; aq is the Q value of performing action a in state

detection accuracy and robustness compared to earlier approachest js the state that the agent will be in after performing action a in

The limitation is the increased computational overhead due to tBte s, Gpsyq is the maximum Q value of staté sis the learning
combination of multiple deep models, which may hinder real-timgyte, s the discount factor, and r is the reward value.

applicability. Benzal et al. [8] further expand on FortisEDoS by

presenting its application in 5G and beyond network slicing envi- Qps;aqg pl qQps;aq pr max | Qpsha'yg (1)
ronments. The conference version provides detailed implementation é

insights and benchmarks FortisEDo0S against state-of-the-art baseliNew, to include the knowledge of other agents in this formula, we
in real-world-like scenarios. The framework is shown to adapt weiropose to consider a factor, called transfer factor (), and update
to heterogeneous workloads and different cloud-native deploymeritig above equation as the below one, whefdsQhe Q value of the
bene ting from its deep transfer learning backbone. The resul@gent trained in the old slice.

con rm the feasibility of employing advanced spatio-temporal dee . . 1

learning models for Igrge-scgleéDgoS detection.?—!owever,pthe relian%gps'aq pl arpl aQpsiag pr max al Qps;a qqs(z)

on complex deep architectures makes it resource-intensive, raisingQ lps; aq



Fig. 4: Reinforcement Learning and Transfer Learning-based framework for mitigating EDoS.

These parameters describe the operating condition available to the
controller. They do not, by themselves, establish that trafc is
malicious. When an anomaly score is used, it is treated as an external
input produced by a monitoring or detection component. Therefore,
the present method is evaluated as an autoscaling mitigation policy
rather than as an EDoS classi er.

B. Action Space Representation

The action space A is represented as a binary vector, where each
bit corresponds to a physical resource Ra P A denotes the action
taken by the agent, then:

a pbi;bp;:ii;bhg; b PtO; 1u;

where n is the total number of physical resources. A value oflb

indicates that resource;Rs allocated to the slice, whereas b0

denotes no allocation. Scale-up actions correspond to switching b
from 0 to 1, scale-down actions correspond to switching from 1 to

Fig. 5: Flowchart of the RL agent training process with transfgy 504 a no-action decision implies that the binary vector remains

learning option. unchanged.

The transfer factor satis es O 1; larger values place C- Reward Function Design

greater weight on donor knowledge and therefore require strongerThe reward function rps; aq is designed to balance service quality,
compatibility checks. resource ef ciency, and resilience against EDoS. It can be mathemat-

In order to include the knowledge of more than one agent, we witlally formulated as:
assume the following equation.
. N rps;ad 1 Qos 2 Cpad 3 PeposPs;ad;
Qps;aq pl iarpl qQps;aq pr max Qps’ a'qgs . )
a where Qs represents the achieved QoS level, Cpaq is the cost of
r iQips;aqs allocating resources determined by action a, arg.Bps; aq denotes
(3) the penalty incurred if the scaling decision is in uenced by malicious
EDoS traf c. The coefcients 1; 2; 3 0 are weight factors that
Hel‘e, i |S thedransfer Welght of dOI’]OI‘ | andJQS ItS Q Value The tune the trade off between ef C|ency and robustness

constraint 0 , ; 1 preserves a nonzero contribution from the
target agent's own update.

The training process of an agent in our proposed framework B Action—State—Reward Mapping

presented in Figure 5. To show the dynamics of the proposed RL framework, the mapping
- between states, actions, and rewards can be described as follows:
A. State Space De nition If T is high and Peposps;aq 0, then a scale-up action
The state space represents the observable parameters by the RL increases @ and yields a positive reward.
agent. In our framework, each state s P S is characterized by a If T is low and the agent performs scale-down, Cpaq decreases
tuple of network and slice-level features such as incoming trafc  and the reward remains positive.

rate T, CPU utilization dpy, memory utilization Ghem, latency L, If P epogps;aq i O but the agent does not scale-up, then the
and quality of service (QoS) score Q) Formally, the state can be penalty is avoided and a positive reward is received.
expressed as: If the agent reacts to EDoS by scaling-up unnecessarily, the term

s pT;U cpu; Uvem; L; Q 0s0: 3 Pepogps; ag dominates and the reward becomes negative.



Algorithm 1 EDoS-Aware State, Action, and Reward ProcessAlgorithm 2 Uni ed Vanilla and Transfer Q-Learning

ing Require: Mode m P tvanilla; transferu, compatible donor
Require: Telemetry pT; U ; U™e™ ; Ly; Q9S; zq, allocation tables tQ'u, weights t;u, ; ;", episodes E, horizon T
Xt, executed actioniaweights 1; 2; 3 1: Initialize Qps;aqb 0
Ensure: State g, admissible actions Ugs and rewardr 2: fore 1to E do
when the next observation is available 3 \ Reset the environment and obtain s and Upsq from
1: Normalize telemetry and compute B f 4nom PZ0Q Algorithm 1
2. 5 D pT; O Omem . [ Q%; Aq 4: fort 1to T do
3: Upsq B tno-changeu 5: \ Select a by "-greedy search over Upsq
4: fori 1tondo 6: \ Execute a; observelsand compute r using
5: \ Add the feasible single-bit ip of xris to Upsq Algorithm 1
6: if the next observation is available then 7 \ \ z b pl qQps; aq
7: C: P Cpa;q; R D gpscaleuppad; A1 q I max apypsqQpPS;alg
8: b 108% G 3Py & | | if m transfer and donor compatibility is
9: return s¢; Upsq; i satis ed then o °
o | Qps;aqPpl | 9z ; iQlps;aq
10: else
E. Scenario lllustration 11: | Qps;aqbz
Consider a network with two slices: one serving legitimate traf 12 sbst

and another under an EDoS attack. In the legitimate slice, the std@ return psq argmax apypsqQPS;ag
s pT; U cpu; Uvem; L; Q osq indicates high load and low anomaly;
prompting the agent to choose a scale-up action with reward:

Algorithm 3 Safe Policy Execution and Evaluation

Require: Policies , safety guard S, scenarios L, evaluation

In the attacked slice, the same high traf ¢ T is accompanied by an windows E
anomaly score indicating EDoS. The agent learns to keep the action for all P do

r 1Qos 2Cpaq:

unchanged, avoiding unnecessary costs. In this case, the reward is;. for all P L do
r 1Qos  3PEDosPS; aQ; 3 fore 1toE do o
_ o o 4 | Reset scenario
which ensures sustainability and economic ef ciency. 5: ‘ ‘ while the service or evaluation window is
active do
F. Complexity Analysis 6: Obtain s and Upsq from Algorithm 1
The nominal binary allocation space contairls 2ectors; enu- 7: a bargmaxapypsqQ PS;aq
merating it would be impractical as n grows. The proposed action-s: | | | if S blocks a then replace it with a

masking procedure therefore restricts each decision to no change or ggfe action
a single feasible bit ip, yielding at most n 1 candidate actions .

and Opng action evaluation per update. Aggregating k compatiblé)' ‘ ‘ ‘ - ‘ Apply a and log QoS, cost, latency,
donor values adds Opkq work for the selected state—action pair, Waste, resilience, and energy proxy

giving Opn kg update time under the masked representationlO: ‘ \ \ Compute ESI and store the window-level
The tabular memory requirement remains Op|GH&ed |q and can results

still become large when continuous telemetry is nely discretized; 1. return Deployment logs and evaluation summaries
Consequently, scalability beyond modest state spaces would require

function approximation or state aggregation.

Algorithm 3 combines the former deployment and evaluation
V. PROPOSED ALGORITHMS procedures. In the current prototype, it supports only the internally
The seven operational procedures of the framework are consgdmparable vanilla and transfer Q-learning cases; applying it as a
dated into three algorithms to avoid repetition while preserving timmon benchmark requires xed con gurations, repeated seeded
complete work ow. Algorithm 1 constructs the EDoS-aware stateuns, and dispersion statistics.
generates safe local actions, and computes the reward. Algorithm 2
performs either vanilla or transfer Q-learning through one uni ed
training routine. Algorithm 3 applies the learned policy under safety V1. EXPERIMENTAL EVALUATION
constraints and records the metrics required for deployment analysisThis section reports a controlled prototype illustration of the
and future reproducible evaluation. proposed decision mechanism. It does not constitute a full network-
Algorithm 1 merges state extraction, action masking, and rewastice deployment or a statistically validated comparison with external
computation. The anomaly value remains an externally supplied manethods. The only internally comparable conditions are vanilla Q-
itoring signal; therefore, this procedure supports mitigation decisiotesirning and transfer Q-learning, which use the same conceptual state,
rather than performing EDoS classi cation. action, and reward de nitions.
Algorithm 2 treats vanilla Q-learning as the zero-transfer case and
activates donor aggregation only when state discretization, actign I .
indexing, reward semantics, and safety constraints are compatikte. Prototype scope and reproducibility boundaries
This formulation removes duplicate training loops and makes the The prototype is represented through illustrative workload and
methodological difference explicit. telemetry sequences covering legitimate demand changes and EDoS-



display of method categories. The internally meaningful observation
is limited to the displayed vanilla and transfer Q-learning scenarios:
transfer initialization is associated with earlier stabilization and lower
illustrative waste in the same prototype representation.

E. Analysis under attack intensity

Table 11l presents illustrative high-intensity scenario values. The
cited-method rows were not regenerated in the present environment
and therefore cannot establish relative robustness. Within the two
internally represented Q-learning cases, the transfer-based policy dis-
plays a higher illustrative reward and fewer unnecessary allocations
than the empty-table initialization. This observation is hypothesis-
generating and requires repeated evaluation in an integrated environ-

ment.
Fig. 6: Comparison of RL agents with and without transfer
learning. F. Comparative perspective with state-of-the-art

Table | summarizes distinct EDoS detection and mitigation

paradigms. The present study does not empirically establish faster
like pressure on an elastic service. No public packet-level or owgonvergence or higher resilience than FortisEDoS or any other
level dataset is claimed, and the current implementation is r@xternal method because the implementations, datasets, platforms,
integrated with a 5G core, Kubernetes cluster, or network-sliéad metrics differ. Its contribution is instead the formulation of EDoS-
orchestrator. The available prototype record does not containa@are autoscaling as a transfer Q-learning control problem and the
complete run manifest recording xed numerical values for , , demonstration of its intended behavior in a limited prototype. A
the exploration schedule ", reward weights— 3, donor weights common benchmark would be required before making quantitative

i, random seeds, or repeated-run outputs. We therefore do Atste-of-the-art claims.

retrospectively assign parameter values or claim reproducibility that
cannot be supported. The mathematical constraints are 0 = 1, : : .
Oo 1,0m"ol, ii0,and 0 i i 1. Areproducible G. Comparative Discussion )
empirical extension must publish the exact con guration, source code,Conceptually, the proposed framework replaces xed scaling rules

workload generator, platform versions, seeds, train/evaluation spfifth a policy that optimizes a multi-objective reward. Transfer Q-
number of repetitions, and dispersion statistics. learning can reduce early exploration when donor and target slices

are compatible. The current evidence supports this mechanism only
. " at prototype level; it does not demonstrate production-grade service
B. Interpretation of reported quantities assurance, attack detection, or generalization to unseen infrastruc-
The numerical entries in Tables Il and Il are presented dsres. Safety guards, donor-selection criteria, and negative-transfer
illustrative scenario values. They are not measurements produceddejection must be validated before deployment.
re-running the cited methods. “Reward” is the scalar return de ned Figure 7 illustrates the extended resource allocation and scaling
by the reward function; “latency” is the scenario response-tim@ocess enhanced with reinforcement learning (RL).
indicator; “cost” is a relative resource-consumption category; “energy Initially, two services run under normal conditions with balanced
index” is a unitless proxy rather than a physical joule measuremergsource distribution among legitimate users (A). As demand grows,
“waste” is the percentage of allocated resource-time not used tye system performs a scale-up action to accommodate additional
legitimate service demand; “QoS” is the percentage of decisidwad (B). When a traf c ood occurs due to malicious activity (C),
intervals satisfying the scenario service target; and “resilience” is theth users and attackers consume resources simultaneously. After
percentage of attack-affected intervals in which unnecessary scalethg attack subsides, idle resources remain in the system, reducing
is avoided while the QoS target is maintained. The ESI values atciency (D). At this stage, the RL agent is activated to decide
a normalized illustrative economic-sustainability score used in tligtelligent scale-up and scale-down actions (E). The agent receives
prototype display; because the prototype record does not include teedback through rewards, such as minimizing idle time, which
normalization constants, ESI is not used for inferential or cross-pagrides its learning process (F). Finally, in cases where insuf cient
claims. traf c is available for analysis, the agent acknowledges the lack of
information and adapts accordingly (G).

C. Comparison of total reward

Figure 6 shows the prototype reward trajectories over 100 dis- VIl. CONCLUSION
played episodes. Under this single illustrative con guration, the This paper formulated EDoS mitigation as a resource-control
transfer-initialized agent reaches a stable high-reward region ear@éblem and proposed vanilla and transfer Q-learning policies for
than the agent initialized without donor knowledge. Because repeafdige autoscaling. The controller combines service telemetry, resource
runs, random seeds, and variance estimates are unavailable, the @i@gf, and an externally supplied EDoS-related signal in its reward,
should be interpreted as evidence of the intended cold-start behegile compatible donor Q-tables provide a mechanism for reducing
ior in this prototype, not as a statistically signi cant performanc€0!d-start exploration. The framework is evaluated as mitigation
estimate. rather than detection: no detection accuracy or false-alarm rate is

measured. The evaluation is a controlled prototype illustration. The
. . . reward curve and scenario tables suggest that transfer initialization
D. Comparison with baseline methods can stabilize the policy earlier and reduce unnecessary allocations
Table Il presents numerical rows for several method categoriesyder the displayed assumptions, but the absence of an integrated
but they do not originate from a common experimental environmerdice environment, complete hyperparameter manifest, repeated runs,
The rows associated with Refs. [1, 2, 3, 4, 5, 6, 7, 8] were nahd variance estimates prevents statistical or real-world performance
executed under the present prototype and must not be readcksms. Literature rows are used only as contextual illustrations rather
apples-to-apples baseline results. They provide only a qualitatiben direct baselines. Future work should implement the controller in



TABLE II: Illustrative prototype values and literature-context rows

table is not a head-to-head benchmark.

. Cited methods were not re-run under a common setup; the

Method Conv. Avg. Latency  Cost Energy index Waste (%) QoS (%) Resilience (%) ESI
Episodes Reward (ms)
Entropy-based [1] - 2.0 85 Low 190 40 65 35 0.50
Entropy vulnerability [2] - 2.2 82 Low 185 38 66 32 0.48
Supervised ML (XGBoost) [3] - 32 65 High 195 35 75 55 0.70
VAE and GRU [4] 700 4.8 60 Medium 175 25 80 68 1.05
GAN and LSTM [5] 650 5.0 58 Medium 172 23 82 70 1.10
Forecasting LSTM [6] 620 49 57 Medium 170 22 81 69 1.08
FortisEDoS [7] 600 5.1 55 Medium 170 22 82 72 1.15
FortisEDoS (improved) [8] 580 53 54 Medium 168 21 83 73 1.18
Vanilla Q-learning (this work) 500 5.8 52 Medium 165 20 85 75 1.20
Transfer Q-learning (this work) 200 7.1 47 Low 150 8 92 90 1.80
® % & @)
@ ®

Fig. 7: Resource allocation and scaling process with reinforcement learning: (A) normal service execution; (B) scale-up action
under increased demand; (C) traffic flood caused by attackers; (D) idle resources after attack; (E) reinforcement learning agent
takes control; (F) agent receives reward for minimizing idle time; (G) insufficient traffic observed for analysis (EDoS Demo)

TABLE III: Illustrative high-intensity scenario values; external methods were not re-implemented in a common environment.

Method Attack Level Reward Waste (%) QoS (%) Resilience (%)
Entropy-based [1] High 1.9 60 55 25
Supervised ML (XGBoost) [3] High 3.0 40 70 50
GAN and LSTM [5] High 4.4 30 75 65
FortisEDoS [7] High 4.4 30 75 65
Vanilla Q-learning (this work) High 4.7 30 78 60
Transfer Q-learning (this work)  High 6.5 12 88 85

a reproducible Kubernetes or 5G slicing testbed, publish the complete
workload generator and configuration, evaluate repeated seeded runs,
study negative transfer and safety constraints, and report cost, QoS,
latency, and energy using physically grounded measurements.
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