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Abstract—This paper investigates covert communica-
tions in a multi-relay Internet of Things (IoT) system with
multiple energy harvesting jammers, where a transmitter
(Alice) attempts to covertly transmit confidential messages
to its destination (Bob) through relay forwarding, while a
warden (Willie) detects the existence of Alice’s transmission.
Specifically, we employ a harvesting-then-jamming protoc-
ol with which the jammers first harvest energy from Alice
and then send jamming signals to interfere with Willie’s

detection. We propose a relay and jammer selection strategy,

namely quality of service (QoS)-aware selection, and use the
random selection strategy as a comparison strategy. Under
these two selection strategies, we derive the optimal
detection threshold and minimum detection error
probability at Willie, respectively. We then model the covert
throughput performance and obtain the maximum covert
throughput by jointly optimizing covert transmit power and
jamming transmit power. Extensive numerical results are
provided to illustrate the impacts of system parameters on
covert throughput performance.

Keywords: Internet of Things, covert communications,
energy harvesting, relay and jammer selection

I. INTRODUCTION

Wireless Internet of Things (loT) systems play an indisp-
ensable role in everyday life and industrial applications, where
a wealth of privacy information is transmitted through wireless
media, such as personal health data, geographic location
information, financial transaction records, etc [1-6]. However,
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such 10T systems encounter information leakage risk because
of open wireless media and broadcast signals. Traditional
cryptographic security methods usually increase computational
complexity to enhance security of information transmissions,
and thus cannot fully satisfy the needs of information security
for a large number of energy-limited IoT devices [7-10]. As an
effective supplement, covert communications are emerging as
a cutting-edge lightweight security technology which utilizes
the random characteristics of wireless channel to conceal the
wireless communication process [11-14]. To support various
security-sensitive applications, it is crucial to explore covert
communications in wireless 10T systems.

The available studies on covert communications in wireless
systems can be classified into two categories in terms of no
relay and relay assistance. For the scenario with no-relay
assistance, Hu et al. designed a chaotic pseudo-orthogonal
covert communication scheme to improve system covertness
[15]. Wang et al. proposed a transmission time selection
strategy and a power control strategy to enhance covert
performance by utilizing channel state information and transmit
power control, respectively [16]. Lu et al. studied short packet
covert communications and exploited transmission time
uncertainty to achieve a tradeoff between effective throughput
and communication covertness [17]. Che et al. proposed a
covert transmission scheme based on random sub-channel
selection to enhance system covertness in a multi-channel
system [18]. Xiong et al. employed a cognitive jammer to
improve covert throughput performance, in which the jammer
sensed whether Alice transmits messages and then sends
jamming signals to confuse Willie’s detection when Alice
conducts transmission [19]. Lv et al. utilized an intelligent
reflecting surface to achieve covert downlink and uplink
transmissions in a non-orthogonal multiple access (NOMA)
system [20]. Shmuel et al. adopted a jammer equipped with
multiple antennas to assist covert communications between a
legitimate user pair, in which the jammer sends artificial noise
to create uncertainty at the detector [21]. Tao et al. utilized an
energy harvesting jammer to achieve covert communications in
an uplink non-orthogonal multiple access system [22].
Forouzesh et al. further explored joint secure and covert
communications in a single-input multiple-output system,
where an untrusted user intercepted the transmission content of
a legitimate user pair, while a detector detected the transmission
existence of another legitimate user pair [23].

For the scenario with relay assistance, Hu et al. examined
covert communications in a greedy relay system where the relay
also opportunistically sent its own message besides forwarding
source’s message [24]. Su et al. proposed a relay selection
strategy to select a relay with the highest chain gain from the
relay to the destination and indicated the covert throughput



Table 1 All symbols and their explanations in the paper

Symbol | Definition Symbol | Definition

Alice | Transmitter node Py, Power of Alice transmitting public messages

Bob Receiver node Poax The maximum transmit power of Alice

Willie | Warden node P, Power of Alice transmitting covert messages

RS The selected relay P; Power of EHJs transmitting interfering signals
EHJ Erengy harvesting jammer af Noise variance at node i
|h;;1? | Channel gain fromito j Py Power of Alice not transmitting covert messages under
the QoS-aware selection strategy
E The harvested energy by the energy harvesting jammer P Power of Alice transmitting covert messages under the

QoS-aware selection strategy

Energy conversion efficiency

T Detection threshold of Willie

Time-switching factor

R Singal threshold

u
w
T A time slot
Py

Topt The optimal detection threshold
Power of Alice transmitting public messages during the Car Channel rate from Alice to Relay
first phase
¢ Detection error probability bopt The optimal detection error probability
Pra False alarm probability K Covert throughput
Pup Missed probability ) The channel rate when Alice transmits covert
message to RS
Hi1 Alice sends covert message p;cpf The optimal covert message transmission power
Ho Alice doesn't send covert messages [;,"Pf The optimal interference power
SINR, | Signal-to-interference-plus-noise ratio at RS Kope | The optimal covert throughput
€ The covert requirement
improvement of the relay-to-destination pair [25]. Jiang et al.  jammer assists the transmitter’s covert information

considered a UAV-aided relay system and explored the covert
throughput maximization by jointly optimizing time slots,
transmit power, and trajectory of UAV [26]. Wang et al. jointly
employed UAV and intelligent reflecting surface (IRS)
installed on UAV to further enhance covert throughput perfor-
mance [27]. Gao et al. investigated covert throughput maximi-
zation in a multi-relay system, where a relay can be selected
through a random way and rate-optimal way, respectively [28].
Forouzesh et al. further explored joint covert and secure
communications in an untrusted relay system in the presence of
multiple detectors [29].

It is notable that cooperative jamming and relaying are two
promising methods to improve system covert performance. The
cooperative jamming method utilizes artificial noise emitted by
the jammer to confuse the detector’s judgment on wireless
transmission. As for the cooperative relaying method, it can
decrease the transmit power of a transmitter via the relay’s
forwarding and thus enhances the covertness of wireless
transmission. On the other hand, it can also achieve information
transmission between a transmitter-receiver pair without direct
link in a deep fading environment. However, wireless devices
(e.g., sensors) often have limited energy resources and
selfish behaviors in practical wireless systems, especially in
wireless 10T systems. Thus, these devices are not willing to
serve as jammers to consume their own energy. To tackle the
challenge, energy harvesting is an attractive technology to
harvest energy from the environment for the wireless devices.
Based on the above observations, this paper investigates covert
communications in an 10T system by combining cooperative
jamming and relaying. In particular, multiple potential jammers
can harvest energy from a transmitter, and then a selected

transmissions.

The combination of relay and jamming can incur two new
challenges. One is how to select a jammer, which can interfere
with Willie’s judgment on covert transmission as much as
possible and reduce the negative effect of the interference on
the legal relay. Another is that the jammer’s interference leads
to more complex on the modelling of detection error probability
and covert throughput in comparison with separate relay’s
scenario. The main contribution of this paper is summarized as
follows.

(1) We consider a wireless multi-relay 10T system with a
transmitter (Alice), a receiver (Bob), multiple potential
relays (Relays), multiple energy harvesting jammers
(EHJs)and a detector (Willie). We employ a harvesting-
then-jamming protocol consisting of two phases. In the
first energy harvesting phase, Alice sends public
information to a selected relay which forwards it to the
receiver, and EHJs harvest energy from Alice. In the
second jamming phase, Alice sends public and covert
information simultaneously, and a selected EHJ sends
artificial noise (AN) to interfere with Willie’s detection of
covert information transmissions.

(2) We propose a strategy to select an EHJ and a relay, namely
quality of service (QoS)-aware selection, and use the
random selection strategy as a comparison strategy. Under
the random selection strategy, we randomly select an EHJ
and a relay. Under the QoS-aware selection strategy, the
selected EHJ can significantly negatively affect Willie’s
detection and reduce the negative effect on a selected relay
as much as possible. The selected relay under such a
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Fig. 1 System model

strategy is optimal with carefully considering channel
gains from Alice to each potential relay and from each
potential relay to Bob.

(3) Under these two selection strategies, we derive the optimal
detection threshold and minimum detection error proba-
bility at Willie, respectively. We then model the covert
throughput performance and obtain the maximum covert
throughput by jointly optimizing covert transmit power
and jamming transmit power.

(4) We present numerical results to indicate that the effect of
system parameters on the covert throughput performance
and also to make performance comparisons under these
two strategies.

The remainder of this paper is organized as follows. Section
II presents the system model. The two EHJ and relay selection
strategies are proposed in section III. Detection performance is
discussed in section IV. Section V provides covert throughput
model and optimization. Numerical results are presented in
section VI. Section VII concludes this paper. All symbols and
their explanations in the paper are outlined in Table 1.

Il. SYSTEM MODEL

As shown in Figure 1, the considered wireless multi-relay 10T
system consists of a transmitter Alice, a receiver Bob, a warden
Willie, multiple potential relays and multiple energy harvesting
jammers (EHJs). The 10T system employs a harvesting-then-
jamming protocol. In this protocol, Alice first sends public
information to a selected relay (RS), forwarding it to Bob, and
EHJs harvest energy from Alice. Alice then sends public and
covert information simultaneously, and a selected EHJ sends
AN to prevent Willie from detecting covert information
transmissions. It is note that Alice is directly connected to a
power supply and thus can provide enough energy for these
energy-limited EHJs.

A. Channel Model
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We adopt an independent quasi-static Rayleigh fading model
as the channel model used in this scenario, where each channel
remains unchanged within the same time slot and changes
independently in different time slots. We model the channel
coefficients as complex Gaussian random variables with zero
mean and unit variance. There are a total of six channels in the
system, namely the channel from Alice to RS, the one from
Alice to EHJ, the one from Alice to Willie, the one from RS to
Bob, the one from EHJ to RS, and the channel from EHJ to
Willie. Their channel coefficients are represented as har, haj, haw,
hro, hjr and hjy, respectively. |h,|? is the channel gain, where
x € {ar,aj,aw,rb,jr,jw}, and the path loss of the signals is
included in the channel gain. We assume that Alice knows |ng|?
and [h4j|?, RS knows |ha|? and [he|?, each EHJ knows |h;|? and
lhjw]?, and Willie knows |ha|? and |hju|%. We assume that the
noise is AWGN with variance o2, and the system bandwidth is
W MHz. Without loss of generality, we assume W=1 in this

paper.
B. Harvesting-then-Jamming Protocol

We employ a harvesting-then-jamming protocol as the
transmission model. Under this model, time is evenly divided
into time slots of size T, and each time slot is further divided
into two sub time slots for the energy harvesting with time
switching. The energy harvesting phase occurs in the first sub
time slot, and the jamming phase occurs in the second sub time
slot, which are summarized as follows.

1)Energy harvesting phase: In this phase, Alice sends a public
message, and RS receives the message and forwards it to Bob.
All EHJs can harvest the energy from Alice's emitted message
during this phase. The duration of this phase is @ T, where @ is
the time-switching factor, and the harvested energy by the

energy harvesting jammer in this phase can be expressed as
E ::uwTPalhajlzi (1)

where  is the energy conversion efficiency.



2)Jamming phase: In this phase, Alice may send covert
messages while sending public messages. A selected EHJ
utilizes the harvested energy to send jamming signals to confuse
Willie’s detection. The transmit power P; of EHJ satisfies

E _ p@k, |ha]|
“T1-o)T (-
It is observed from formula (2) that the range of P; can be

flexibly controlled by setting the value of time-switching factor
.

P

2

C. Performance Metrics

In the jamming phase, Alice has two possible states. One state
is that Alice sends covert messages to Bob (i.e., Hi) and another
is that it does not do covert transmissions (i.e., Ho). Then, we
define two performance metrics used in this paper.

1)Detection error probability: It refers to the probability that
Willie mistakenly determines whether Alice sends a covert
message. Its expression is given by the following equation:

¢ = Ppy + Pyp, 3)

where ¢ represents the detection error probability of Willie,
P, is the false alarm probability, indicating that Willie
believes that Alice sent a covert message (H:), but actually
Alice did not send one (Ho); Py, is the missed probability,
indicating that Willie thinks that Alice did not send a covert
message (Ho), but actually sent (H,).

2)Covert throughput: It refers to the maximum achievable rate
at which Alice can send covert messages to RS satisfying covert
requirement constraint.

I11. RELAY AND ENERGY HARVESTING JAMMER SELECTION
STRATEGY

In this section, we introduce two strategies for relay and
energy harvesting jammer selection, namely random selection
and QoS-aware selection.

A. Random Selection Strategy

The random selection strategy aims to randomly select an
EHJ and a relay. Such a strategy can reduce system’s
computational complexity and communication overhead, and
usually can also achieve a moderate system performance.

1)Transmission with Alice not sending a covert message
under the random selection strategy: We consider the scenario
where Alice transmits a public message with a power of P,.
under the random selection strategy, where P,, < B,,.,. Here,
P,... represents the maximum transmit power of Alice. At this
time, the signal received at RS is given by

= JPuhax,[il + /P, x[i] + 0., (4)

where x,, represents the signal transmitted by Alice, x; is the
interference signal, i is the channel usage index, and
n,~CN (0, 0?) represents the noise received at RS.

Therefore, the signal-to-interference-plus-noise ratio at RS
(SINRy) can be expressed as

SINR arlharlz (5)
Bilhy, | + 07
2)Transmission with Alice sending a covert message under
the random selection strategy: Alice transmits a covert message
with a power of P,. on top of transmitting a public message.
Here, P, + P,. < B, - Then, the signal received at RS
expressed as

\/: ar p + \/aharx \/_1 jrXj [l] +
n,[il, (6)

where x,. represents the covert message.

Since we prioritize the transmission of public messages, RS
will first decode the public message upon receiving message
from Alice. In this case, the covert message is treated as noise.
Therefore, the SINR; is presented as

Par | har |2

SINR, (7)
" Paclho 12 + P [hy, | + 02

B. QoS-aware Selection Strategy

The basic idea of the QoS-aware Selection Strategy algorithm
in Algorithm 1 is summarized as follows. We first determine an
optimal relay. It corresponds to the relay that its channel gain is
the maximum one of the minimum channel gains (i.e., min
(Ihar, 1, 1y 51?)) for all potential relays. We then determine
an optimal jammer. It corresponds to the jammer which can
interfere with Willie as much as possible while reducing the
negative affection on the optimal relay. The optimal jammer is
selected by finding the maximum value of |k; ,,|?/|h;, ., |* for
all potential jammers, where |h; ,|* represents the channel
gain between each jammer and Willie, and |h; ., | represents
the channel gain between the jammer and the optimal relay.

1)Transmission with Alice not sending a covert message
under the QoS-aware selection strategy: When Alice transmits
only a public message, the signal received at RS is given by

Vr = Parhgrxp[i] + \/— I+ n.[i], ®

where P}, refers to the power that Alice to send public
message.
The SINR; can be expressed as

SINR, = Pirlhar|? ©)
Pk |? + 07’

Under the QoS-aware selection strategy, we adopt a non-
interruptive approach to ensure the continuity and stability of
the communication link. For the system, interruption does not
occur when the channel rate C,,. from Alice to RS is no less than
the signal threshold R required at RS, i.e., R < C,,., where
Car =log, (1 + SINR,).Then, we get |hy,|* = n (P;|h|* +
a?)IP;., where n = 2R — 1. Since P}, < P,,,,, We set the value
of P}, as

T](Pj|hjr|2+0'1g) ( ]| jr| +‘7r)

: 2
har2 iflhar[* =

0, else.

Py = , (10)



Algorithm 1: Quality of Service (QoS)-aware selection

Input: Relay number k, EHJ number z, Channel gain
from Alice to the k-th relay |hark|2, Channel gain
from the k-th relay to Bob |h,,,|? Channel gain
from the z-th EHJ to the k-th relay |h; rk| ,

Channel gain from the z-th EHJ to Willie |hfzwl2
Output: Optimal relay number k*, Optimal EHJ number
7.
1: Initialization: Setk=1,z=1,k*=1,z*=1, M=
min (lharklzﬁ |hrkb|2)'
2:fork=2,3...do
if min (|hgy, 1% 1hy,p]?) > M then
Update optimal channel gain
M = min (|rgr, |, [hyl%).
Update optimal relay number
k* = k.
end if
end for
3:Setd= |h] WI /l jzrk*l ]
4:forz=2,3...do
if |y l*/ IRy, 1P > 3 then

3= 1R W/ o I
Update optimal EHJ
¥ =1z
end if
end for
2)Transmission with Alice sending a covert message under
the QoS-aware selection strategy: When Alice transmits a
covert message on top of sending a public message, the signal
received at RS is given by
Pa#rharxp [l] +

Poohar . [i] + \ﬁ [+
n, [, 11

where P is the power of Alice sending a public message.
Because the priority of public message transmission task is high,
we first regard the transmission of covert message as interfe-
rence, so SINR; is given by

Yr =

Pa#rlharlz

SINR, =
Paclharl +P|

(12)
7+ o7

We also set the value of P in a non-interrupt way, according
to R < C,y, then we can get |hy, |* = n(lhy|* + 07)/(Phy —
nPac) Slnce P(;;‘ + Pac S Pmax ' we get Ih'ale 2 n(l ]r|2

O_rz)/(Pmax - (1 + n)Pac)' Thus
Pa#r =
N(Paclhar|* +Pjlhjr|*+37) iflh, 2 > n(Pjlnj|* +o?)
|har|? ’ T (Pmax—(+mPa)’

§ < < Aol ro?) O3
|har|? ’ Pmax - (Prmax—1+mPgc)’
t 0, else.

n(Pjlhjr2+0f) . n(Pjlhjr|?+0f)

Since the channel gain threshold for transmitting covert
message is |har|2 = n(lhjrlz + arz)/(Pmax - (1 + U)Pac)’ we
can obtain the range of values for P,. under the QoS-aware
selection strategy as P, € (0,(Ppax — n(Pjlhjr|* + 072)/

lhar )/ (1 +m)].

IV. DETECTION ERROR PROBABILITY

The detection error probability represents Willie's probability
of making incorrect judgments about covert message
transmission behavior. Generally, the higher the probability of
detecting errors, the more secure the communication is. In this
section, we will calculate detection error probability defined as
the sum of the false alarm probability and miss detection
probability under each selection strategy. Addition-ally,
optimal detection thresholds will be provided.

A. Detection Error Probability Under Random Selection
Strategy

We employ Willie's hypothesis testing to determine whether
Alice is transmitting a covert message.

1)Willie's hypothesis testing: Under Willie's null hypothesis
(i.e., Alice not transmitting covert message) and alternative
hypothesis (i.e., Alice transmitting covert message), the
received signal at Willie is given by the following equation:

¥ —{p"'\/thij i +n,[i], Hy,
Y o+ VPchawrc [l + Byl + ny [i], Hy,
where p = /Py hgy,x,[i] and n,, ~CN'(0, 03,) represents the

noise at Willie.
Considering the Willie radiometer, we have

Dy

(14)

Ty = (15)

>

<T
Dy

where T,, = Y™, |y, [i]|2/n, n is the number of usage of the
channels, 7 is the signal detection threshold at Willie that will
be determined next, and D, and D, indicate the decision
benefiting H, and H,, respectively. We let n — oo and using

the strong law of large numbers [30-34], we can give T, as

_ Parlhaw|2+Pj|hjw|2+o-MZ/' HO!
TW - h 2 h 2 hio |2 2 (16)
Parl awl +Pac| awl +P]| jwl +0—w: Hl'

2)Detection error probability at Willie: The detection error
probability at Willie is given by (3), and then we derive P, and
Pyp as
]PFA = P(Parlhawlz +Pj|hjw|2 + GMZ/ 2 T)
— Pl |* — o2

Par
f f oy ) 5

2 T
= P(lhaw|® =

e e ¥dxdy



Par eag‘:;r lfT>P|h |2+O'2
= Par_Pj ’ - w? (17)
1, else,
and

Pyup = P(Parlhaw|? + Paclhawl? '|'Pj|hjw|2 +oy <71)
= Byt~ 02
For + Pac

2 T
= P <
T—Pjy— O'W
Par+Pac
[ P i)

- P!y O'W

[oe]
Par+Pqgc
J f e e ¥dxdy
o Jo

(P, +P) ok 2
- —= =~ _ePar+Pac ,if T > P;|h;,| + o2,
Par+Pac_Pj j| JW| v

0, else.

(18)

From the above two formulas, we can conclude that P; needs
to meet P; < P,,.. Since P; < uwTF,|hy;|?/(1— @), the value
range of P; under the random selection strategy is P; €
[0,min{P,, , uwTP,|h,;|*>/(1 — @)}), and the detection error
probability at Willie is given by the following equation

¢ =

2

2
afy—T oy —T
Pgr+P, e Swelo
— Qar*Pac) o poripac + e Par, if T> 14, 19
Par+Pac—Pj Par—Pj ( )
1, else,
2 2
where 7, = P;|h;, | + o2

As can be seen from the above equation, in the detection
threshold of Willie = < P;|h;,|* + o5 , the detection error
probability is 1, which means that whether Alice sent covert
message at this time, Willie cannot correctly judge the
transmission behavior of Alice. Thus, we will not investigate
this case. The covert constraint is defined as ¢ > 1 — &, where
€ is the covert requirement, this formula means that when € take
any value between 0 and 1, the total detection error probability
¢ is always greater than 1 — . We consider the worst-case for
Willie, i.e., minimum detection error probability. To this end,
we derive the optimal detection threshold for Willie. We
differentiate ¢ with respect to  and get

ad) _ (Par + Pac) 1 Pa‘,z:—Pr Par
—_—= * eFfartPac —
Jt Par+PaC_Pj Par+Pac Par_Pj
oh-T
x—e Par =0, (20)
ar
Then we get
Par(Par+Pac) Par+Pac_Pj

= l + 02. 21
Topt Pac Par _Pj Uw ( )

The 7., is the extreme point of ¢ When 7>7,, ,
d¢/dt >0, and when T < Ty, /0T <0, SOT,,, is the
minimum point, which is the optimal detection threshold for
Willie. Taking 7,,, into ¢ yields the minimum detection error
probability ¢,,, for Willie.

B. Detection Error Probability Under QoS-aware Selection
Strategy

1)Willie's hypothesis testing:  Under the QoS-aware selecti-
on strategy, due to the influence of channel gain on the
transmission power of Alice for transmitting public message,
the received signal at Willie can be expressed as

Yw
P +\/_] jw ][l]+n ] HO!
. . 22
0, +/Pchgwxci] + \/—jhijj[l] +n,[i], H;. (22)
where p L= VPirhawxplil, o ,= V PRy x, i,

Using the law of large numbers, we obtain the received power
at Willie as

Parlhaw!? + Pl |* + 03, Hy,

Ty = (23)

Pa#rlhawl2 + Paclhaw|2 + leh'jwl2 + 0",%,, Hl'

2)Detection error probability at Willie: According to (3), we
obtain

]PFA
= p(—(P"“’T' ) 24 P |+ 02 = r)

|h

%| 12)
Gy oy e

=I5 Fo et Finaw2 @) finy, 2 () dzdy

NP jIhjI2+0P)

= fgoo fojpj|hjw|2—a‘%v

NP jlIhj2+0P)

= P(Jhew|* 2

€ e ¥dxdy
ar|

a _Y
e a,

ift>1,,
= (X—P]-

1, else,
hjr|2 + Ug)/lharlziy =T—

(24)

where a = n(P]| oZ,and

]PMD

n(Paclhar|2+Pj|
|har|?
+ Pl |* + 0 < T)

Y — Bilhy|?

a+p

f J'-f =Pjlhjwl?-ap

77(P]|h]r|2+0'7g)

By l? + 02)

= P( |haw|2+Pac|haw|2

= P(lhaw!? < )

w2 jn, 12(9) dxdy

|aT’

Y-Pjy

:f fM e dxdy
a+pf v
— pa+p i
_ a+ﬁ—Pje , ift >, (25)

0, else,



where 8 = (1 + n)P,..From the above two formulas, we know
that a—P, >0 .When |hy,|*> >n|h;|*, P; € [0,min{no}/
(lhar > = nlhj |2, p@ TPy hej?/ (1 — @)}) . When R, |2 <
Nk 1%, P; € [0, uwTP,|h, %/ (1 — @)]. Then, we can get it
according to (3)

__a+B %ﬁ a _g .
b= 1 pary ea+B + pry e« ift>1y, (26)
1, else.
We differentiate ¢ with respect to T and get
1 v 1
9 __ath | aF——2 _wZea=0. (27)
ot a+f—-PFP a+p a—P
Then, we have
a(@a+pB) a+B-F
Topt = In + 02. (28)
op ,8 a— Pj w

We now judge whether the T, is a minimum value. When
T < Tope ,0¢p /0T s less than 0, and when T > Ty, dp/0T IS
greater than 0. Thus, T,y is the optimal detection threshold of
Willie. Taking t,p, into ¢ yields the minimum detection error
probability ¢,,, for Willie.

V. COVERT THROUGHPUT MODELING AND OPTIMIZATION

In this section, we provide the expressions for the covert
throughput and maximize the covert throughput under each
selection strategy.

A. Covert Throughput Modeling Under The Random Selection
Strategy

Our defined covert throughput is the product of the
probability of uninterrupted public information transmission
and the channel rate when sending covert information. The
covert throughput x can be modeled as

K = op(Hy), (29)

where o is the channel rate when Alice transmits covert
message to RS, and ¢(H,) indicates the probability that the
transmission from Alice to RS does not interrupt when H; is
true.

1)The probability of no interruption: The transmission will
not interrupt only if the channel rate from Alice to RS is greater
than a given threshold R required by RS. The channel rate is
given based on the Shannon formula, and therefore we have

@(H,) = P(log,(1 + SINR,) = R)
Parlharlz
Paclhar|2 + lehjrl2 + O—rz

n(Py +0r2))
o oo Par _nPac
=f0 J;,(lehjrlzwrz)e‘xe‘@dxdy,

Par—nPqc

2
Sl T Pl
Par_nPac+77Pj

=P(1+ >R)

=P(lher|* 2

(30)

From the above formula, we know P,,. —nP,. > 0, and
because P, + P,c < Praxs Pac € (0, Prax /(L +1)].

2) Covert throughput: According to (29), we can express the
covert throughput as

Kk = ep(Hy)
P, |hg|?
= 0§ log,| 1+ clhar| 3 >, (31)
Parlharlz + P]|h]r| + 0-rz
no%
where & = Far—Pac e Par—nPac,

Par—mPactnPj

3)Covert throughput optimization: Our objective is to
maximize the covert throughput while ensuring that Willie's
detection error probability meets covert requirement. It can be
represented by the following optimization formula

max kK,

PaC!Pj (32(1)

S.top >1—¢, (32b)
Prax

0<FPe <73 (32¢)

0< P, < min{Py,, uwPy|hg;|"/ (1 - w)}, (32d)

where ¢,,, is the minimum detection error probability of
Willie. We use adaptive moment estimation algorithm (Adam)
[35]to find the optimal values of P, and P; that maximize the
covert throughput while satisfying ¢,,. > 1 —&. The basic
idea of the Adam algorithm in Algorithm 2 is summarized as
follows.

Initially, we give the initial values of F,. and P;, and set the
estimates of the first and second moments to zero. In each
iteration, we first compute the objective function x based on the
current values of P, and P;. Next, numerical differentiation is
used to calculate the gradients RS and P"*“of these two
parameters P, and P;. Subsequently, we update the first and
second moment estimates and apply bias correction. Finally,
P, and P; are updated based on the corrected gradients and the
learning rate o.. During the update process, the algorithm checks
whether the parameters satisfy the predefined constraints. If the
constraints are violated, the current update is skipped. After
multiple iterations, the algorithm outputs the optimized
parameters P, and P;, thus finding the optimal solution that
meets the specified constraints.

B. Covert Throughput Modeling Under QoS-aware Selection
Strategy

1)Covert throughput: Since Alice transmits public message
without interruption, the probability of uninterrupted public
information transmission is 1, so the covert throughput is equal
to the channel rate at which Alice transmits covert message. It
is given by the following equation:

k=0 @(H,)

Pgclhar|? )
N(Paclhar|2+Pj|hjr2+02)+Pj|hjr|2+0}

=log,(1+ (33)
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2) Covert throughput optimization: By providing the optimal
detection error probability for Willie, as well as the range of
values for P, and P;, we perform Adam algorithm to find the
maximum covert throughput. The expression is given by the
following equation:

max K, 3
Pac’ Pj ( 4a)
Siteope >1—¢, (34b)
2

n (Pj|hjr| + Urz)
O0<P,.< e [ar |* (340)

ac = 1+n ’

; 2 2

wy, else,

where w, = min{no-rz/(lharlz - nlhjrlzﬂﬂwpalhajlz/(l -
w)]*’”z = :uwpalhajlz/(l - ZD')

VI. NUMERICAL RESULTS

In this section, we will present and analyze the experimental
results, revealing the impacts of system parameters on covert
performances in terms of detection error probability and covert
throughput under each selection strategies. Unless otherwise
specified, the following system parameters are set as

u=0.8w=0.5R=1Mb/s/Hz,0% =02, = 0dB,P,,x =
16W, P, = 12W.In the following figures, the dashed lines
represent the results under the random selection strategy, while
the solid lines represent the results under the QoS-aware
selection strategy.

A. Analysis Of Detection Error Probability At Willie's Location

To explore the effect of time switching factor @ on the
detection error probability ¢, we summarize in Fig.2 how ¢
varies with @ under each selection strategy with a setting
of 7=10W, P,.=3W, and P, = {4,6,8} W. We can see from the
Fig. 2 that the curve shows an increasing trend under the
random selection strategy. This can be explained as follows.
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The increase of the time-switching factor = means the increase
of EHJ harvesting energy time and decrease of its releasing
energy time. Since we consider that EHJ releases all harvested
energy at the phase 2, the interference power P; increases
according to equation (2). Thus, the detection error probability
¢ increases with the increase of P;. Another observation from
Fig. 2 is that for each fixed setting of @, the higher the power
P, of the phase 1, the higher the detection error probability. This
is because the higher the emission power P,, the more energy
the EHJ can harvest, and thus the more energy will be converted
into the interference power P;. However, under the QoS-aware
selection strategy, the curve shows the trends of decreasing first
and then increasing, which is because when the time switching
factor @ is relatively small, the detection error probability ¢ is
dominated by the missed detection probability P,,,, while we
can see from formula (25) that the missed detection probability
Py decreases with the increase of the interference power P;.
With the increase of w, the false alarm probability P,
gradually becomes the dominant one, while in (24), the false
alarm probability P, increases with the increase of the
interference power P;, so the curve gradually rises. For a fixe
setting of @, the increase of P, leads to a decrease and then an
increase in the detection error probability ¢.

Then we delve into the relationship between the detection
error probability ¢ at Willie and the detection threshold t under
different interference powers for the two selection strategies. As
illustrated in Fig. 3, the detection error probabilities under both
selection strategies initially increase and then decrease with the
detection threshold. This behavior arises from the composition
of the detection error probability, consisting of the false alarm
probability Pz, and the missed detection probability P,,,. The
former is a monotonically decreasing function with respect to
the detection threshold, while the latter is a monotonically
increasing function. When the detection threshold is relatively
small, the influence of the threshold on P, is greater than that
on P, resulting in a decreasing trend in the curve. As
further increases, the impact on P, diminishes relative to P,
leading to a gradual reduction in the rate of decrease in the
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detection error probability. Beyond the optimal detection
threshold, the influence on P,,, surpasses that on IP.,, causing
an upward trend in the curve.

We further examine the trends of the curves under both
selection strategies for P, = {1, 2, 3}W. Regardless of the
strategy, when t is small, the detection error probability
increases with the augmentation of P;. This can be explained by
the fact that a higher interference signal strength P; released by
Willie makes it more challenging to detect covert message
transmission. When t is relatively large, an increase in P; will
cause the influence of T on P, to decrease relative to the
impact on P.,. Consequently, this leads to a smoothing effect
on the curve.

Through differentiation of the detection error probability, we
ascertain that the optimal detection threshold increases with the
growth of P;. Consequently, the lowest point on the curve
consistently decreases with the increase in P;. Upon careful
observation of the curves for both strategies, it is evident that
the detection error probability under the random selection
strategy is consistently higher than that under the QoS-aware
selection strategy. This discrepancy is attributed to the non-
interruptive manner in which Alice transmits public message in
the QoS-aware selection strategy. In contrast, under the random
selection strategy, an increase in the transmission power of
public message is required to minimize interruption probability.
This, in turn, results in an elevated detection error probability
at Willie. Therefore, the detection error probability under the
random selection strategy surpasses that under the QoS-aware
selection strategy.

We present in Fig. 4 the relationship between the detection
error probability at Willie and the covert transmission power at
different P; values under the two selection strategies. Obviously,
for each selection strategy, with the increase of P,., the
detection error probability always exhibits the decreasing trend.
We can explain that when the covert message transmission
power P,. becomes bigger, Willie can detect the covert
message transmission with higher probability (i.e., smaller
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detection error probability). For each fixed P,., the detection
error probability always increases with the interference power
P;, due to the fact that the interference power P; has negative
effect on Willie’s detection. Under the random selection
strategy, we observe that as the value of P, is bigger, the value
of detection error probability tends to keep unchanged. This is
because to prevent interruption we need to increase the
transmission power of public message on the basis of increasing
P,., resulting in a almost constant detection error probability.
This is also the reason that detection error probability is higher
than that under the QoS-aware selection strategy.

We conduct a comparison between our proposed strategy and
the relay-only strategy. We can see from Fig. 5 that the
detection error probability at Willie under our proposed strategy
is higher than that under the relay-only strategy. This can be
explained as follows. Under our proposed strategy, the jammer
injects noise to interfere with Willie, which increases the
detection error probability at Willie.

In Fig. 6, we bring the optimal detection threshold under the
two selection strategies into the expression of the detection
error probability, aiming to explore the relationship between the
optimal detection error probability and interference power
between the channel gain |h,,.|? from Alice to RS. Throughout
the whole graph, we can easily find that under each strategy, the
optimal detection error probability at Willie always increases
with the increase of interference power P;, which can be
explained by the optimal detection threshold formula obtained
by our derivative. The increase of P; will lead to an increase in
the optimal detection threshold, and further lead to an increase
in the detection error probability. Thus, the curve always
exhibits an upward trend.

Under the random selection strategy, we observe that, when
the value of the interference power P; is fixed, increasing ||
causes a decrease in the optimal detection error probability. The
reason is that for a better channel gain from Alice to RS, we do
not need to have a high public message transmission power to
ensure that the system transmission of public message does not
interrupt, and thus an increase in |h,,|? leads to a decrease in
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P,.., while the covert message transmission power P, remains
unchanged. Therefore, Willie will be easier to detect the covert
message transmission behavior. Under the QoS-aware selection
strategy, we observe that the optimal detection threshold
decreases with |h,,.|* at small interference power P;, and the
optimal detection threshold increases with |h,.|> when P; is
large. The reason is as follows. Under the QoS-aware selection
strategy, we use a non-interruptive mode to determine the
public message transmission power P,... By (13), the value of
P, will increase as the value of P; increases, but decreases with
the increase of |h,.|>. When the P; is small, P,, is more
influenced by |h,,|?, and the |k, |? increase causes a decrease
in P,,., which leads to the decrease of the optimal detection error
probability. However, with the increase in P;, P,,. progressively
larger influenced by P;, and thus the required public message
transmission power P,,. will become larger and larger, which
leads to the optimal detection error probability with the increase
of |h,,-|2. By comparing the curves of the two strategies, we
find that the optimal detection error probability under the
random selection strategy is usually superior to the QoS-aware
selection strategy. But for some special cases, when the value
of P; is infinitely close to the maximum value in the range of its
values, it leads to a maximum optimal detection error
probability.

B. Covert Throughput Analysis

We initially analyze the relationship between the covert
throughput k and covert message transmission power P, under
two selection strategies when the channel gain |h;,.|* from EHJ
to RS is set to {0.3, 0.5, 0.7}. As shown in Fig. 7, under the
random selection strategy, we observe a trend where the curve
first rises and then falls. This can be understood as follows: the
initial ascent is due to the increase in P,., leading to an
improvement in the system's signal-to-noise ratio. This implies
that covert message becomes more accessible amid noise,
reducing the error rate during transmission and causing the
covert throughput to rise. However, when P, reaches a certain
value, the limitation imposed by Alice's maximum transmission
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power P, results in a relatively small public message
transmission power P,,.. This significantly increases the proba-
bility of interruption in transmitting public message by Alice,
negatively impacting the covert throughput and causing it to
decline.

Under the QoS-aware selection strategy, the covert throu-
ghput exhibits an increasing trend without the subsequent
decline observed in the random selection strategy. This is
because we adopt a non-interruptive method to transmit public
message, ensuring that no interruptions occur. Therefore, the
covert throughput continues to rise. We also observe that under
both strategies, when P, is fixed, a larger |h;,.|* results in a
lower covert throughput. This can be easily explained: the
increase in |h;|* signifies a stronger interference signal
strength received by RS from EHJ, leading to increased
interference noise. This makes it more challenging for RS to
decode covert message. Therefore, when selecting an EHJ, a
smaller |h;,|* can better improve the effectiveness of covert
communication.

Overall, comparing the covert throughput under the two
strategies, we find that the covert throughput under the QoS-
aware selection strategy is consistently higher than that under
the random selection strategy. The specific reason for this is the
interruption probability in the random selection strategy,
leading to an overall decrease in the covert throughput.

Next, we explore the relationship between the covert
throughput k and interference power P; when the channel gain
from Alice to RS |h,,|? varies under both strategies, with
|hg,|? ={0.3, 0.5, 0.7}. In Fig. 8, it is evident that k decreases
monotonically under both strategies. This is because an increase
in interference power P; reduces the SINR at RS, making it
more challenging for RS to extract covert message from the
noise. We also illustrate the impact of three different |h,,|?
values on k when P; is fixed. It is observed that, under the
random selection strategy, the three different |k, |? values do
not have a significant impact on the overall k. However, under
the QoS-aware selection strategy, a higher |h,,|? leads to a
larger k. This is attributed to the fact that with an increase in
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|her|?, Alice only needs to emit a smaller public message
transmission power P, to ensure interruption-free
communication in the system. This results in an improved
SINR,, thereby enhancing k. Therefore, when opting for the
QoS-aware selection strategy, there is a preference for selecting
higher-relay nodes to improve the covert communication
environment.

In Fig. 9, we present the relationship between the optimal
covert throughput x,,. and the covert requirement & under
different |h;,|* values, obtained by optimizing the values of
covert message transmission power P, and interference power
P;. Under the random selection strategy, the curve exhibits an
initial increase followed by a decrease. The initial increase is
due to the increment in the covert requirement ¢, leading to a
reduction in the optimal detection error probability ¢, . This

results in a decrease in the optimal interference power Pj"”t and
an increase in the optimal covert message transmission power
P,7". While the decrease in PP and the increase in P, both

have positive effects on the SINR of covert message k7, further
increments in ijt eventually make the public message
transmission power P, relatively small, causing a significant
increase in the interruption probability. The negative impact of
the interruption probability outweighs the positive effects of
increasing P, and decreasing P, leading to a subsequent
decrease in the curve. Once the covert requirement & reaches a
certain level, P, becomes extremely small, resulting in an
interruption, and the covert throughput x,,,. becomes zero.
Under the QoS-aware selection strategy, the curve exhibits an
upward trend. This is due to the continuous increase in the
optimal covert message transmission power PeP* and the
decrease in the optimal interference power Pj"pt, leading to an
improvement in the SINR at RS and consequently an increase
in the optimal covert throughput x,,,.. When the covert
requirement & remains constant and |h;,|* increases, both-
strategies show a decreasing trend in the optimal covert
throughput x,,,. This is because an increase in |k, |* enhances
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the interference from EHJ to RS, thereby negatively impacting
the optimal covert throughput k,,. . Additionally, when
|hj|* = 0.7 and ¢ is relatively small, it is observed that the
optimal covert throughput under the random selection strategy
is greater than that under the QoS-aware selection strategy.
However, in practice, under the random selection strategy, due
to the influence of interruption probability, Alice typically
needs to transmit public message with a relatively large power
P,,., which is not suitable for systems with constraints on
maximum transmission power.

VII. CONCLUSION

This paper investigated covert communication assisted by
energy harvesting jammers in a multi-relay system under two
strategies for selecting relays and jammers. We derived the
detection error probabilities under both strategies, and
determine the optimal detection thresholds and optimal
detection error probabilities. Then, we analyzed the covert
throughput under both strategies and maximize the covert
throughput by optimizing the transmission power of covert
messages and interference power. We presented extensive
numerical results to demonstrate the impacts of system
parameters on covert performance under both strategies.
Through experimentation, we find that the random selection
strategy performs better in combating detections, while the
QoS-aware selection strategy excels in achieving higher covert
throughput. Thus, these two strategies can be carefully selected
according to specific environmental requirements.



Algorithm 2: Adaptive Moment Estimation Algorithm

Input: Learning rate o, Exponential decay rates for the
first and second moment estimates 3, , B,, A small
constant for numerical stability A, Initial values for covert
transmission power and interference power P, P?,
Maximum number of iterations L.
Output: P,7*, PP*
procedure k (P, P;):
Check if the parameters satisfy the constraints and
input P, and P; for evaluation according to (31)(33)
return k
end procedure
procedure ComputeGradient(F,, P;, 1):
C=k(Pc, P);
if C == -co then
return oo, oo
end if
Compute the gradient with respect to P,
P = ((Pac + A, P) - e(Poc = L P)) 1 (2% 2)
Compute the gradient with respect to P;
B = (1e(Pac, Py + A) = 1(Pac, Py = 1)) 1 (2% 2);
return P27, };gmd
end procedure
procedure AdamOptimization(Py,, P°, a, L, By, B, A):
P = PR, P = P?, mPy = 0, P, .= 0 MP;0,
VP=0,t=0
for iteration from 1 to £ do:
t=t+1;
pIre?, P97 = ComputeGradient(P,c, P;) ;
if P97 == o or [;.gmd == o then
break;
end if
Update first and second moment estimate
MPac = ﬁl *mpac + (1 '.81) * Pagcrad ;
UPac = ﬁz *UPac + (1 '.82) * Pagcrad2 ;
mP; = By * mP, + (1- ) * BT

0P =By R 0B+ (L B)* B
Compute bias-corrected estimates
Mpac = mpac / (1 'ﬁlt) ;
vpac :Upac / (1 'ﬁzt) ;
MP =mP; [ (1-B,);
VP =wP(1-B,");
Update parameters
Pac = Pac _Q*Mpac / (\/VPac + A) ;
Py = By - o * MP; | ([JVF; +2);
Ensure parameters stay within valid ranges.

end for

return P, P;

end procedure
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