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A B S T R A C T
Terahertz (THz) wireless networks assisted by unmanned aerial vehicles (UAVs) can enable high-
speed, line-of-sight (LoS) wireless communications using directional antennas in the THz bands,
specifically for 6G network applications. However, such networks also suffer from the challenge
of sensitive information leakage once an attacker resides in the signal beam. We investigate joint
transmission probability and power optimization for wireless covert communications in a UAV-
aided THz wireless network (UTWN) composed of a transmitter, a UAV relay, a receiver, and two
UAV wardens, where these two wardens attempt to detect the presence of wireless transmissions
across two respective hops. Specifically, we first derive the minimum detection error probability
(DEP) associated with information transmission probabilities and power at the transmitter and UAV
relay. We then model the average covert throughput (ACT) and formulate the maximum ACT
as an optimization problem, considering constraints such as covertness requirement, information
transmission probability, and power. Additionally, we introduce a heuristic algorithm aimed at solving
the optimization problem through the joint optimization of information transmission probabilities and
power in two hops. Finally, we present simulation and numerical results to validate our theoretical
analysis and also to illustrate the impacts of network parameters on the maximum ACT. Assuming
that wardens know or correctly guess the prior probabilities of covert transmissions over two hops in
their hypothesis testing, we find that prior probabilities are not always equal to 0.5 when achieving
maximum ACT in the UTWN, which indicates that covert communications with general prior
probabilities and such wardens need more consideration and discussion.

1. Introduction
Terahertz (THz) band from 0.1 to 10 THz is of paramount

significance for enabling a massive number of connected
Internet of Things (IoT) devices in 6G and beyond wire-
less networks [1][2]. In particular, the abundant spectrum
resources over the THz band can achieve ultra-high data rate
and overcome current spectrum scarcity limitation for wire-
less communications. However, THz communications suffer
from high propagation loss, molecular absorption and line-
of-sight (LoS) blockage, which severely limits the communi-
cation range. Due to flexible deployment, high mobility and
less blockage effect of unmanned aerial vehicles (UAVs),
UAV-aided THz wireless networks (UTWNs) can signifi-
cantly expand the THz communication range for meeting
the requirements of various 6G network applications [3][4].
In addition, highly directional antennas are usually utilized
to enhance the THz communication performance, while
narrow beams are also helpful in avoiding eavesdropping
and improving communication security of UTWNs.

However, such networks still face security challenges
once eavesdroppers reside in the antenna beam. Recently,
covert communications have emerged as a promising tech-
nology to provide strong security and privacy protection,
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through utilizing random characteristics of channels (e.g.,
noise) to prevent wardens from detecting the existence of
wireless communications [5]. Therefore, it is essential to
explore covert communications in UTWNs for supporting
security-sensitive IoT applications like autonomous driving
[6].

Notice that only a small amount of research has ex-
plored the emerging THz covert communications by now.
A further understanding of THz covert communications is
critical to ensuring the security of confidential information
transmissions in future 6G wireless networks. In particular,
the covert communication studies over THz frequency differ
from those over conventional radio frequency (RF) in wire-
less networks. Since highly directional antennas over THz
frequency result in very poor signals outside the THz signal
beam, a warden outside the beam cannot effectively detect
THz signals but can do so well on RF signals. Thus, multiple
wardens are required to detect the multi-hop transmissions,
and each warden can only detect THz signals in one hop.
Additionally, the transmission probabilities of source and
relay in wireless networks can also significantly affect prior
probabilities of their covert transmissions and further in-
fluence network performance, such as each warden’s de-
tection performance and covert throughput. Here, the prior
probabilities represent the probabilities of transmission oc-
curring and no occurring associated with the transmission
probabilities and outage probabilities. The existing works
mainly consider that the warden is completely unaware of
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transmission occurring. Thus, a common assumption is that
covert transmission occurs with a probability of 50%, i.e.,
equal prior probabilities. An interesting issue is to explore
how transmission probability affects covert performance in
wireless networks if wardens are aware of prior probabilities.

Based on these above observations, this paper investi-
gates THz covert communications in a UTWN with two
wardens, where the transmission probabilities at the source
and relay can be flexibly controlled such that they can
cover the prior probabilities of 50% as their special case.
We explore ACT maximization by jointly optimizing covert
transmission probabilities and power in two hops. The main
contribution of this paper is summarized as follows.

• We explore THz covert communications in a UTWN
consisting of a transmitter (Alice), a UAV relay, a re-
ceiver (Bob), and two UAV wardens (Willie and Sam),
where Willie and Sam detect the transmissions of
Alice and relay, respectively. Regarding the UTWN,
we derive the detection error probabilities (DEPs) of
Willie and Sam, the corresponding minimum DEPs
and optimal thresholds. Then, the overall DEP of
wardens is defined as the smallest one among their
minimum DEPs.

• We model the average covert throughput (ACT) and
formulate maximum ACT as an optimization problem
with the constraints of covert requirement, transmis-
sion probabilities of Alice and relay, and their trans-
mission power. To solve this optimization problem,
we further propose a genetic algorithm to maximize
ACT by jointly optimizing transmission probabilities
and power in two hops.

• Extensive simulation and numerical results are pre-
sented to validate our theoretical analysis and also
to show the impacts of key parameters on covert
performance in the UTWN.

The rest of this paper is organized as follows. Section II
introduces the related works. Section III introduces the sys-
tem model in our work. Section IV explores the covert per-
formance of the UTWN. The formulation of the optimization
problem is shown in Section V. We provide numerical results
in Section VI. Finally, this paper is concluded in Section
VII. The main notations of this paper are summarized in
Table 1, where 𝑡 and 𝑟 denote a transmitter and a receiver,
respectively.

2. Related Work
The existing research works on covert communications

mainly focus on wireless networks with and without the
help of relay. For covert communications without relay, the
pattern between signal power and covert performance is
usually analyzed while satisfying the covertness constraint
since stronger signals are easier for wardens to detect. To
further improve covert performance, cooperative jamming
technology is employed to hide the covert signals, in which

Table 1
Main Notations

Notation Definition
ℎ𝑡𝑟 Channel coefficient between 𝑡 and 𝑟
𝜎2
𝑡𝑟 Variance of ℎ𝑡𝑟

𝑔𝑡𝑟 Channel gain between 𝑡 and 𝑟
𝑑𝑡𝑟 Distance between 𝑡 and 𝑟
𝛾𝑡𝑟 SINR between 𝑡 and 𝑟
𝛾th SINR threshold
ℙ𝑜,𝑡𝑟 Outage probability of 𝑡’s transmission to 𝑟
𝑇𝑡𝑟 Channel throughput between 𝑡 and 𝑟

𝜂𝐴, 𝜂𝑅 Transmission probability of Alice and relay
𝜋𝐴,0, 𝜋𝐴,1 Prior probabilities of Alice’s transmission
𝜋𝑅,0, 𝜋𝑅,1 Prior probabilities of relay’s transmission
𝜏𝑊 , 𝜏𝑆 Thresholds of Willie’s and Sam’s detection
𝑃𝐴,𝑃𝑅 Transmission power of Alice and relay
𝑃max Maximum transmit power of Alice and relay

𝑃𝑊 ,𝑃𝑆 Power of received signals at Willie and Sam
𝐼𝑅,𝐼𝐵 Interference power of relay and Bob

𝑁𝐴,𝑁𝑅,𝑁𝐵 Noise power at Alice, relay and Bob
𝑁𝑊 ,𝑁𝑆 Noise power at Willie and Sam

ℙ𝐹𝐴,𝑊 ,ℙ𝑀𝐷,𝑊 FA and MD probabilities of Willie
ℙ𝐹𝐴,𝑆 ,ℙ𝑀𝐷,𝑆 FA and MD probabilities of Sam
ℙ𝑒,𝑊 ,ℙ𝑒,𝑆 DEPs of Willie and Sam

ℙ𝑒 Overall DEP of wardens
𝑇 Average throughput

𝑇 cmax Maximum average covert throughput
𝑓𝑋(⋅) Probability density function of 𝑋
𝐹𝑋(⋅) Cumulative density function of 𝑋

friendly jammer injects artificial noise to confuse the detec-
tor’s decision on wireless transmissions [7][8][9][10][11].
Besides, covert communications are studied under random
transmit power [12], rate control [13], full-duplex commu-
nication mode [14][15] and different channel conditions in
wireless networks, such as partial channel state information
(CSI) [16].

As for covert communications with relay, cooperative
jamming [17], full-duplex communication mode and trans-
mission power control [18][19] are utilized to improve the
performance of covert transmissions in wireless networks.
The scenario of finite blocklength communication is also
explored in relay-assisted covert communication [20]. The
work in [21] proves that covertness can be achieved under
different relay-forwarding modes in terms of amplify-and-
forward (AF) and decode-and-forward (DF). Relay selection
schemes are further proposed to improve covert performance
[22][23]. Some recent works adopt a promising intelligent
reflective surface (IRS) serving as a relay to assist covert
communications [24][25]. In [26], the wireless communica-
tion with both covertness and security requirements is also
discussed in a UAV-assisted relay system.

A few initial works have been devoted to exploring
covert communications in THz wireless networks [27], [28]
and [29]. The study presented in [27] examines the through-
put of covert communication within an IoT network that
incorporates both low-frequency Additive White Gaussian
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Noise (AWGN) and THz channels. The authors observe
that covert communication in IoT networks with the THz
band presents greater challenges. This is due to the fact
that adversaries can readily position a receiver within the
narrow beam connecting Alice and Bob, thereby facilitating
the detection or obstruction of their LoS communications. In
[28], a novel distance-adaptive absorption peak modulation
technique is introduced for THz covert communications,
exploring the frequency-dependent molecular absorption.
Numerical findings demonstrate that compared to random
spectrum selection methods, this proposed technique ef-
fectively reduces the eavesdropping distance of a warden.
Mamaghani et al. investigate covert communication for se-
curely transmitting confidential data from an access point
(AP) to multiple ground user equipments (UEs) within an
IoT network, utilizing a UAV-mounted IRS operating across
THz frequency bands, as detailed in reference [29]. They
propose and solve the energy efficiency optimization prob-
lem with the constraints of transmission power, interference
power, IRS beamforming, UAV trajectory, and UAV speed
using the block successive convex approximation (BSCA)
approach. In [30], we model the average covert throughput
in a THz wireless network with multiple wardens, where the
prior probabilities of Alice’s and relay’s transmissions are
assumed to be equal and the throughput maximization is not
explored. Recently, authors in [31] investigate a multiuser
covert THz communication system with a warden and a
legitimate receiver under the constraint of outdated CSI and
data exception.

To clearly illustrate the novel contributions of this paper,
we explicitly clarify the differences between our work and
existing studies [29], [30], and [32]. In [32], the authors
investigate the covert performance of single-hop covert com-
munications against multiple randomly distributed wardens
within a two-dimensional model. In [29], the authors con-
sider a scenario where the channels between a terrestrial
AP and multiple ground users are obstructed. They employ
a UAV-mounted IRS to facilitate communication between
the AP and a selected UE, regarding all other UEs as
potential wardens. However, their analysis and discussion
of covertness are limited to the reflected signals, i.e., the
signals in the second hop, while neglecting the covertness of
signals in the first hop. In [30], we analyze and explore two-
hop covert communications in a UAV-assisted THz network,
requiring the signals in both the first and second hops to be
covert. Nevertheless, we do not investigate the impact of the
transmission probabilities of Alice and the relay on covert
performance in [30], nor do we formulate optimization prob-
lems, design algorithms, or solve the optimization problem
of covert performance. In contrast to the aforementioned
works, this study investigates the performance and opti-
mization of covert communications in a UAV-assisted THz
network under the requirement that signals in both hops are
covert. Our objective is to identify the optimal transmission
power and optimal transmission probabilities for Alice and
the relay to maximize the average covert throughput.

Alice Bob

UAV Relay

Willie

Sam

THz signal beam of Alice’s 

transmission in phase 1

THz signal beam of relay’s 

interference in phase 1

Detection channel between 

Alice and Willie in phase 1

THz signal beam of relay’s 

transmission in phase 2

THz signal beam of Sam’s 

interference in phase 2

Detection channel between 

relay and Sam in phase 2

Figure 1: The covert UAV-aided THz wireless network.

3. System Model
3.1. Network Model

As depicted in Fig.1, we consider a covert UTWN com-
prising a transmitter (Alice), a receiver (Bob), two UAV
wardens (Willie and Sam) and a UAV relay. The UAV
relay provides LoS links and extends the transmission dis-
tance for THz transmissions. Alice endeavors to covertly
send confidential messages to Bob through the UAV relay’s
forwarding, while Willie and Sam detect the presence of
the wireless transmissions from Alice and the UAV relay,
respectively. The relay operates in decode-and-forward (DF)
mode and forwards Alice’s messages to Bob.

We assume that wardens, Willie and Sam, are located in
the main lobe area between the transmitter and the receiver in
two hops, respectively, and regard this scenario as the worst-
case scenario for covert THz communication in this work.
This is the worst-case scenario because wardens in the main
lobe area close to the transmitter will achieve good detection
performance since the signal strength at wardens is high. It
is very challenging to achieve covertness of transmissions
against such wardens. To help cover the transmissions over
two hops, we apply the cooperative interference technology
in the UTWN. The relay and Bob emit interference signals
of power 𝐼𝑅 and 𝐼𝐵 , respectively. In the UTWN, we decide
the values of 𝐼𝑅 and 𝐼𝐵 considering the power consumption,
battery capacity and expected runtime at the UAV relay
and Bob. Additionally, the relay and Bob apply the self-
interference cancellation (SIC) technique to eliminate the
self-interference from interference signals. The process of
covert communication is composed of the following two
phases.

Phase 1: In the first phase, Alice transmits confidential
information to the UAV relay with a probability 𝜂𝐴 and
transmission power 𝑃𝐴. At the same time, the relay emits
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Case Description Scenario
Probability of

this case

Alice does not 

transmit messages.
AliceAlice Relay

Alice transmits messages;

Relay fails to decode and 

thereby cannot forward. AliceAlice Relay

BobBob

BobBob

AliceAlice Relay BobBob

Alice transmits messages;

Relay decodes successfully;

Ray does not forward.

Alice transmits messages;

Relay forwards messages;

Bob fails to decode. AliceAlice Relay BobBob

Alice transmits messages;

Relay forwards messages;

Bob decodes successfully. AliceAlice Relay BobBob

Case No.

1

2

3

4

5

Figure 2: Different cases of two-hop communications.

interference signals with transmission power 𝐼𝑅 to hinder
Willie’s detection.

Phase 2: In the second phase, the relay forwards infor-
mation to Bob with a probability 𝜂𝑅 and transmission power
𝑃𝑅 if the received signals are successfully decoded. Con-
currently, Bob emits interference signals to impede Sam’s
detection with transmission power 𝐼𝐵 .

Transmission probability is the probability of transmit-
ting signals for Alice and the relay when there are messages
to be sent, which is a conditional probability. Therefore,
transmission probability is only meaningful when there are
messages to be sent. In this work, Alice, as the initiator
of the two-hop transmission, must have messages to send.
Alice decides whether to send messages to the DF relay
with probability 𝜂𝐴. If Alice sends messages, relay would
receive signals from Alice and tries to decode the signals. If
the signal-to-interference-and-noise ratio (SINR) of relay’s
received signals is smaller than a predefined threshold 𝛾th,
relay cannot obtain Alice’s messages from the signals and
thereby can not forward messages. Only when relay suc-
cessfully decodes his received signals and obtains Alice’s
messages, it can decide whether to send messages to the
receiver Bob with probability 𝜂𝑅. Thus, there are five dif-
ferent cases on the two-hop communications in this work, as
illustrated in Fig.2. The probabilities of all cases are given
in this figure, which are related to 𝜂𝐴 and 𝜂𝑅. ℙ𝑜,𝐴𝑅 is the
outage probability on the link between Alice and relay.ℙ𝑜,𝑅𝐵is the outage probability on the link between relay and Bob.
A red cross × denotes decoding failure, whereas a green
checkmark ✓ denotes successful decoding.

Highly directional antennas are commonly utilized in
THz communications to overcome significant propagation
loss. Therefore, a warden outside the area of a THz signal

beam can hardly observe the signal and perform awfully in
detection. Since UAV wardens can wander or hover during
detection and we cannot know which mode they work in,
we consider the worst scenario for Alice and Bob where
UAV wardens hover in the beam area and achieve excellent
eavesdropping performance, as shown in Fig.1. Specifically,
Willie resides in Alice’s signal beam directed to the relay,
and Sam resides in the relay’s signal beam directed to Bob.
Thus, Willie can detect Alice’s transmission in the first phase
but hardly detect the relay’s transmission during the second
phase. Similarly, Sam can detect the relay’s transmission
in the second phase but hardly detect Alice’s transmission
during the first phase.
3.2. Channel Model

In THz wireless communications over distances ranging
from tens of meters to 100 meters, transmissions are pri-
marily influenced by free space propagation, atmospheric
attenuation, and attenuation caused by fog and rain [33].
When a transmitter 𝑡 communicates with a receiver 𝑟 on
THz bands, the channel coefficient ℎ𝑡𝑟 is characterized by
a complex Gaussian distribution like [34]. The channel gain
𝑔𝑡𝑟 is the modular square of ℎ𝑡𝑟. Here, 𝑡 ∈ {𝐴,𝑅,𝐵} and
𝑟 ∈ {𝑅,𝐵,𝑊 , 𝑆} in this work, where 𝐴, 𝐵, 𝑅, 𝑊 and
𝑆 represent Alice, Bob, the UAV relay, Willie and Sam,
respectively. The variance 𝜎2𝑡𝑟 of ℎ𝑡𝑟 is the path loss between
𝑡 and 𝑟, and 𝜎2𝑡𝑟 can be calculated by

𝜎2𝑡𝑟 = 𝐴𝑡𝑟,𝑓𝑠𝑝𝐴𝑡𝑟,𝑎𝑡𝑚, (1)
where 𝐴𝑡𝑟,𝑓𝑠𝑝 and 𝐴𝑡𝑟,𝑎𝑡𝑚 denote the fading of free space
propagation and atmospheric attenuation, respectively.
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According to the Friis transmission formula, the free
space path loss 𝐴𝑡𝑟,𝑓𝑠𝑝 can be determined by

𝐴𝑡𝑟,𝑓𝑠𝑝 = 𝐺𝑡𝐺𝑟(
𝑐

4𝜋𝑑𝑡𝑟𝑓
)2, (2)

where 𝑓 denotes the carrier frequency and 𝑐 is the light speed
of 3.0 × 108m∕s. 𝐺𝑡 and 𝐺𝑟 are the antenna gains of the
transmitter and receiver, respectively.

Atmospheric attenuation occurs because the wavelength
of THz waves is comparable to the size of gaseous molecules,
causing resonances at specific carrier frequencies that lead
to significant signal degradation. Given that water vapor is
the primary contributor to atmospheric attenuation [33], we
can approximate the actual attenuation using the attenuation
value of water vapor. The expression of atmospheric attenu-
ation is given as

𝐴𝑡𝑟,𝑎𝑡𝑚 = 𝑒−𝑘(𝑓 )𝑑𝑡𝑟 , (3)
where 𝑘(𝑓 ) denotes the absorption coefficient of water vapor
along the propagation path. We utilize the formula for 𝑘(𝑓 )
as described in [29], which is expressed as

𝑘(𝑓 ) = 0.2205𝜉(0.133𝜉 + 0.0294)
(0.4093𝜉 + 0.0925)2 + ( 𝑓

100𝑐 − 10.835)2

+ 2.014𝜉(0.1702𝜉 + 0.0303)
(0.537𝜉 + 0.0956)2 + ( 𝑓

100𝑐 − 12.664)2

+ 5.54 × 10−37𝑓 3 − 3.94 × 10−25𝑓 2

+ 9.06 × 10−14𝑓 − 6.36 × 10−3,

(4)

where 𝜉 can be calculated by

𝜉 = 6.1121(3.46 × 10−8Ψ + 1.0007)Φ
Ψ
𝑒

17.502𝑇𝐶
240.97+𝑇𝐶 , (5)

wherein Φ represents the relative humidity in percentage,
Ψ is the pressure in pascal and 𝑇𝐶 is the temperature of
Celsius. The main contributing factors of 𝑘(𝑓 ) include the
carrier frequency 𝑓 , the humidity Φ, the pressure Ψ and the
temperature 𝑇𝑐 . Obviously, a greater 𝑘(𝑓 ) results in a lower
atmospheric attenuation 𝐴𝑡𝑟,𝑎𝑡𝑚, which represents a more se-
vere atmospheric attenuation. Since short-wavelength elec-
tromagnetic waves have poor diffraction and penetration
capabilities, 𝑘(𝑓 ) becomes greater when 𝑓 becomes higher.
Since water molecules will hinder the propagation of THz
radio waves, 𝑘(𝑓 ) becomes greater when Φ becomes higher.
The pressure and temperature influence the condition and
motion of molecules and further influence 𝑘(𝑓 ) and 𝐴𝑡𝑟,𝑎𝑡𝑚.
3.3. Noise Model in THz Wireless

Communications
In THz wireless communications, receivers experience

Johnson-Nyquist noise, resulting from the thermal motion
of electrons in conductors. Consistent with [27], the noise
power spectral density is denoted as

𝑁(𝑓 ) =
𝑁𝑓ℎ𝑓

𝑒
ℎ𝑓

𝑘𝐵𝑇𝐾 − 1
, (6)

where 𝑁𝑓 represents the noise figure at the receiver, ℎ
denotes Planck’s constant, 𝑘𝐵 represents the Boltzmann
constant, and 𝑇𝐾 indicates the temperature in Kelvin. Con-
sequently, the noise power 𝑁𝑟 at a receiver 𝑟 is given by
𝑁𝑟 = ∫𝑊 𝑁(𝑓 )𝑑𝑓 , where 𝑊 denotes the bandwidth of THz
signals.
3.4. Detection Model of Wardens

In our concerned covert communication scenario, Alice
wants to transmit confidential messages to Bob covertly with
the help of a UAV relay, whereas "covertly" means that
Willie and Sam cannot detect transmissions from Alice and
the relay, respectively. The non-colluding wardens perform
detections independently, and the detection process of each
warden is modeled as hypothesis testing. That is, there are
two hypothesis testings in this work, i.e., Willie’s hypoth-
esis testing on Alice’s transmissions and Sam’s hypothesis
testing on the relay’s transmissions.

In covert communication, prior probabilities represent
the probabilities of covert transmissions occurring and not
occurring on a link, which are absolute probabilities. Instead
of the assumption of "equal prior probabilities" in most exist-
ing works, we assume the prior probabilities of covert com-
munications in each hop may be unequal in this work, and
define such an assumption as "general prior probabilities".
We explain why we do not assume "equal prior probabilities"
as below. In this work, we aim to optimize the transmission
probabilities of Alice and the relay for the maximum ACT.
Different transmission probabilities result in different prior
probabilities, thus violating the assumption of "equal prior
probabilities". For example, Alice can only transmit with
a probability of 0.5 to make ℙ(𝐻𝐴,0) = ℙ(𝐻𝐴,1) = 0.5,
where 𝐻𝐴,0 represents the null hypothesis that Alice does
not transmit signals, and 𝐻𝐴,1 represents the alternative
hypothesis that Alice transmits signals. Therefore, to study
the optimization problem of transmission probabilities in
this work, we adopt the assumption of "general prior proba-
bilities" in this work.

Typically, it is difficult for wardens to obtain the correct
prior probabilities. Most existing works assume that wardens
are unaware of the prior probability of covert transmis-
sions and adopt the hypothesis that wardens assume "equal
prior probabilities" for covert communication. However, we
cannot rule out the possibility that wardens may possess
the correct prior probability. According to [5] and [35],
Bash et al. demonstrate that the square root law for covert
communication still holds even in scenarios with general
prior probabilities, where wardens know the correct prior
probabilities and the prior probabilities are general (i.e.,
may not be equal). The authors also indicate that knowledge
of the prior probabilities benefits the warden’s detection
performance, which makes the wardens more threatening.
Therefore, regardless of how wardens acquire this informa-
tion, if they know or correctly guess the prior probabilities,
it represents the worst-case scenario for covert communi-
cation. In other words, if covert communication can be
achieved against wardens with correct prior probabilities, it
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can also be achieved against those with unknown or incorrect
prior probabilities. Accordingly, in this work, we consider
the worst-case scenario for covert communication between
Alice and Bob, assuming that Willie and Sam know or have
correctly guessed the prior probabilities of covert transmis-
sions by Alice and the relay, respectively. If covert communi-
cation can be achieved under such conditions against Willie
and Sam, it can likewise be achieved against Willie and Sam
with incorrect prior probabilities.

Prior probability and transmission probability are dif-
ferent concepts in this work. As defined above, Alice’s
transmission probability and relay’s transmission probabil-
ity are denoted as 𝜂𝐴 and 𝜂𝑅, respectively. As for prior
probabilities of Alice’s covert communications (i.e., Alice’s
transmissions), we define 𝜋𝐴,1 as the prior probability of
𝐻𝐴,1 and 𝜋𝐴,0 = 1 − 𝜋𝐴,1 as the prior probability of 𝐻𝐴,0.
From Fig.2, Alice’s transmissions do not exist only in Case
1. Therefore, we can get the prior probabilities of Alice’s
covert transmissions as

𝜋𝐴,0 = 1 − 𝜂𝐴, 𝜋𝐴,1 = 𝜂𝐴. (7)
Similar to 𝜋𝐴,1 and 𝜋𝐴,0, we denote prior probabilities of
relay’s covert communications as 𝜋𝑅,1 and 𝜋𝑅,0. From Fig.2,
relay’s transmissions exist in Cases 4 and 5. Therefore, we
can get the prior probabilities of relay’s covert transmissions
as

𝜋𝑅,0 = 1− 𝜂𝑅𝜂𝐴(1−ℙ𝑜,𝐴𝑅), 𝜋𝑅,1 = 𝜂𝑅𝜂𝐴(1−ℙ𝑜,𝐴𝑅). (8)
Next, we illustrate the mathematical expression of DEP

with the assumption of unequal prior probabilities. As for
Willie, he believes that Alice’s transmission occurs when
the power of his received signals 𝑃𝑊 is not smaller than a
predefined threshold 𝜏𝑊 and vice versa. That is, 𝑃𝑊

𝐻𝐴,1
≷

𝐻𝐴,0

𝜏𝑊 .
We use ℙ𝐹𝐴,𝑊 to denote Willie’s false-alarm (FA) proba-
bility which is the probability of rejecting 𝐻𝐴,0 when 𝐻𝐴,0is true, and ℙ𝑀𝐷,𝑊 to denote Willie’s miss-detection (MD)
probability which is the probability of rejecting 𝐻𝐴,1 when
𝐻𝐴,1 is true. According to Bash’s PhD thesis [35], Willie’s
DEP with the assumption of general prior probabilities can
be expressed as

ℙ𝑒,𝑊 = (1 − 𝜋𝐴,1)ℙ𝐹𝐴,𝑊 + 𝜋𝐴,1ℙ𝑀𝐷,𝑊 . (9)
And in this case, the covertness constraint is defined as

ℙ𝑒,𝑊 ≥ 0.5 − 𝜖, (10)
for any 𝜖 > 0. The detection model of another warden, Sam,
is similar to that of Willie and thus is omitted here.

4. Detection Performance Analysis of UTWN
4.1. Detection Error Probability of Willie

Willie detects Alice’s transmission signals in the first
phase. The received signal 𝐲𝑊 at Willie can be expressed
as

𝐲𝑊 =
{

𝐲𝑊 ,0 =
√
𝐼𝑅ℎ𝑅𝑊 𝐳𝑅 + 𝐧𝑊 , 𝐻𝐴,0,

𝐲𝑊 ,1 =
√
𝑃𝐴ℎ𝐴𝑊 𝐱𝐴 +

√
𝐼𝑅ℎ𝑅𝑊 𝐳𝑅 + 𝐧𝑊 , 𝐻𝐴,1,

(11)
where 𝐱𝐴 is the transmitted signal from Alice, 𝐳𝑅 is the
interference signal from the relay and 𝐧𝑊 is the noise signal
received by Willie. Therefore, the power 𝑃𝑊 of 𝐲𝑊 can be
expressed as
𝑃𝑊 =

{
𝑃𝑊 ,0 = 𝐼𝑅𝑔𝑅𝑊 +𝑁𝑊 , 𝐻𝐴,0,

𝑃𝑊 ,1 = 𝑃𝐴𝑔𝐴𝑊 + 𝐼𝑅𝑔𝑅𝑊 +𝑁𝑊 , 𝐻𝐴,1.
(12)

𝑁𝑊 is the noise power received at Willie.
When Alice transmits covert messages with a probability

of 𝜂𝐴 ∈ (0, 1], based on (7) and (9), we can express Willie’s
DEP as

ℙ𝑒,𝑊 = (1 − 𝜂𝐴)ℙ𝐹𝐴,𝑊 + 𝜂𝐴ℙ𝑀𝐷,𝑊 . (13)
Based on (12), Willie’s FA probability is obtained as

ℙ𝐹𝐴,𝑊 =ℙ(𝑔𝑅𝑊 ≥ 𝜏𝑊 −𝑁𝑊
𝐼𝑅

|𝐻𝐴,0)

=
{

1, 𝜏𝑊 < 𝑁𝑊 ,
𝑒−𝜆2(𝜏𝑊 −𝑁𝑊 ), 𝜏𝑊 ≥ 𝑁𝑊 ,

(14)

where 𝜆2 =
1

2𝐼𝑅𝜎2𝑅𝑊
.

Willie’s MD probability is represented as
ℙ𝑀𝐷,𝑊 = ℙ(𝑃𝐴𝑔𝐴𝑊 +𝐼𝑅𝑔𝑅𝑊 < 𝜏𝑊 −𝑁𝑊 |𝐻𝐴,1), (15)

where 𝑔𝐴𝑊 ∼ Exp( 1
2𝜎2𝐴𝑊

) and 𝑔𝑅𝑊 ∼ Exp( 1
2𝜎2𝑅𝑊

). When
𝜏𝑊 < 𝑁𝑊 , we can simply get that ℙ𝑀𝐷,𝑊 = 1. When
𝜏𝑊 ≥ 𝑁𝑊 , supposing 𝑋1 = 𝑃𝐴𝑔𝐴𝑊 and 𝑋2 = 𝐼𝑅𝑔𝑅𝑊 , we
can know that 𝑋1 ∼ Exp( 1

2𝑃𝐴𝜎2𝐴𝑊
) and 𝑋2 ∼ Exp( 1

2𝐼𝑅𝜎2𝑅𝑊
).

Therefore, defining 𝑌 = 𝑋1 + 𝑋2, the probability density
function (PDF) of 𝑌 can be calculated as

𝑓𝑌 (𝑦) =∫
𝑦

0
𝑓𝑋1

(𝑥1)𝑓𝑋2
(𝑦 − 𝑥1)𝑑𝑥1

=𝜆1𝜆2𝑒−𝜆2𝑦 ∫
𝑦

0
𝑒(𝜆2−𝜆1)𝑥1𝑑𝑥1

=

{
𝜆1𝜆2
𝜆2−𝜆1

(𝑒−𝜆1𝑦 − 𝑒−𝜆2𝑦), 𝜆1 ≠ 𝜆2,
𝜆2𝑦𝑒−𝜆𝑦, 𝜆1 = 𝜆2 = 𝜆,

(16)

where 𝜆1 =
1

2𝑃𝐴𝜎2𝐴𝑊
. Then, the CDF of 𝑌 is obtained as

𝐹𝑌 (𝑦) =

{
1 − 𝜆2

𝜆2−𝜆1
𝑒−𝜆1𝑦 + 𝜆1

𝜆2−𝜆1
𝑒−𝜆2𝑦, 𝜆1 ≠ 𝜆2,

1 − 𝑒−𝜆𝑦(𝜆𝑦 + 1), 𝜆1 = 𝜆2 = 𝜆.
(17)

From (15) and (17), we can express ℙ𝑀𝐷,𝑊 as
ℙ𝑀𝐷,𝑊 =ℙ(𝑃𝐴𝑔𝐴𝑊 + 𝐼𝑅𝑔𝑅𝑊 < 𝜏𝑊 −𝑁𝑊 |𝐻𝐴,1)

=
{

0, 𝜏𝑊 < 𝑁𝑊 ,
𝐹𝑌 (𝜏𝑊 −𝑁𝑊 ), 𝜏𝑊 ≥ 𝑁𝑊 .

(18)

Substitute (14) and (18) into (13), we can obtain Willie’s
DEP as

ℙ𝑒,𝑊 =
⎧⎪⎨⎪⎩

1 − 𝜂𝐴, 𝜏𝑊 < 𝑁𝑊 ,
(1 − 𝜂𝐴)𝑒−𝜆2(𝜏𝑊 −𝑁𝑊 )+
𝜂𝐴𝐹𝑌 (𝜏𝑊 −𝑁𝑊 )

, 𝜏𝑊 ≥ 𝑁𝑊 . (19)
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4.2. Detection Error Probability of Sam
Sam detects forwarding signals from the UAV relay in

the second phase. Similar to (9), we can express Sam’s DEP
as

ℙ𝑒,𝑆 = 𝜋𝑅,0ℙ𝐹𝐴,𝑆 + 𝜋𝑅,1ℙ𝑀𝐷,𝑆 , (20)
where 𝜋𝑅,0 is the prior probability of 𝐻𝑅,0 being true and
𝜋𝑅,1 = 1−𝜋𝑅,0 denotes that of 𝐻𝑅,1 being true. 𝐻𝑅,0 denotes
the null hypothesis that the relay does not transmit signals,
and 𝐻𝑅,1 denotes the alternative hypothesis against 𝐻𝑅,0,
i.e., the relay transmits signals.

When no outage occurs in Alice’s transmission, the
relay can correctly decode the message and then forward
Alice’s transmitted information to Bob with a probability
of 𝜂𝑅 ∈ (0, 1]. Otherwise, the relay can not forward covert
information to Bob with a probability of 1. Denoting the
SINR of the link between Alice and the relay as 𝛾𝐴𝑅, we can
express 𝛾𝐴𝑅 as

𝛾𝐴𝑅 =
𝑃𝐴𝑔𝐴𝑅

𝐼𝑅𝑅 +𝑁𝑅
, (21)

where 𝐼𝑅𝑅 represents the self-interference generated by the
relay on itself. We assume that the relay employs perfect SIC
technology to eliminate self-interference, hence 𝐼𝑅𝑅 = 0.
Thus, (21) can be reformulated as 𝛾𝐴𝑅 = 𝑃𝐴𝑔𝐴𝑅∕𝑁𝑅.

We define the threshold of SINR for no transmission
outage as 𝛾th. Since 𝑔𝐴𝑅 ∼ Exp( 1

2𝜎2𝐴𝑅
), the outage probability

on the link between Alice and the relay in the first phase can
be expressed as

ℙ𝑜,𝐴𝑅 = ℙ(𝛾𝐴𝑅 < 𝛾th) = ℙ(𝑔𝐴𝑅 <
𝛾th𝑁𝑅
𝑃𝐴

) = 1−𝑒
− 𝛾th𝑁𝑅

2𝜎2𝐴𝑅𝑃𝐴 .

(22)
Denote the power of Sam’s received signals in the second

phase as 𝑃𝑆 , we can express it as

𝑃𝑆 =
{

𝑃𝑆,0 = 𝐼𝐵𝑔𝐵𝑆 +𝑁𝑆 , 𝐻𝑅,0,
𝑃𝑆,1 = 𝑃𝑅𝑔𝑅𝑆 + 𝐼𝐵𝑔𝐵𝑆 +𝑁𝑆 , 𝐻𝑅,1.

(23)

Similar to (14) and (18), defining 𝑍 = 𝑃𝑅𝑔𝑅𝑆 + 𝐼𝐵𝑔𝐵𝑆 ,
we can derive ℙ𝐹𝐴,𝑆 and ℙ𝑀𝐷,𝑆 as

ℙ𝐹𝐴,𝑆 =
{

1, 𝜏𝑆 < 𝑁𝑆 ,
𝑒−𝜃2(𝜏𝑆−𝑁𝑆 ), 𝜏𝑆 ≥ 𝑁𝑆 ,

(24)

and

ℙ𝑀𝐷,𝑆 =
{

0, 𝜏𝑆 < 𝑁𝑆 ,
𝐹𝑍 (𝜏𝑆 −𝑁𝑆 ), 𝜏𝑆 ≥ 𝑁𝑆 ,

(25)

where

𝐹𝑍 (𝑧) =

{
1 − 𝜃2

𝜃2−𝜃1
𝑒−𝜃1𝑧 + 𝜃1

𝜃2−𝜃1
𝑒−𝜃2𝑧, 𝜃1 ≠ 𝜃2,

1 − 𝑒−𝜃𝑧(𝜃𝑧 + 1), 𝜃1 = 𝜃2 = 𝜃,
(26)

𝜃1 = 1
2𝑃𝑅𝜎2𝑅𝑆

and 𝜃2 = 1
2𝐼𝐵𝜎2𝐵𝑆

. 𝜏𝑆 and 𝑁𝑆 denote the
threshold and received noise power at Sam, respectively.

By substituting (8), (22), (24) and (25) into (20), we can
derive ℙ𝑒,𝑆 as

ℙ𝑒,𝑆 =
⎧⎪⎨⎪⎩

1 − 𝛿, 𝜏𝑆 < 𝑁𝑆 ,
(1 − 𝛿)𝑒−𝜃2(𝜏𝑆−𝑁𝑆 )+
𝛿𝐹𝑍 (𝜏𝑆 −𝑁𝑆 )

, 𝜏𝑆 ≥ 𝑁𝑆 ,
(27)

where 𝛿 = 𝜋𝑅,1 = 𝜂𝑅𝜂𝐴𝑒
− 𝛾th𝑁𝑅

2𝑃𝐴𝜎2𝐴𝑅 .
4.3. Infimums of Willie’s and Sam’s DEPs

We can find that Willie’s and Sam’s detection threshold
significantly influence their DEP, respectively. Since we do
not know how much information the adversary has to help
the detection of wardens, we opt for a worst-case scenario in
covert communication. That is, each warden can apply the
optimal threshold to achieve minimum DEP. Since in some
cases the DEP only has a lower bound but no minimum,
we derive the infimums of Willie’s and Sam’s DEPs, which
include both the minimum and the lower bound in different
cases. In this work, we will apply these infimums to mea-
sure the overall DEP of non-colluding wardens and further
satisfy the covertness constraint with the overall DEP in the
optimization problem.

Noting that in Section 3, we describe the assumption
that two wardens are located in the main lobe area between
the transmitter and receiver of two hops as the worst-case
scenario concerning wardens’ locations for covert commu-
nication. In this subsection, we apply the worst-case scenario
for covert communication concerning the threshold selection
at wardens in this work, i.e., best threshold for minimal DEP.
Both worst-case scenarios for covert communication result
in “strong wardens” in this work. As the result, since we
explore and achieve covert THz communication with the
covertness constraint and throughput maximization against
“strong wardens”, the theoretical model and optimization
framework in this work can still achieve covert commu-
nications when the wardens in this work are not “strong
wardens”, which indicates that this work can serve as a
conservative bench mark in the proposed UTWN.

According to (19), ℙ𝑒,𝑊 remains 1 − 𝜂𝐴 if 𝜏𝑊 < 𝑁𝑊 .
When 𝜏𝑊 ≥ 𝑁𝑊 , the derivative of ℙ𝑒,𝑊 with respect to 𝜏𝑊is

𝜕ℙ𝑒,𝑊

𝜕𝜏𝑊
=

⎧⎪⎪⎨⎪⎪⎩

𝜂𝐴𝜆1𝜆2
𝜆2 − 𝜆1

(𝑒−𝜆1𝜏
′
𝑊 − 𝑒−𝜆2𝜏

′
𝑊 )

− 𝜆2(1 − 𝜂𝐴)𝑒
−𝜆2𝜏′𝑊

, 𝜆1 ≠ 𝜆2,

𝜆𝑒−𝜆𝜏
′
𝑊 (𝜆𝜂𝐴𝜏′𝑊 + 𝜂𝐴 − 1), 𝜆1 = 𝜆2 = 𝜆,

(28)
where 𝜏′𝑊 = 𝜏𝑊 −𝑁𝑊 .

Based on (28), when 𝜆1 = 𝜆2 = 𝜆, we can get the
extreme point 𝜏∗𝑊 = 1−𝜂𝐴

𝜆𝜂𝐴
+ 𝑁𝑊 and the minimum DEP

ℙ∗
𝑒,𝑊 = 𝜂𝐴(1 − 𝑒

𝜂𝐴−1
𝜂𝐴 ).
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When 𝜆1 ≠ 𝜆2, there are two different cases of ℙ𝑒,𝑊 .
Case 1: 𝜆2

𝜆1
> 1−2𝜂𝐴

1−𝜂𝐴
. In this case, we can derive the

extreme point of ℙ𝑒,𝑊 as 𝜏∗𝑊 = 1
𝜆2−𝜆1

log(1+ (1−𝜂𝐴)(𝜆2−𝜆1)
𝜂𝐴𝜆1

)+
𝑁𝑊 . The minimum DEP can be obtained as ℙ∗

𝑒,𝑊 = (1 −
𝜂𝐴)𝜅

𝜆2
𝑊 + 𝜂𝐴(1 − 𝜆2

𝜆2−𝜆1
𝜅𝜆1
𝑊 + 𝜆1

𝜆2−𝜆1
𝜅𝜆2
𝑊 ), where 𝜅𝑊 = (1 +

(1−𝜂𝐴)(𝜆2−𝜆1)
𝜂𝐴𝜆1

)
1

𝜆1−𝜆2 .
Case 2: 𝜆2

𝜆1
≤ 1−2𝜂𝐴

1−𝜂𝐴
. In this case, we can find that

𝜕ℙ𝑒,𝑊
𝜕𝜏𝑊

< 0 always holds. Thus, the minimum value of ℙ𝑒,𝑊
does not exist and we can only get a lower bound of ℙ𝑒,𝑊 .
That is, ℙ𝑒,𝑊 > lim

𝜏𝑊 →+∞
ℙ𝑒,𝑊 = 𝜂𝐴.

Considering the two cases above, we use the infimum of
DEP to characterize the optimal detection performance of
wardens. The infimum of ℙ𝑒,𝑊 can be expressed as

inf ℙ𝑒,𝑊 =

⎧
⎪⎪⎪⎨⎪⎪⎪⎩

𝜂𝐴, 𝜆1 ≠ 𝜆2,
𝜆2
𝜆1

≤ 1−2𝜂𝐴
1−𝜂𝐴

,

(1 − 𝜂𝐴)𝜅
𝜆2
𝑊 + 𝜂𝐴(1−

𝜆2𝜅
𝜆1
𝑊

𝜆2 − 𝜆1
+

𝜆1𝜅
𝜆2
𝑊

𝜆2 − 𝜆1
),

𝜆1 ≠ 𝜆2,
𝜆2
𝜆1

> 1−2𝜂𝐴
1−𝜂𝐴

,

𝜂𝐴(1 − 𝑒
𝜂𝐴−1
𝜂𝐴 ), 𝜆1 = 𝜆2 = 𝜆.

(29)
Similar to (29), the infimum of Sam’s DEP ℙ𝑒,𝑆 can be

derived as

inf ℙ𝑒,𝑆 =

⎧⎪⎪⎪⎨⎪⎪⎪⎩

𝛿, 𝜃1 ≠ 𝜃2,
𝜃2
𝜃1

≤ 1−2𝛿
1−𝛿 ,

(1 − 𝛿)𝜅𝜃2
𝑆 + 𝛿(1−

𝜃2𝜅
𝜃1
𝑆

𝜃2 − 𝜃1
+

𝜃1𝜅
𝜃2
𝑆

𝜃2 − 𝜃1
),

𝜃1 ≠ 𝜃2,
𝜃2
𝜃1

> 1−2𝛿
1−𝛿 ,

𝛿(1 − 𝑒
𝛿−1
𝛿 ), 𝜃1 = 𝜃2 = 𝜃,

(30)

where 𝜅𝑆 = (1 + (1−𝛿)(𝜃2−𝜃1)
𝛿𝜃1

)
1

𝜃1−𝜃2 .

4.4. Overall DEP of Wardens
As stated in [36] and [32], when wardens are non-

colluding, they independently detect covert transmissions
and know nothing about each other. We need to analyze
the strongest warden with the lowest minimum DEP and
make the DEP satisfy the covertness constraint (10). Conse-
quently, we can satisfy the covert constraint of each warden.
Defining the lowest minimum DEP as ℙ𝑒, we can express it
as

ℙ𝑒 = min(inf ℙ𝑒,𝑊 , inf ℙ𝑒,𝑆 ). (31)
4.5. Average Throughput

In this study, the throughput of UTWN refers to the min-
imum throughput of both hops. The SINRs of transmissions
on both hops must not fall below the predefined threshold

𝛾th. That is, 𝛾𝐴𝑅 ≥ 𝛾th and 𝛾𝑅𝐵 ≥ 𝛾th. Therefore, 𝑔𝐴𝑅 ≥ 𝛾th𝑁𝑅
𝑃𝐴

and 𝑔𝑅𝐵 ≥ 𝛾th𝑁𝐵
𝑃𝑅

. If the SINR of any hop is smaller than 𝛾th,
the throughput becomes zero. Thus, the throughput can be
expressed as

𝑇 = 𝜂𝐴(1 − ℙ𝑜,𝐴𝑅)𝜂𝑅(1 − ℙ𝑜,𝑅𝐵)min(𝑇𝐴𝑅, 𝑇𝑅𝐵), (32)
where 𝑇𝐴𝑅 and 𝑇𝑅𝐵 denote the throughputs of the channel
between Alice and the relay and the channel between the
relay and Bob, respectively. Similar to (22), we can express
the outage probability in the second phase as

ℙ𝑜,𝑅𝐵 = ℙ(𝛾𝑅𝐵 < 𝛾th) = ℙ(𝑔𝑅𝐵 <
𝛾th𝑁𝐵
𝑃𝑅

) = 1−𝑒
− 𝛾th𝑁𝐵

2𝜎2𝑅𝐵𝑃𝑅 .

(33)
According to Shannon’s formula, we get 𝑇𝐴𝑅 = 𝑊 log2(1+

𝛾𝐴𝑅) and 𝑇𝑅𝐵 = 𝑊 log2(1 + 𝛾𝑅𝐵). Then we can get 𝑇𝐴𝑅 ≥
𝑇𝑅𝐵 when 𝑔𝐴𝑅 ≥ 𝑃𝑅𝑁𝑅𝑔𝑅𝐵

𝑃𝐴𝑁𝐵
and otherwise 𝑇𝐴𝑅 < 𝑇𝑅𝐵 . The

PDF of 𝑔𝐴𝑅 is 𝑓𝑔𝐴𝑅 (𝜇) = 1
2𝜎2𝐴𝑅

𝑒
− 𝜇

2𝜎2𝐴𝑅 and the PDF of 𝑔𝑅𝐵
is 𝑓𝑔𝑅𝐵 (𝜈) = 1

2𝜎2𝑅𝐵
𝑒
− 𝜈

2𝜎2𝑅𝐵 . To simplify the analysis, we set
𝑊 = 1Hz to get the throughput per unit frequency. The
following discussion on throughput will be based on this
setting and we derive the average throughput as

𝑇 =𝜂𝐴𝜂𝑅 ∫
+∞

𝛾th𝑁𝐵
𝑃𝑅

∫
+∞

𝜈𝑃𝑅𝑁𝑅
𝑃𝐴𝑁𝐵

𝑓𝑔𝐴𝑅 (𝜇)𝑓𝑔𝑅𝐵 (𝜈)𝑇𝑅𝐵(𝜈)𝑑𝜇𝑑𝜈+

𝜂𝐴𝜂𝑅 ∫
+∞

𝛾th𝑁𝐵
𝑃𝑅

∫
𝜈𝑃𝑅𝑁𝑅
𝑃𝐴𝑁𝐵

𝛾th𝑁𝑅
𝑃𝐴

𝑓𝑔𝐴𝑅 (𝜇)𝑓𝑔𝑅𝐵 (𝜈)𝑇𝐴𝑅(𝜇)𝑑𝜇𝑑𝜈

=
𝜂𝐴𝜂𝑅
log 2

(𝑒−𝛾th(𝜁1+𝜁2) log (1 + 𝛾th) − (𝜁1 + 𝜁2)−1⋅

(𝜁1𝑒𝜁1+𝜁2 + 𝜁2𝑒
−𝜁1−𝜁2 )Ei(−(1 + 𝛾th)(𝜁1 + 𝜁2))),

(34)
where 𝜁1 = 𝑁𝑅

2𝜎2𝐴𝑅𝑃𝐴
and 𝜁2 = 𝑁𝐵

2𝜎2𝑅𝐵𝑃𝑅
. The derivation is

detailed in Appendix A.

5. Optimization Problem of Covert
Throughput
In covert communication, we want to transmit informa-

tion bits as many as possible while preventing the transmis-
sion from being detected. We define ACT as the achieved
𝑇 while satisfying the covertness constraint. As we stated
before, the goal of our optimization problem is to find the
optimal values of transmission probabilities and power on
both hops that achieve the maximum ACT 𝑇 cmax. Thus, the
optimization problem can be formulated as

argmax
𝑃𝐴,𝑃𝑅,𝜂𝐴,𝜂𝑅

𝑇 (35a)
𝑠.𝑡. ℙ𝑒 ≥ 0.5 − 𝜖, (35b)
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𝑃𝐴, 𝑃𝑅 ∈ [0, 𝑃max], (35c)
𝜂𝐴, 𝜂𝑅 ∈ [0, 1], (35d)

where 𝜖 is the given parameter representing the strength
of covertness constraint and 𝜖 > 0. 𝑃max is the maximum
transmission power of Alice and UAV relay.

The problem (35) is a nonlinear optimization problem
with inequality constraints and multiple decision variables.
Due to the complexity of (34), it is difficult to obtain the
optimal solutions of (35) and the closed-form expression
of the maximum ACT. In this work, we apply a heuristic
method named genetic algorithm (GA) to solve (35), which
is available for various kinds of optimization problems. We
design and implement the method as Algorithm 1. Consid-
ering the principle of GA and the discrete sampling of a
continuous solution space, it is very likely that we get a near-
optimal solution for ACT maximization by Algorithm 1. The
key concepts and operations of Algorithm 1 are illustrated as
follows.

Algorithm 1: GA for the solution of (35)
Input: 𝜖: Strength of covertness constraint;
Output: 𝑃 ∗

𝐴, 𝑃
∗
𝑅, 𝜂

∗
𝐴, 𝜂

∗
𝑅: Optimal values of 𝑃𝐴, 𝑃𝑅,

𝜂𝐴 and 𝜂𝑅 which achieve maximum ACT;
𝑇 cmax: Maximum ACT;

1 Initialization: Maximum generations 𝐾 , population
size 𝑁 , crossover probability 𝑝𝑐 , mutation
probability 𝑝𝑚;

2 Randomly generate the initial population with
genes;

3 Calculate the fitness scores of the population
according to the fitness function 𝐹𝑓𝑖𝑡 and record
the scores;

4 𝑘 = 1;
5 for 𝑘 ≤ 𝐾 do
6 Select individuals from the previous population;
7 Generate offspring by crossover with a preset

probability 𝑝𝑐 ;
8 Mutate offspring with a preset probability 𝑝𝑚;
9 Offspring constitute the new generation of

population;
10 Calculate the fitness score of the population and

record the score;
11 Store the gene of the individual with the highest

fitness score and record the score as 𝑇 cmax;
12 if termination criteria are satisfied then
13 break;
14 end
15 end
16 Obtain 𝑃 ∗

𝐴, 𝑃 ∗
𝑅, 𝜂∗𝐴 and 𝜂∗𝑅 by translating the gene of

the best individual.

Genotype: In (35), 𝑃𝐴, 𝑃𝑅, 𝜂𝐴 and 𝜂𝑅 are decision
variables, and each of them is represented by 8 consecutive
binary numbers. Then, the genotype consists of 32 binary
numbers.

Fitness function: The fitness function gives an individ-
ual’s fitness score based on its gene, indicating their envi-
ronmental adaptability. The fitness function of our problem
is defined as

𝐹𝑓𝑖𝑡 =
{

0, ℙ𝑒 < 0.5 − 𝜖,
𝐶, ℙ𝑒 ≥ 0.5 − 𝜖.

(36)
Selection: In each generation, we use the tournament

selection method to select individuals from the population
of the last generation based on their fitness scores and obtain
a new population. An individual with a higher fitness score
is more likely to be selected and remain in the population.

Crossover: The population will give birth to offspring
with a preset probability 𝑝𝑐 , and the offspring’s genes are
formed by the crossover of their parents’ genes. Otherwise,
the crossover will not occur, and the offspring’s genes will
be the same as their parents.

Mutation: Once a new individual is generated, it mu-
tates with a preset probability 𝑝𝑚. Once it mutates, a random
binary number in its gene will be inverted. That is, 0 becomes
1, and 1 becomes 0. After selection, crossover, and mutation,
all offspring form a new population generation.

Termination criteria: The iterations in Algorithm 1
are terminated if the genes of the best individual remain
unchanged after a specified number of generations, or if the
maximum number of generations has been reached.

6. Numerical Results
We first obtain the numerical results of Willie’s DEP,

Sam’s DEP, and average throughput, and then give the sim-
ulation results to validate our derivations. Then, we imple-
ment Algorithm 1 in Matlab to get the optimal values of de-
cision variables for maximum ACT in problem (35), and ac-
quire the numerical results to explore the impacts of critical
parameters on network performance. Based on these results,
we further analyze the prior probabilities of Alice’s and the
relay’s covert transmissions and get a meaningful finding.
Unless otherwise specified, the values of main parameters
are listed in Table 2. Besides, we set the distances of links
as 𝑑𝐴𝑅 = 100m, 𝑑𝑅𝐵 = 150m, 𝑑𝐴𝑊 = 60m, 𝑑𝑅𝑊 = 40m,
𝑑𝑅𝑆 = 80m and 𝑑𝐵𝑆 = 70m. As for figures illustrating the
results of GA, we execute Algorithm 1 once for each point
on the horizontal axis, including the initialization, evolution,
and convergence of the population. By setting a sufficiently
large population size and maximum iteration number, as
well as setting high crossover and mutation probabilities,
the exploration ability of GA can be effectively guaranteed,
thereby improving the reliability of solutions obtained by
executing GA once. On the other hand, under the premise
that the concealment constraint is always satisfied, although
the curves of the decision parameters obtained by executing
GA once fluctuate in Fig.10, Fig.12 and Fig.14, the stability
exhibited by the curves of maximum ACT (smoothness of
the curves) in Fig.9, Fig.11, and Fig.13 indicates that the
optimization result obtained by running GA once is effective
and stable with a reasonable configuration of algorithm
parameters.
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Table 2
Main Parameters

Parameter name Value
Carrier frequency 300GHz
Subcarrier bandwidth 5GHz
Maximum transmission power 1W
SINR threshold 20dB
Antenna gain 27dB
Noise figure 1
Population size in GA 10000
Maximal generations in GA 1000
Crossover probability in GA 0.6
Mutation probability in GA 0.5

-100 -95 -90 -85 -80 -75 -70 -65 -60 -55 -50

0

0.1

0.2

0.3

0.4

0.5

0.6

0.7

D
E

P
 o

f 
W

il
li

e

Figure 3: Willie’s DEP ℙ𝑒,𝑊 with respect to Willies’s detection
threshold 𝜏𝑊 for different Alice’s transmission probability 𝜂𝐴
when 𝑃𝐴 = 𝐼𝑅 = 0.1𝑊 .

6.1. Validation of DEP and Average Throughput
We first explore the impact of 𝜂𝐴 on Willie’s DEP ℙ𝑒,𝑊 .

As illustrated in Fig.3, when 𝜂𝐴 = 0.3 or 𝜂𝐴 = 0.7,
although Willie’s DEP will become very high when 𝜏𝑊 is in
a specific interval, there is another interval of 𝜏𝑊 that makes
the DEP very low. The minimum DEP of Willie is higher
when 𝜂𝐴 = 0.5 compared to 𝜂𝐴 = 0.3 and 𝜂𝐴 = 0.7. Note
that when 𝜂𝐴 = 0.3, there is no minimum value of ℙ𝑒,𝑊 ,
but only the limit value as a lower bound when 𝜏𝑊 tends to
positive infinity. For ease of comparison, we draw a point
of (−50, 0.3) as Willie’s minimum DEP with 𝜂𝐴 = 0.3, as
shown in Fig.3. Although we do not show the impacts of
𝑃𝐴 and 𝐼𝑅 on ℙ𝑒,𝑊 , we can easily find that ℙ𝑒,𝑊 becomes
lower with a larger 𝑃𝐴 or a smaller 𝐼𝑅 as illustrated in our
work [30]. It is reasonable since more powerful signals are
easier to detect, and stronger interference helps hide covert
signals. Simulation results verify the correctness of (19).
Meanwhile, we also calculate Willie’s minimum DEP with
optimal thresholds based on (29) and mark the points in
Fig.3. We can see that these points match the curves, which
illustrate the correctness of our derivation. In addition, 𝜂𝐴
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Figure 4: Sam’s DEP ℙ𝑒,𝑆 with respect to Sam’s detection
threshold 𝜏𝑆 for different relay’s transmission probability 𝜂𝑅
when 𝜂𝐴 = 0.5 and 𝑃𝐴 = 𝑃𝑅 = 𝐼𝑅 = 𝐼𝐵 = 0.1𝑊 .
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Figure 5: Average throughput 𝑇 with different values of
configure parameters.

achieves the biggest value of Willie’s minimum DEP, which
deteriorates Willie’s detection.

In Fig.4, the pattern between 𝜂𝑅 and ℙ𝑒,𝑆 when 𝜂𝐴 = 0.5
and 𝑃𝐴 = 𝑃𝑅 = 𝐼𝑅 = 𝐼𝐵 = 0.1𝑊 is shown. When 𝜂𝑅 = 0.5,
Sam’s DEP is large when 𝜏𝑆 is in a specific interval, while
there is another interval of 𝜏𝑆 that makes the DEP small.
Among the three curves, we can find that the minimum DEP
of 𝜂𝑅 = 1.0 is higher than those of 𝜂𝑅 = 0.5 and 𝜂𝑅 = 0.8,
and minimum DEPs of 𝜂𝑅 = 0.8 and 𝜂𝑅 = 1.0 are very close.
Therefore, compared to the impact of 𝜂𝐴 on ℙ𝑒,𝑊 , 𝜂𝑅 has a
weaker influence on ℙ𝑒,𝑆 .

The theoretical values of average throughput 𝑇 and cor-
responding simulation results with different values of critical
parameters are shown in Fig.5. Note that the curves of 𝑇 are
respect to 𝑃𝐴 and the basic config consists of 𝑃𝑅 = 0.1𝑊 ,
𝜂𝐴 = 𝜂𝑅 = 0.5, 𝛾th = 100 and 𝑓𝑐 = 300GHz. The legend of
this figure illustrates the inconsistent parameters for curves
with a different value of one parameter compared to the basic
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Figure 6: Average throughput 𝑇 for different relay’s transmis-
sion power 𝑃𝑅 when 𝜂𝐴 = 𝜂𝑅 = 0.5.

config. From Fig.5, we can see that 𝑇 becomes bigger when
both 𝜂𝐴 and 𝜂𝑅 become higher since higher transmission
probabilities mean more chances to send signals and make
a larger throughput. A bigger threshold of SINR results in a
lower 𝑇 because the requirement of wireless communication
becomes stricter. Besides, 𝑇 is restricted by 𝑃𝐴 when 𝑃𝐴is less than a certain value since the throughput of the first
hop is smaller than that of the second hop, and vice versa.
Moreover, we find that 𝑇 with the carrier frequency 𝑓𝑐 =
400GHz is less than that with 𝑓𝑐 = 300GHz. This is due to a
more severe propagation loss caused by a higher 𝑓𝑐 . Besides,
simulation results show the correctness of (34).
6.2. Impacts of Decision Parameters on Average

Throughput
In this subsection, we will further discuss the impacts

of decision parameters on average throughput 𝑇 . Since the
impact of 𝑃𝐴 is already shown in Fig.5, we first illustrate
the impact of 𝑃𝑅 in Fig.6. We can see that 𝑇 grows with the
increase of 𝑃𝑅, and the growth speed becomes faster first
and then slows down gradually. Meanwhile, we can also find
that when 𝑃𝑅 is small, 𝑇 of 𝑃𝐴 = 0.1𝑊 is the same as 𝑇
of 𝑃𝐴 = 0.5𝑊 when 𝛾th = 100. Because 𝑇 is the minimal
average throughput of two hops and a small 𝑃𝑅 makes 𝑇𝑅𝐵
less than 𝑇𝐴𝑅. Thus, if 𝑃𝐴 is sufficiently larger than 𝑃𝑅, 𝑇
does not change with different 𝑃𝐴.

When 𝑃𝑅 is large resulting 𝑇𝑅𝐵 ≥ 𝑇𝐴𝑅, we can obtain
𝑇 = 𝑇𝐴𝑅 and 𝑇𝐴𝑅 is related to 𝑃𝐴. Therefore, we can see
that 𝑇 of 𝑃𝐴 = 0.5𝑊 is larger than 𝑇 of 𝑃𝐴 = 0.1𝑊 when
𝛾th = 100, and 𝑇 of 𝛾th = 100 is close to 𝑇 of 𝛾th = 400
when 𝑃𝐴 = 0.1𝑊 with a large 𝑃𝑅 in Fig.6.

The pattern between 𝑇 and 𝜂𝐴 is illustrated in Fig.7.
Regardless of the values of 𝑃𝐴 and 𝑃𝑅, 𝑇 and 𝜂𝐴 show a
positive correlation, as shown in Fig.7. This rule can be
proved by (34). In Fig.8, the impact of 𝛾th on 𝑇 is shown.
Naturally, the larger 𝛾th is, the smaller 𝑇 is. Besides, an equal
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Figure 7: Average throughput 𝑇 for different Alice’s transmis-
sion probability 𝜂𝐴 when 𝜂𝑅 = 0.5.
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Figure 8: Average throughput 𝑇 for different SINR threshold
𝛾th when 𝜂𝐴 = 𝜂𝑅 = 0.5.

increase in 𝑃𝑅 can result in a higher 𝑇 than 𝑃𝐴, which can
be found in Fig.7 and Fig.8.
6.3. Impacts of Decision Parameters on Maximum

ACT
The optimization of maximum ACT 𝑇 cmax is formulated

regarding the transmission power and transmission proba-
bilities of both hops in the proposed UTWN. To solve this
problem, we design Algorithm 1 based on GA to obtain
optimal values of 𝑃𝐴, 𝑃𝑅, 𝜂𝐴 and 𝜂𝑅 which achieve 𝑇 cmax
with a given 𝜖. By Algorithm 1, we obtain 𝑇 cmax for different
𝜖 and illustrate it in Fig.9. For 𝐼𝐵 = 𝐼𝑅 = 0.1𝑊 , 𝑇 cmax
equals 0 when 𝜖 ≤ 0.01; for 𝐼𝐵 = 𝐼𝑅 = 0.01𝑊 , 𝑇 cmax
equals 0 when 𝜖 ≤ 0.05. The reason why 𝑇 cmax equals 0
is that the covertness constraint is too strong to be satisfied
(i.e., small 𝜖) with the given interference power. When the
constraint is satisfied, 𝑇 cmax becomes larger with stronger
interference because it helps cover the signals. Meanwhile,
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Figure 9: Maximum average covert throughput (ACT) 𝑇 cmax
for different 𝜖 representing different strength of covertness
constraint.
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Figure 10: Optimal decision parameters 𝑃 ∗
𝐴 , 𝑃

∗
𝑅, 𝜂

∗
𝐴 and 𝜂∗𝑅 to

achieve 𝑇 cmax for different 𝜖 when 𝐼𝐵 = 𝐼𝑅 = 0.1𝑊 .

𝑇 cmax shows an approximately positive linear relationship
with respect to 𝜖 since we can transmit signals with a
higher power while keeping the signals covert with a large
𝜖. More information bits can be delivered covertly when the
covertness constraint is weaker.

Fig.10 shows the optimal decision parameters 𝑃 ∗
𝐴, 𝑃

∗
𝑅, 𝜂

∗
𝐴

and 𝜂∗𝑅 to achieve 𝑇 cmax for different 𝜖 when 𝐼𝑅 = 𝐼𝐵 =
0.1𝑊 in Fig.9. As illustrated in Fig.10, all these parameters
equal 0 for small 𝜖 ≤ 0.01 since we cannot satisfy the
covertness constraint and thus do not emit covert signals.
When 𝜖 >= 0.02, 𝑃 ∗

𝐴 and 𝑃 ∗
𝑅 show a growing trend as 𝜖

increase. The trend fits the growing trend of 𝑇 cmax in Fig.9.
Meanwhile, 𝜂∗𝑅 is always close to 1.0, and 𝜂∗𝐴 increases with
the increase of 𝜖. It means that, given a larger 𝜖 and prede-
fined parameters in the network, Alice can transmit signals
with a higher 𝜂𝐴 and the relay always needs to forward the
messages once it receives Alice’s signals and successfully
decodes them. This phenomenon occurs because when 𝜖 is

large, the covertness constraint can be satisfied even if the
transmission probability is high. Besides, the phenomenon
also indicates that compared to 𝜂𝑅, 𝜂𝐴 takes a more signifi-
cant influence on 𝑇 cmax.

Noting that the curves of 𝑃 ∗
𝐴, 𝑃

∗
𝑅, 𝜂

∗
𝐴 and 𝜂∗𝑅 has small

fluctuations. Generally, a larger 𝜖 refers to a weak covertness
constraint and thus results in a larger transmission probabil-
ity in covert communication. But in Fig.10, sometimes both
𝑃 ∗
𝐴 and 𝑃 ∗

𝑅 decrease with a larger 𝜖. In this case, we can see
that 𝜂∗𝐴 will increase and finally enlarge 𝑇 cmax. Therefore,
the decrease of 𝑃 ∗

𝐴 and 𝑃 ∗
𝑅 is not unreasonable if a higher

𝑇 cmax can be achieved. As for the fluctuations, we come
up with two potential reasons. First, GA may converge to
different solutions over multiple simulations with the same
configuration. For each 𝜖, GA will reinitialize the population
and search for the optimal solution. The exploration and
mutation of GA is also random. Therefore, the convergence
process (the process of finding the best individual in the
solution space) is uncertain, resulting in different solutions.
If the fitness values corresponding to multiple alternative
solutions are very close, GA may obtain a random solu-
tion among these alternative solutions. Consequently, the
obtained solution with a given 𝜖 may not be adjacent enough
to the solution obtained with adjacent 𝜖, which results in
fluctuations. Another reason is that the resolution of GA is
not small enough. The length of gene sequence determines
the resolution of decision variables, and a long length repre-
sents a small resolution which reduces the errors of adjacent
sample values of a decision variable. If the resolution is not
small enough, errors between obtained solutions and real
optimal solution are large, which results in fluctuations of
curves in Fig.10. Regardless of these reasons, the curves of
𝑇 cmax in Fig.9, 11, and 13 are approximately smooth, which
verifies the effectiveness of Algorithm 1 in obtaining optimal
decision parameters and achieving 𝑇 cmax. This phenomenon
also indicates that there is a subspace in the solution space
where multiple alternative solutions can achieve very similar
ACT. Algorithm 1 may converge to a random alternative
solution in this subspace and the randomness could result
in the fluctuations in Fig.10.

Fig.11. illustrates the impact of interference power on
𝑇 cmax. Here, inference power is the values of 𝐼𝑅 and 𝐼𝐵and we set 𝐼𝐵 = 𝐼𝑅. As the interference power increases,
𝑇 cmax also increases and the growth rate is slowing down.
Meanwhile, a lower 𝜖 results in a smaller 𝑇 cmax. The values
of 𝑇 cmax with 𝜖 = 0.1 and 𝜖 = 0.05 when 𝐼𝑅 = 𝐼𝐵 = 0.1𝑊
in Fig.11 also match the values in Fig.9.

The optimal decision parameters 𝑃 ∗
𝐴, 𝑃

∗
𝑅, 𝜂

∗
𝐴 and 𝜂∗𝑅 to

achieve 𝑇 cmax for different interference power when 𝜖 =
0.1 and 𝐼𝑅 = 𝐼𝐵 = 0.1𝑊 are shown in Fig.12. As the
interference power increases, 𝜂∗𝐴 continues to grow slightly
and 𝜂∗𝑅 remains almost unchanged when the interference
power is larger than 0.5W. Meanwhile, 𝑃 ∗

𝐴 and 𝑃 ∗
𝑅 also

increase in most cases, and the fluctuations of curves can be
explained as above. It means that higher transmission power

Xinzhe Pi et al.: Preprint submitted to Elsevier Page 12 of 18

                  



Transmission Probability and Power Optimization for Covert Communications in UAV-Aided THz Wireless Networks

0 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9 1

4

4.5

5

5.5

6

6.5

7

7.5

8

Figure 11: Maximum ACT 𝑇 cmax for different interference
power 𝐼𝑅 = 𝐼𝐵.
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Figure 12: Optimal decision parameters 𝑃 ∗
𝐴 , 𝑃

∗
𝑅, 𝜂

∗
𝐴 and 𝜂∗𝑅 to

achieve 𝑇 cmax for different interference power when 𝜖 = 0.1.

in two hops can also satisfy the covertness constraint with
the help of larger interference, thus enhancing 𝑇 cmax.

𝑇 cmax for different 𝑃max when 𝐼𝑅 = 𝐼𝐵 = 0.1𝑊
is shown in Fig.13. When 𝑃max is smaller than a specific
value, 𝑇 cmax increases with the increase of 𝑃max. We can find
the reason in Fig.14, in which 𝑃 ∗

𝐴, 𝑃
∗
𝑅, 𝜂

∗
𝐴 and 𝜂∗𝑅 for 𝑇 cmaxwhen 𝜖 = 0.1 are illustrated. Please note that 𝜂∗𝐴 and 𝜂∗𝑅represent Alice’s optimal transmission probability and the

relay’s optimal transmission probability, respectively, and
they are distinct from the concept of prior probabilities.
Their differences have been explained in detail in Section
3.4. Actually, greater 𝑃𝐴 and 𝑃𝑅 than 𝑃 ∗

𝐴 and 𝑃 ∗
𝑅 can also

satisfy the covertness constraint, but a small 𝑃max limits the
transmission power in two hops. Therefore, 𝑃 ∗

𝐴 and 𝑃 ∗
𝑅 are

just the same as 𝑃max when 𝑃max is small as shown in Fig.14.
Besides, 𝜂∗𝐴 firstly remains close to 0.6 and then falls to 0.55,
while 𝜂∗𝑅 is always close to 1. It is because a larger 𝜂∗𝐴 with
a small 𝑃 ∗

𝐴 and 𝑃 ∗
𝑅 can still satisfy the covertness constraint
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Figure 13: Maximum ACT 𝑇 cmax for different maximum trans-
mit power 𝑃max when 𝐼𝑅 = 𝐼𝐵 = 0.1𝑊 .
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Figure 14: Optimal decision parameters 𝑃 ∗
𝐴 , 𝑃

∗
𝑅, 𝜂

∗
𝐴 and 𝜂∗𝑅 to

achieve 𝑇 cmax for different 𝑃max when 𝜖 = 0.1 and 𝐼𝐵 = 𝐼𝑅 =
0.1𝑊 .

and achieve 𝑇 cmax. When 𝑃max becomes large enough, the
limitation of 𝑃 ∗

𝐴 and 𝑃 ∗
𝑅 disappear. We can see that 𝑇 cmaxremains almost unchanged at the right side of curves in

Fig.13.
6.4. Prior Probabilities of Transmissions in the

UTWN When Maximum ACT Is Achieved
As we stated above, the prior probability 𝜋𝐴,1 of Alice’s

transmission represents the probability of 𝐻𝐴,1 being true,
i.e., the probability of the existence of Alice’s transmission.
Similarly, 𝜋𝑅,1 represents the probability of 𝐻𝑅,1 being true.
Fig.15 shows the values of 𝜋𝐴,1 and 𝜋𝑅,1 for different 𝜖 when
𝑇 cmax is achieved. We do not show 𝜋𝐴,0 and 𝜋𝑅,0 in Fig.15
since 𝜋𝐴,0 = 1 − 𝜋𝐴,1 = and 𝜋𝑅,0 = 1 − 𝜋𝑅,1. This figure
illustrates that both 𝜋𝐴,1 and 𝜋𝑅,1 equal 0 when 𝜖 = 0.01
since the covertness constraint cannot be satisfied with given
network parameters, and thus, no covert transmission occurs.
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Figure 15: Prior probabilities 𝜋𝐴,1 and 𝜋𝑅,1 when 𝑇 cmax is
achieved for different 𝜖 with 𝐼𝐵 = 𝐼𝑅 = 0.1𝑊 .

We can see that 𝜋𝐴,1 and 𝜋𝑅,1 are close to 0.5 when 0.02 ≤
𝜖 ≤ 0.05. When 𝜖 ≥ 0.06, 𝜋𝐴,1 and 𝜋𝑅,1 show a growing
trend while 𝜖 is increasing. In this case, both 𝜋𝐴,1 and 𝜋𝑅,1are greater than 0.5. This result indicates that equal prior
probabilities are not always the optimal selection for multi-
hop covert communication, especially for a large 𝜖. Accord-
ingly, the assumption of equal prior probabilities at wardens
may not be reasonable since Alice and relay can apply un-
equal prior probabilities and achieve optimal performance.
Furthermore, even if wardens have a priori knowledge of
the prior probabilities of transmissions, the minimum overall
DEP ℙ𝑒 we derive is the optimal detection performance that
wardens can theoretically achieve. Research on performance
optimization of covert communication needs further discus-
sion and verification with the assumption about "general
prior probabilities". For the design and implementation of
covert communication systems, the control of transmission
probability and the adjustment of prior probability need to be
carefully considered to achieve more accurate and realistic
optimal covert communication performance. For wardens,
research on their knowledge of prior probabilities and their
strategies of setting prior probabilities is still absent, which
needs further consideration and discussion in covert com-
munication. These findings illustrate the significance of our
research.

7. Discussion of Practical Challenges and
Implementation Considerations
We will mainly discuss the practical challenges and

implementation considerations of this work in application
from three aspects: mobility, coordination, and overhead.
7.1. Mobility

In wireless communications, communication nodes of-
ten exhibit mobility. Numerous techniques and schemes have
been proposed and designed to maintain the stability of mo-
bile communications. However, this significantly increases

the complexity of communication systems, especially when
the system has specific requirements.

This work focuses on covert communication in a UAV-
assisted two-hop system operating in the THz band. First,
THz communication is currently in the experimental stage
and has not yet been widely commercialized. Furthermore,
due to the severe propagation loss of THz signals in the
air, THz wireless communications impose higher demands
on antennas, such as high directivity and beam tracking
capabilities. Additionally, the requirement for signal covert-
ness makes covert communication particularly sensitive to
environmental conditions.

Considering these factors, this work assumes that the
ground nodes, such as Alice and Bob, are stationary, and the
position of the UAV relay is pre-determined based on CSI
and geographical data, with the relay operating in a hovering
mode. As a result, the network topology is stable, which
helps maintain system performance, reduces the complexity
of the covert communication system, and facilitates practical
implementation.
7.2. Coordination

We will introduce some coordination mechanisms in the
considered network to illustrate how to apply the network
and optimization framework studied in this work in reality.
The hovering position of the UAV relay can be obtained
based on geographic and topographic data and CSI, while
the CSI can be obtained by pilot signals. The covertness
of pilot signals has been explored in [37, 38]. Alice and
the relay can also know whether a warden is located in
the signal beam or not by sensing techniques, and existing
works have also discussed such technologies [39, 40]. The
principles and technologies of how to prevent sensing signals
(or radar signals) from being intercepted are well studied and
discussed [41].

We assume that Alice is a ground communication node
with sufficient computational capability. Based on environ-
mental and algorithmic parameters, the optimal transmission
power and transmission probabilities for both Alice and the
relay are obtained by applying the proposed optimization
framework. The optimized parameters for the relay are sent
from Alice to the relay via pilot signals. The relay and Bob
set a fixed interference power based on the estimation of their
own battery capacity and power consumption.
7.3. Overhead

GA is a widely applicable heuristic optimization method.
The algorithm parameters must be carefully tuned according
to the specific problem context. The computational cost of
GA is primarily influenced by three factors: the gene length
of each individual, the population size, and the overhead
of fitness evaluation. In this work, each decision variable
is represented by an 8-bit binary sequence. We choose this
value to balance solution precision and computational cost.
The population size is selected to ensure strong exploratory
capability under a single run of GA. The cost of fitness evalu-
ation is determined by the complexity involved in computing
the DEP and the ACT. Furthermore, the computational
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overhead can be reduced through parallel programming and
approximate calculation of the mathematical expressions. In
this way, we can control the overhead of GA to an acceptable
level and apply it to practical scenarios.

As for the power consumption of the network, since the
optimization problem incorporates constraints on the max-
imum transmission power and employs fixed interference
power, the overall power consumption remains controllable.

8. Conclusion
This paper investigates the covert THz communication

by joint transmission probability and power optimization in
a UTWN against two UAV wardens. Unlike most existing
works, which assume equal prior probabilities at transmit-
ters, we derive the overall DEP of non-colluding wardens
based on general prior probabilities considering the trans-
mission probability and outage probability. We also assume
that wardens know or correctly guess the prior probabili-
ties of covert transmissions in two hops and achieve high
detection accuracy, which is the worst-case scenario for
covert communication. To investigate the impacts of the
transmission power and transmission probabilities at Alice
and the UAV relay on maximum ACT, we solve the opti-
mization problem with a GA-based optimization algorithm.
Numerical and simulation results are presented to validate
our theoretical analysis and also to illustrate our findings.

Particularly, we find that prior probabilities of trans-
missions in each hop may be unequal when the maximal
ACT is achieved. For a weak covertness constraint (a large
𝜖), the probability of the existence of covert transmission
could be greater than 0.5 to achieve maximum ACT. This
suggests that the performance analysis of covert commu-
nication should consider scenarios with the assumption of
general prior probabilities, and wardens may achieve the
best detection performance by applying correct prior prob-
abilities in hypothesis testing. Therefore, it is important to
study the transmission probabilities of the source and relays
in multi-hop communication networks, since transmission
probabilities significantly influence prior probabilities and
the detection performance of wardens. In future research,
we aim to tackle the joint optimization problem against col-
luding wardens in the proposed UTWN to protect wireless
transmissions from stronger adversaries. Additionally, we
will jointly consider transmission power and probability, as
well as cooperative interference power, for covert perfor-
mance optimization in the network. In order to solve opti-
mization problems with many decision parameters quickly,
algorithms with faster convergence need to be considered
and designed.
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A. Derivation of the Average Throughput 𝑇
We detail the derivation of 𝑇 in this appendix. Denoting

𝑘1 = 𝛾th𝑁𝐵
𝑃𝑅

and 𝑘2 = 𝑃𝑅𝑁𝑅
𝑃𝐴𝑁𝐵

, the derivation of first integral
in (34) is given as

∫
+∞

𝛾th𝑁𝐵
𝑃𝑅

∫
+∞

𝜈𝑃𝑅𝑁𝑅
𝑃𝐴𝑁𝐵

𝑓𝑔𝐴𝑅 (𝜇)𝑓𝑔𝑅𝐵 (𝜈)𝑇𝑅𝐵(𝜈)𝑑𝜇𝑑𝜈

=∫
+∞

𝑘1
∫

+∞

𝑘2𝜈

1
2𝜎2

𝐴𝑅

𝑒
− 𝜇

2𝜎2𝐴𝑅 × 1
2𝜎2

𝑅𝐵

𝑒
− 𝜈

2𝜎2𝑅𝐵 × log2(1 +
𝑃𝑅𝜈
𝑁𝐵

)𝑑𝜇𝑑𝜈

(𝑎)
= ∫

+∞

𝑘1

𝑒
− 𝑘2𝜈

2𝜎2𝐴𝑅 × 1
2𝜎2

𝑅𝐵

𝑒
− 𝜈

2𝜎2𝑅𝐵 × log2(1 +
𝑃𝑅𝜈
𝑁𝐵

)𝑑𝜈

(𝑏)
=

𝑁𝐵

2𝜎2
𝑅𝐵𝑃𝑅

∫
+∞

𝛾th

𝑒−𝑘3𝜈′ log2(1 + 𝜈′)𝑑𝜈′

(𝑐)
=

𝑁𝐵𝑒𝑘3

2 log 2𝜎2
𝑅𝐵𝑃𝑅

∫
+∞

1+𝛾th
𝑒−𝑘3𝜈′′ log(𝜈′′)𝑑𝜈′′

(𝑑)
=

𝑁𝐵𝑒𝑘3

2 log 2𝑘3𝜎2
𝑅𝐵𝑃𝑅

(𝑒−𝑘3(1+𝛾th) − Ei(−𝑘3(1 + 𝛾th)))

(𝑒)
=

𝜁2
log 2(𝜁1 + 𝜁2)

(𝑒−𝛾th(𝜁1+𝜁2) − 𝑒𝜁1+𝜁2Ei(−(𝜁1 + 𝜁2)(1 + 𝛾th))).

(A.1)
In (A.1), (a) is derived by computing the integral with

respect to 𝜇. (b) is derived by 𝜈′ = 𝑃𝑅𝜈
𝑁𝐵

and 𝑘3 =
𝑁𝐵
𝑃𝑅

( 𝑘2
2𝜎2𝐴𝑅

+
1

2𝜎2𝑅𝐵
) = 𝑁𝑅

2𝜎2𝐴𝑅𝑃𝐴
+ 𝑁𝐵

2𝜎2𝑅𝐵𝑃𝑅
, and the lower limit of integration

becomes 𝑘1 × 𝑃𝑅
𝑁𝐵

= 𝛾th. (c) is obtained by 𝜈′′ = 1 + 𝜈′

and the change of base formula for logarithms. (d) is derived
by using the equation 2.751.2 in [42], i.e., ∫ 𝑒𝑎𝑥 log 𝑥𝑑𝑥 =
1
𝑎 [𝑒

𝑎𝑥 log 𝑥 − Ei(𝑎𝑥)]. Defining 𝜁1 = 𝑁𝑅
2𝜎2𝐴𝑅𝑃𝐴

and 𝜁2 =
𝑁𝐵

2𝜎2𝑅𝐵𝑃𝑅
, (e) is obtained by 𝑘3 = 𝜁1 + 𝜁2.

Denoting 𝑘4 = 𝛾th𝑁𝑅
𝑃𝐴

, the derivation of second integral
in (34) is given as

∫
+∞

𝛾th𝑁𝐵
𝑃𝑅

∫
𝜈𝑃𝑅𝑁𝑅
𝑃𝐴𝑁𝐵

𝛾th𝑁𝑅
𝑃𝐴

𝑓𝑔𝐴𝑅 (𝜇)𝑓𝑔𝑅𝐵 (𝜈)𝑇𝐴𝑅(𝜇)𝑑𝜇𝑑𝜈

=∫
+∞

𝑘1
∫

𝑘2𝜈

𝑘4

1
2𝜎2

𝐴𝑅

𝑒
− 𝜇

2𝜎2𝐴𝑅 × 1
2𝜎2

𝑅𝐵

𝑒
− 𝜈

2𝜎2𝑅𝐵 × log2(1 +
𝑃𝐴𝜇
𝑁𝑅

)𝑑𝜇𝑑𝜈

(𝑓 )
=

𝜁1
log 2 ∫

+∞

𝑘1
∫

1+ 𝑃𝑅𝜈
𝑁𝐵

1+𝛾th

1
2𝜎2

𝑅𝐵

𝑒
− 𝜈

2𝜎2𝑅𝐵 × 𝑒−𝜁1𝜇′ log(𝜇′)𝑑𝜇′𝑑𝜈

(𝑔)
= 1
log 2 ∫

+∞

𝑘1

1
2𝜎2

𝑅𝐵

𝑒
− 𝜈

2𝜎2𝑅𝐵 [Ei(−𝜁1(1 +
𝑃𝑅𝜈
𝑁𝐵

)) − 𝑒−𝜁1(1+
𝑃𝑅𝜈
𝑁𝐵

)×

log(1 +
𝑃𝑅𝜈
𝑁𝐵

) + 𝑒−𝜁1(1+𝛾th) log(1 + 𝛾th) − Ei(−𝜁1(1 + 𝛾th))]𝑑𝜈.
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(A.2)
In (A.2), (f) is obtained by 𝜇′ = 1 + 𝑃𝐴𝜇

𝑁𝑅
. (g) is derived by

calculating the integral with respect to 𝜇′ using the equation
2.751.2 in [42]. We can divide (A.2) into four independent
integrals for calculation.

The derivation of first integral is

∫
+∞

𝑘1

1
2𝜎2

𝑅𝐵

𝑒
− 𝜈

2𝜎2𝑅𝐵 Ei(−𝜁1(1 +
𝑃𝑅𝜈
𝑁𝐵

))𝑑𝜈

(ℎ)
=𝑒𝜁2 ∫

+∞

1+𝛾th
𝜁2𝑒

−𝜁2𝜈′Ei(−𝜁1𝜈′)𝑑𝜈′

(𝑖)
=𝑒−𝜁2𝛾thEi(−𝜁1(1 + 𝛾th)) − 𝑒𝜁2Ei(−(𝜁1 + 𝜁2)(1 + 𝛾th)).

(A.3)

In (A.3), (h) is obtained by 𝜈′ = 1 + 𝑃𝑅𝜈
𝑁𝐵

. (i) is derived by
∫ 𝑎𝑒−𝑎𝑥Ei(−𝑏𝑥)𝑑𝑥 = Ei(−(𝑎 + 𝑏)𝑥) − 𝑒−𝑎𝑥Ei(−𝑏𝑥).

The derivation of second integral is

− ∫
+∞

𝑘1

1
2𝜎2

𝑅𝐵

𝑒
− 𝜈

2𝜎2𝑅𝐵 𝑒−𝜁1(1+
𝑃𝑅𝜈
𝑁𝐵

) log(1 +
𝑃𝑅𝜈
𝑁𝐵

)𝑑𝜈

(𝑗)
= − 𝑒𝜁2 ∫

+∞

1+𝛾th
𝜁2𝑒

−(𝜁1+𝜁2)𝜈′ log(𝜈′)𝑑𝜈′

(𝑘)
=

𝜁2𝑒𝜁2
𝜁1 + 𝜁2

(𝑒−(𝜁1+𝜁2)(1+𝛾th) log(1 + 𝛾th) − Ei(−(𝜁1 + 𝜁2)(1 + 𝛾th))).

(A.4)
In (A.4), (j) is obtained by 𝜈′ = 1 + 𝑃𝑅𝜈

𝑁𝐵
. (k) is derived by

∫ 𝑎𝑒−𝑏𝑥 log 𝑥𝑑𝑥 = 𝑎
𝑏 (𝑒

−𝑏𝑥 log 𝑥 − Ei(−𝑏𝑥)).
We can easily calculate the derivations of the third and

fourth integrals since they are simple integrals of exponen-
tial functions. By summing these calculation results, (A.1),
(A.3) and (A.4), we can get the derivation result of (34).
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